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CHAPTER 1 NAVAIR AD 1115 INTRODUCTION -
1.0 INTRODUCTION
1.1 PURPOSE

The purpose of this publication is to provide Electromagnetic Compatibility
(EMC) quidance in connection with the design and development of Navy
Avionics and Related Ground Support Equipment (GSE). In terms of this
purpose, it is appropriate to define the terms EMC, Avionics, and GSE, and
then to indicate those aspects of the definitions which this design guide
addresses.

EMC is defined in MIL-STD-463 as "the capability of electronic equipments
or systems to be operated with a defined margin of safety in the intended
operational environment at designed levels or efficiency without
degradation due to interference." The definition is established in an
Electromagnetic (EM) context, so it can be interpreted in terms of an
Electromagnetic Environment (EME) rather than a physical or tactical
environment. Physical or tactical environments identify where systems or
equipments are located, but do not generally include descriptions of EM
emissions or susceptibility effects.

Avionics is defined for this document using a non-military definition.
Simply put, Avionics.is the black box enclosures that the electronics go
into for aeronautic and astronautic vehicles. This design guide will
address avionics on Navy aircraft (Aeronautics), in particular.

GSE is defined in OPNAVINST 4790.2 as "... all equipment on the ground
required to make a weapons system, support system, subsystem, or end-item
of equipment operational in its intended environment. This includes all
equipment required to install, launch, arrest (except Navy shipboard and
shore-based launching and arresting equipment less missile target launching
equipment), guide, control, direct, inspect, test, adjust, calibrate,
appraise, gauge, measure, assemble, disassemble, handle, transport, -
safeguard, store, actuate, service, repair, overhaul, maintain, or operate
the system, subsystem, end item, or component...." Specifically excluded
from this GSE definition are handtools, house-keeping items, office
equipment, common production tools, and ancillary equipment such as
head-sets and microphones.

1.2 OBJECTIVE

It is probably not necessary to justify a statement that representative
Navy shipboard and shore EMEs are becoming more complex and of higher
intensity. Many examples can be cited of the increased use of EM emitters
within or in the vicinity of shore maintenance shops, or near base
flight-lines, or on ships of the fleet. These equipments have output
levels ranging from fractions of milliwatts to tens of megawatts, with
waveforms having noise-like properties as well as those of a very complex
coherent nature. They often are developed to intentionally radiate these
power levels within selected portions of the radio spectrum, but equally
often may be emitting EM energies into parts of the spectrum as by-products
of some non-radiation or limited radiation application (spurious
emissions).
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In a like manner, more equipments are appearing in these same operational
locations that have relatively sensitive EM degradation thresholds. When
these thresholds are exceeded (due to either spurious or intended
emissions), they can result in reduced equipment performance capabilities.
This, in turn, can cause a reduction in the overall effectiveness of the
mission in which that equipment is used.

Avionics and related GSE operate in these environments. They are subject
to the diverse energy levels and waveforms created by the fleet and other
proximate activities. They also can influence the performance of other
environmental equipments, should they couple power to susceptible devices.
A very critical consideration throughout the life-cycle of Avionics and
related GSE must therefore be its ability to operate computably in this
environment. That is the objective of this design manual. More
specifically, this publication is intended to provide Avionics/GSE
engineering and management personnel with an awareness that a potential of
interference exists between Avionics/GSE and other EM equipment. It is
hoped to convey the philosophy that, if this potential is not recognized
and taken into account during Avionics/GSE design, degradation to testing
or operational equipment and systems (or both) can result.

The Electromagnetic Interference (EMI) problems encountered by GSE, and the
interference reduction techniques that must be employed to achieve EMC, are
often unique to this class of equipment (with the noted exception that the
interference reduction techniques are also applicable to Avionics). This
uniqueness on the part of GSE is brought about by features of the GSE
itself, typically small, portable, and with limited Radio Frequency (RF)
circuitry, and by the specialized EMEs in which both Avionics and GSE may
operate (e.g., high narrow-band electric fields). A major objective of
this design guide is to provide the Avionics/GSE designer with EMC guidance
that concentrates on those areas of control dictated by these types of
equipments and environments.

The design guide provides extensive technical data and information to
assist Avionics and related GSE design and development engineers in
creating a product that will be compatible with its operational
environment. While it is not possible to anticipate all of the interface
situations that can arise during the course of equipment development, the
guidelines, approaches and techniques covered in this manual are expected
to furnish cognizant engineers that have system EMC responsibility with the
necessary tools for identifying, attacking and resolving EMI problem areas.

It is hoped that use of this design guide will benefit Avionics/GSE
hardware during all stages of the design/development cycle. Recognition of
the characteristics of a proposed piece of Avionics/GSE, and the features
of its expected operational environment, can influence choices of
conceptual approaches and point out design tradeoffs dictated by EMC
considerations. Early identification of EMI system reduction requirements
can prevent extensive hardware redesign and its attendant additional costs.
Application of the correct EMI reduction measures can result in a piece of
Avionics/GSE that is compatible with its environment, and meets its other
performance and physical (size, weight, volume) objectives.
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1.3 ORIENTATION

An individual who has worked previously in the area of interference
suppression of electrical/electronic equipment and systems is likely to
comment that there are already several EMC design guides available on this
subject. He would be correct; there are not only several good compilations
of EMC design techniques available, but there have been innumerable books
and technical papers prepared on various facets of equipment EM interaction
and interference reduction, and in such related areas as Electromagnetic
Pulse (EMP) effects, EM hazards to ordnance, and biological effects of EM
radiation. A few of the more extensive unclassified EMC design gquides,
handbooks, and manuals published by the government in recent years are
listed in Table 1-1.

TABLE 1-1
Sample of EMC Information Sources

Electromagnetic Compatibility, DH1-4
Air Force Systems

Series 1-0 General

Third Edition, Revision 2, January 1976

Design Principles and Practices for
Controlling Hazards of
Electromagnetic Radiation to Ordnance
(HERO Design Guide)

NAVSEA OD 30393, First Revision,

15 September 1974

Engineering Design Handbook

Hardening Weapon Systems Against RF Energy
AMC Pamphlet AMCP 706-235

Headquarters, US Army Material Command
February 1972

Military Standardization Handbook

Electro-Magnetic (Radiated) Environment Considerations
for Design and Procurement of Electrical and
Electronic Equipment

MIL-HDBK-235-1, Unclassified; -2, Confidential; -3,
Secret 23 June 1972

Electromagnetic Compatibility Manual
NAVAIR 5335

Naval Air Systems Command
Washington, DC 1972

Electronics Installation and Maintenance Book
Electromagnetic Interference Reduction
NAVSHIPS 0967-000-0150

Naval Ship Engineering Center June 1970
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Many of the interference reduction techniques covered by the listed
publications are also applicable to the types of EMI situations that an
Avion.cs/GSE design/development engineer might encounter; therefore these
techniques have been incorporated into this publication as well. However,
additional material has been provided in this guide to take into account
two unique aspects of EMC control in GSE.

First, the class of avionics related GSE performs selected operational -
functions within the Navy, and constitutes a specialized group of devices
as far as interference suppression requirements are concerned. This design
guide recognizes the somewhat homogeneous nature of this group of
equipments, and concentrates on potential EMI problem areas and : :
interference reduction techniques that are most directly applicable to GSE.
Second, the EMEs (particularly the shipboard environments) in which
avionics related GSE must operate are often very specialized. This design
guide pays particular attention to these environments and the unique EMI
problems they can create.

Since this guide is directed toward experienced system designers,
fundamental or basic engineering discussions have been avoided. The reader
is referred to the documents listed in Table 1-1 (as well as those
contained in the chapter appendices) for expansions of many of the topics
covered in this publication. '

1.4 SCOPE

The eleven chapters of this publication are intended to provide technical
and management personnel concerned with Avionics/GSE design and development
with the necessary information to evaluate, analyze and resolve potential
EMI problems, and to maintain system-to-environment compatibility
throughout the life of the equipment.

The General Scope of the Chapters are as follows:
Chapters 1 through 8 — EMC control through problem awareness and design.

Chapters 9 through 11 - EMC control through EMC program planning and
testing.

The Specific Scope of the remaining chapters are as follows:

Chapter 2, Sources and Coupling of EM Energy - An unclassified discussion
of the environments in which GSE must operate, with particular
attention to radiated and conducted energies on flight and
hangar decks, along base flightlines, and in shops and rework
facilities.

Chapter 3, GSE Design Considerations - A summary of general EMC design
guidelines; factors influencing GSE design; cost, maintenance,
and safety considerations; examples of GSE and avionics
design.
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Chapter 4, Shielding - A discussion of applicable shielding techniques,
' with emphasis on case and cable shielding, and the
cable/connector interface.

Chapter 5, Bonding - A summary of bonding techniques of interest to GSE
esigners.

Chapter 6, Grounding - A summary of single-point and multiple—point
grounding, including the grounding of shielded cables.

Chapter 7, Filtering - A detailed discussion of the various types of
ilters that can be employed to reduce conductive EMI, and
their applications in GSE design.

Chapter 8, Tables and Nomographs - A compilation of additional tables,
charts, nomographs and other design aids useful to
Avionics/GSE design engineers in investigating EMI effects.

Chapter 9, EMC Management Program - Guidance in organizing and
implementing effective interference requlations, through EMC
Control Plans.

Chapter 10, Specifications and Standards - A summary of government
EMC-related specifications and standards applicable at
component, subsystem, equipment, and system levels.

Chapter 11, Test Requirements, Plans and Techniques - Guidance on EMI
reEGIations/test requirements and how to implement them
through EMC test plans and techniques. In particular, the
information in this chapter on Ground Plane Testing will help
prepare Avionics/GSE designers for this shipboard environment
similation type testing. This chapter includes a delineation

of the differences between MIL-STD-461A/B/&C.

The major EMI problems previously encountered by the GSE community have
centered around the effects of the operational environment on GSE
performance. As a result, the emphasis of the design guide is in this
direction, rather than on possible GSE interference to the environment, or
internal interference effects within particular GSE. This is not to imply
that these other areas have been excluded from this guide, but merely
points out that the material in the guide concentrates on coupling problems
known to have been encountered in the past.

1.5 SPECIFICATION USAGE

Specifications have been referenced throughout this design guide, and
although the revisions cited are current at the time of publication, they
may be out-of-date at the time of reading. Therefore, the reader is
cautioned to check for the latest revision of any specification of
particular interest.
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CHAPTER 2 NAVAIR AD 1115 SOURCES
2.0 . SOURCES AND COUPLING OF EM ENERGY

2.1 THE ENVIRONMENT

The multitude of man-made electrical and electronic equipments create
almost the total operational EME in which GSE/Avionics must operate.
Except in very rare cases, non-man-made sources that contribute to the
environment (such as solar noise, galactic noise, atmospheric noise,
etc.) can be disregarded.

From an EM point of view, these environments can be quite complex. As
stated in Chapter 1, they may contain discrete or very narrow-band
sources (such as the outputs of a communication transmitter), or sources
with relatively complex modulation techniques that tend to produce a
broad-band output (such as radars), or impulsive or noise like sources
whose emissions cover a wide frequency range (such as gasoline engines
or fluorescent lights). They may include civilian as well as government

equipments.

The frequency band of the EM spectrum representing environments of
concern to GSE/Avionics extends from a few Hertz to tens of Gigahertz.
International radio regulations and national rules and procedures
allocate the band between 9 kHz and 300 GHz for communications and
navigation purposes. Frequency allocations and assignments for mobile
radio, radar, radio astronomy, space telemetry, radiosonde, and other
diverse types of equipments for commercial and U.S. government use are
made in conformance with these rules. Table 2-1 is a brief summary of
the spectrum allocated to various services with special emphasis on U.S.
government allocations.

Many other types of emissions exist that are not strictly regulated.
These could influence the performance of GSE. They occur at the lower
end of the spectrum, and include emissions from power-lines, ignition
systems, motor brushes, arc welders, and many others.

The designer of GSE/Avionics has very limited control over the EM
environment. The equipment that is developed, whether a portable unit
to be operated on a carrier flight deck, a computer in an aircraft or a
large testing device connected to 3-phase, 60 Hz power mains at a base
installation, must operate satisfactorily in the EM fields created by
other equipments, without constraints to those other equipments. In
addition, the emissions from the GSE/Avionics must be controlled so that
equipments in the operational environment will not be degraded.

In order to design avionics or GSE to meet these constraints, a good
understanding of these environments is necessary. The remainder of this
chapter will discuss the general characteristics of the electromagnetic
environment (EME). Specific features of environments in which GSE/Avionics equ
ts may be expected to operate will be identified.

These discussions are limited in detail so that the design guide can be
maintained as an unclassified document. More complete descriptions of

SOURCES
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the environments are in MIL-HDBK-235() entitled "Electromagnetic
(Radiated) Environment Considerations for Design and Procurement of
Electrical and Electronic Equipment"[2].

2.2 ENVIRONMENT SOURCES |

2.2.1 General Signal Characteristics

EM signals are often classified as being narrowband or broadband types.
Since "narrow" and "wide" are relative terms, many signals cannot be
categorized this conveniently, but the narrowband/broadband division is
useful for understanding and analyzing signal effects.

A narrowband signal is obviously one that occupies a very small portion
of the radio spectrum. Such a signal is a continuous sine wave, since
the energy in a sinusoidal wave is concentrated at a single frequency.
Most communications transmitters in which the carrier is modulated by
voice sideband, or in which suppressed-carrier techniques are employed,
are classed as narrowband emitters. Their emission is usually confined
to only tens or hundreds of kilohertz of bandwidth. Single-channel AM,
FM and SSB transmitters fall in this category, as do some multiplex
analog and digital systems.

Other types of emissions can be classed as narrowband emissions. The
harmonic outputs of narrowband communication transmitters are
narrowband. Prime power signals and their harmonics, communication
receiver local oscillators, fire-control system CW illuminators, radar
altimeters, and many other functional man-made sources have narrowband
emissions.

In contrast to narrowband emissions, a broadband signal may disperse its
energy across tens or hundreds of Megahertz or more. This type of
distribution results from signals that are composed of narrow pulses
having relatively short rise and fall times. The randomness with which
the pulses occur and the individual characteristics of the pulses
involved dictate the spectral distribution that will result.

Broadband signals can be further divided into random and impulsive
sources. Random sources consist of closely spaced EM impulses that are
not clearly distinguishable from one another. The impulses are frequent
and overlap, with sharp peaks exceeding the average level. This type of
output may be intentionally generated by a noise jammer, may be
unintentionally produced by a communication or radar transmitter at
frequencies far removed from its operating frequency, or may be
contributed by nature in such forms as galactic and solar noise.

Impulse sources are characterized by sharp pulses that are relatively
infrequent and clearly separated. This type of output may be generated
by internal combustion engine ignition systems, power line discharges,
motor brush sparking, gas tube charges, and other electrical or
electromechanical devices.

The frequency spectrum associated with either random or impulse energies
is generally extremely broad. The magnitude of broadband emissions is
generally specified in terms of microvolts per MHz. Random and impulse

SOURCES



interference can be distinguished by the response of a receiver. For
random interference, both peak and average levels are proportional to
the square root of the receiver bandwidth. For impulse interference,
peak voltages are proportional to the receiver bandwidth, whereas
average voltages are independent of the receiver bandwidth.

There are a variety of natural and man-made sources of broadband
interference. Natural interference is referred to as static. It
produces the familiar noises that can sometimes be heard in a radio
receiver. This natural static originates in thunderstorms, galactic
sources, and the sun. Man-made broadband noise arises from numerous
electrical devices. It is especially significant in cities and
industrial areas. Man-made noise may also be particularly severe aboard
ships.

Table 2-2 provides a list of examples of narrowband and broadband
man-made interference sources [3]. The table has been subdivided to
give a general indication of whether the source involved is in operation
for long periods (continuous), for short periods (intermittent), or for
very short and infrequent periods, (transient). The level of those
sources on this list that can cause interference to GSE/Avionics is
discussed later in this design gquide.

2.2.2 Pulse Signal Characteristics

Pulsed radar is one type of broadband source that is often encountered
in a GSE/Avionics topside environment. Pulsed emissions contain
spectrum components that can encompass a very wide frequency range.

Figure 2-1 illustrates this effect. The figure shows a typical time
representation of a pulse train, and its corresponding power spectrum as
might be observed on an ideal spectrum analyzer. In this case, the
envelope of the pulse in the time domain is a rectangle. The resultant
frequency domain presentation follows a shape of:

sin’x

2
X

Fourier analysis techniques can be employed to describe the spectrums of
pulse signals having a variety of shapes. A usual way of describing the
spectrum is in power in a given bandwidth (such as dBm per kilohertz).
It is often convenient to describe the envelope of the spectrum (see
Figure 2-1(B) and not the detailed lobe structure of the spectrum
output. ' '

The pulse spectrum envelope analytical representations of the
rectangular pulse case discussed above, as well as the trapezoidal,
cosine-squared, and rectangular with linear pulse compression cases are
summarized in Table 2-3. As explanation, pulse compression is a radar
technique to improve range resolution. It involves intentionally
shifting the carrier frequency of the radar during its pulse interval.
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TABLE 2-2

TYPICAL MAN-MADE INTERFERENCE SOURCES

Broadband : Narrowband
Transient Intermittent Continuous Intermittent Continuous
Mechanical Electronic Commutation |- cw-Doppler Power-line
Function computers noise radar hum
witche - . .
swi s Motor speed Electric Radio Receiver
Motor controls typewriters transmitters local
starters . and their oscillators
Poor or Ignition .
harmonics
Thermostats loose ground systems
. ion i 1
Timer connections Arc and Signa
o generators,
units Arc vapor lamps .
Welding oscillators
Thyratron . Pulse and other
- equipment
trigger generators types of
ircuit Electric ip-
e 1'5 Dreizllsm Pulse ::esrtneqmp
Radar
transmitters Transponders
Sliding Diathermy
contacts Equipment
Teletype-~
writer
equipment
Voltage
regulators
PULSE
AMPLITUDE PULSE PERICD
3
PULSE WIDTH
- {A) TIME DiSPLAY
g — PULSE SPECTRUM
35 - :nv:u.opz
=8 -~
= e
il |||| |
4T
8s ﬁh | | l | | I\[
FREMMV
CARRIER {B) FREQUENCY DISPLAY
FREQUENCY
Figure 2-1
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TABLE 2-3 REPRESENTATIVE PULSE SPECTRUMS
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Other pulse spectra data is provided in Figure 2-2 [3]. In this fiqure,
the spectrum falloff curves have been normalized on the basis of area
under each pulse. In terms of spectral occupancy, the advantage gained
by increasing pulse rise and decay times is evident. Pulses having
shapes approximating a Gaussian curve are relatively efficient in
conserving spectrum space. For any pulse shape, emission levels at
frequencies close to the carrier depend primarily on the area under the
pulse. At frequencies further from the carrier, the levels depend on
the number and steepness of the pulse slopes.

Actual spectrums generated by pulsed systems or transient signals often
are considerably different from those created using Fourier spectrum
synthesis techniques. Figure 2-3 is a spectrum analyzer photograph of a
magnetron output for a 4.5 microsecond, 300 pulses—per-second pulse
modulation signal [5]. Note its asymmetry and the breakup of lobes on
the high side of the spectrum. Such differences are due to combinations
of pulse amplitude and carrier frequency changes that actually occur and
noise outputs that exist in the pulse generators. In the analysis,
these are not taken into account and approximations are made of the
actual waveshapes. Measurements of operational environment
characteristics provide a much more reliable indication of the
environment than attempting to describe the environment analytically.

2.2.3 Signal Transmission

Interference signals may be transferred from one point to another by
conduction, by radiation, or a combination of these. Conducted
interference is transferred over common interconnections between a
source and a receiver, and its propagation conforms to conventional
circuit and transmission-line theory. Radiated interference is
transferred via an EM field produced by a signal source, and its
distribution conforms to field theory relationships. Figure 2-4 shows
the conceptual differences between conducted and radiated paths [6].

Some transfer of signals may occur over a combination of conducted and
radiated paths. For example, a source might couple energy onto a power
cable by radiated means. The power system could then transfer this
energy to various equipments tied to the power system by conduction.
similarly, coupling between two cables and the propagation of energy
into and out of the cables may involve both radiation and conduction
effects.

2.3 RADIATED ENERGY

2.3.1 The Radiation Field

The term radiated interference is commonly used to mean any interfering
signal transferred through a medium by an EM field. The radiation field
represents the energy which escapes from a source and spreads according
to the laws of wave propagation. -
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Figure 2-2 1Interference Levels for Various Pulse Shapes

.Figure 2-3 Spectrum Analyzer Photograph of Magnetron output when

modulated by 4.5 us, 300 pps pulse. Ordinate is linear in
frequency; abscissa in logarithmic in level.
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Figure 2-4 Propagation of Conducted and Radiated Interference

The radiation field has two components, an electric field (E field) and
a magnetic field (H field). A varying electric field is always
accompanied by a magnetic field. Conversely, a varying magnetic field
is always accompanied by an electric field. The ratio of
electric-to-magnetic fields is the wave impedance.

In the vicinity of a source of EM energy, the ratio of
electric-to-magnetic fields is strongly dependent upon the point where
it is observed. The "loop" formed by a conductor carrying large current
variations into a load from a low-impedance source, with the return
current flowing through a ground plane is one common source:

(Figure 2-5A). This produces a strong H field and a relatively weak E
field, unless the source voltage is exceptionally high. 1In the vicinity
of this loop,. the field impedance is very low, because E is small :
relative to H, E/H is low. As the distance from the loop increases the
H field weakens more rapidly than the E field. Their ratio changes with
distance until a free-space value for E/H of 120 n is reached. Beyond
this distance, the field impedance remains constant, at 120 n ohms
unless disturbed by interfering objects or a change in medium. For
practical applications, 377 ohms is used instead of 120 n ohms.

Figure 2-5B shows a conductor connecting a high-voltage, low-current
ac-generator to its load. Here again, the return current flows through
the ground plane. In this example, the H field is weak, because the
current is low. The E field is strong, because the voltage per meter
(the voltage gradient) between the conductor and the ground plane is
high. 1In the vicinity of this source, the field impedance is very high,
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because E is large relative to H, E/H is high. Away from this
source, however, the E field weakens faster than does the H field, and

E/H approaches 120 n ohms.

tligh LOAD (low impedance electric
= q@ field
Low E H P
VO E e
B Z-= - high impedance
P 1 ' E = electric field
E H = magnetic field
A Z-= - low impedance P = power flow

Figure 2-5 Sources and Their Fields

The distance at which the wave impedance approaches 120 n ohms is
approximately one wavelength.

Figure 2-6 shows how the wave impedance for the cases of Figure 2-5
varies with distance r from the source. At distances beyond one
wavelength, )\, from the source, the values are close to the free space

value of 120 n ohms.
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Figure 2-6 Wave Impedance vs. Distance From Dipole Source
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For the radiation field, the ratio of electric-to-magnetic field is
equal to the impedance of the medium in which the wave propagates. The
impedance of free-space is 120 n ohms or approximately 377 ohms. In the
radiation field, emissions are essentially a plane wave. The electric-
or magnetic-field intensity is an inverse function of the distance from
the source. The field intensity at any point in a radiation field is
also a function of the size and orientation of the radiator.

In order for any body to be an efficient radiator, its electrical
dimensions must be at least of the order of one-half wave-length. Some
sources have copious amounts of energy within the low frequency
spectrum, but little of it may be radiated because -of short, ineffective
antenna lengths. The performance of a device that must operate in the
vicinity of the radiating source is a function of the directivity of the
energy as it leaves the source, the losses incurred in propagating to
the device, and the susceptibility of the device to the particular
characteristics of the energy.

The problem of determining the radiated signal level at a point in space
some distance from a source through analysis, is not a simple task for
several reasons. It is often necessary to establish the effective gain
of the antenna in the direction of the observer when the observer is not
in the antenna mainbeam. In addition, the characteristics of the
antenna change with frequency. The effective gain of the antenna at a
frequency of interest outside of the design range of the antenna (such
as at the third harmonic of the source) may have to be considered if a
device in the EME may be susceptible to that frequency. The difficulty
may be further compounded because many antennas either physically or
electrically change their directional characteristics (such as a
scanning antenna) so that the effective gain in a given direction varies
as a function of time. And finally, if there are any conducting
materials in the neighborhood of the antenna, such as ship
superstructure, these materials can introduce reflection effects that
may alter the radiation field. When the radiator is not a well-defined
structure like an antenna, but is an equipment case, or a cable located
in a harness, then the problem of determining the radiated level at some
point in space becomes even more complex.

With very limited exceptions, it is necessary to perform measurements to
obtain even approximate indications of expected levels. Measurements
only give an indication of the levels and cannot be considered exact.
Everything in the field perturbs the field and each item introduced
changes the field further. This includes the measuring equipment, GSE,
aircraft, and people. Since these items are not constant, neither is
the field.

2.3.2 Distinction Between Induction and Radiation Fields

The mathematical description of the total fields around a conductor
carrying a varying current is very complicated and cannot be solved
except in very simple cases. However, the fields at a remote point due
to the uniform current flow in a short, thin wire (or a very small,
cirgular loop) have three types of terms. These terms vary with /0,
1/r’ and 1/r (where r is the distance from the source to the point of
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observation). The relative importance of the various terms depends upon
the ratio of r to the wave-length of the radiation, as shown in Figure
2-7. -

From Figure 2-7, it can be seen that, when r/\ is much greater than
1/2n, the radiation (1/r) field is predominant. When r/X is equal to
1/2n, the induction components (1/r", 1/r3) and the radiation (1/r)
field are equal. When r/X\ is much smaller than 1/2n, the radiation
(1/r) term is negligible.

A generally accepted rule is that the radiation (1/r) field of the
antenna main beam is where r is greater than 2D’ /X, where D is the
maximum aperture dimension of the antenna. D is thus the diameter of a
circular aperture or the diagonal of a rectangular aperture. For
interference analysis purposes, it appears that r can be considerably
less than this value (perhaps as low as r < DZ/X) before significant
error is introduced by using the 1/r relationship [6]. As one moves out
of the antenna main beam, D becomes much smaller (because it is actually
a function of the effective antenna aperture in the direction of the
point of interest), and the 1/r relationship becomes valid at much
closer separations, but the gain of the antenna decreases.
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Figure 2-7 Variation of Field Strength With Distance For Small
Dipole Antenna
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2.3.3 Nonlinear Environmental Effects

The characteristics of high RF power and close equipment proximity in a
shipboard environment have resulted in selected elements of the ship
acting as unique EM interference sources. These sources of interference
are located topside. They consist of those portions of the ship that,
under high signal conditions, act as nonlinear electrical devices. An
example of a nonlinear device is an amplifier when the input is
overdriven. The output does not increase linearly (1:1). A single
signal is compressed. Multiple input signals produce distortion
products.

Environmental nonlinear sources aboard ship consist of nonlinear
resistance junctions created at metallic mating surfaces. These
junctions may be formed by salt or chemical deposition, by corrosion, or
through a number of other means. The nonlinear junction acts like a
mixer device and has the potential of creating distortion called
intermodulation. Some GSE/Avionics may have to operate in environments
containing contributions from these sources.

Intermodulation produces sum and difference products during
transmissions involving two or more signals of different frequencies.
If n frequencies are transmitted, the frequencies of intermodulation
products formed in a nonlinear element can be determined by the
relationship: -

£, =pf, +qf, + rf, +...+ 2f
where

f, is an intermodulation frequency,

P, 4, r...x are integers,

and the sum (p + 9 + r +...+ 2) defines the. intermodulation order. Due
to the symmetrical nature of the nonlinearities, odd-order
intermodulation products and harmonics are much more pronounced than
even order. Therefore, third-order intermodulation products and the
third harmonic are normally the strongest signals generated by
environmental nonlinearities.

The effects of nonlinear environmental sources have been most pronounced
in the HF (2-30 MHz) frequency range. This phenomenon may change as
more powerful emitters are produced at higher frequencies.

As the number of transmitters in the environment is increased, the
number of possible intermodulation products generated rises rapidly.
With three signals being radiated, 10 third-order products can be
generated. With ten signals being radiated, approximately 800
third-order products can be generated.

In a study of this effect, metallic lifelines were found to be one of
the major nonlinear environmental sources [7]. The junction was formed
either at the turnbuckles or the eyelets in the line. The line acted as
a fairly efficient radiating element.
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Another series of sources were associated with the deck expansion joints
on an AVT (World War II carrier). Included was a vertical copper boot
bridging the gap created by the joint. Also included were cables and
other structures crossing underneath the joint’s covering plates. Other
sources included mooring and anchor chains, slap-down plates, pipe and
bracket joints, hatch hinges, life-raft hangers, ladders, armored
cables, antenna quy wires, guard rails, booms, metallic frames and
supports, gang planks, and similar structures.

2.3.4 Propagation Effects

Radiation involves the transmission of EM energy through space. The
propagation characteristics are affected by the phenomena which occur in
the transmission medium. Since the space above the earth’s surface is
used as the transmission medium, the radiated energy is affected by its
characteristics. .

The various modes of propagation discussed in this section are
applicable primarily to situations where an interference source is a
considerable distance away from its potential victim. This is not.the
normal situation with most GSE. EMI situations with GSE normally
involve close-in equipments and devices. This summary is intended as
introductory material for the limited number of cases where the effects
of distant equipments are of concern.

Propagation, particularly sky wave propagation (waves reflected from the
ionosphere), is a complex subject concerned with many variables. These
include (1) the focusing effect of the ionospheric layers, (2) fading
due to multipath propagation, (3) polarization fading, (4) loss of
energy due to ground and ionospheric absorption, and (5) losses due to
dust, water, gasses, and the dielectric of the media.

In the LF and VLF frequency bands (2-300 kHz), wave propagation takes
place via ground-wave. At these frequencies, the ionosphere absorbs
rather than reflects any radiation. EM radiation is propagated along
the earth’s surface. Ground wave paths may be used over long distances.

The MF band (0.3-3 MHz) is transitional in nature. The ground-wave is
the primary propagation mode at the lower frequencies. Some skywave
propagation occurs at the higher frequencies.

HF band (2-30 MHz) propagation may be either by ground or sky waves.

The mode of propagation depends on the equipment physical configuration,
frequency, and ionospheric conditions. In the HF band, ground-wave
propagation proves the most reliable, but the distance coverage is
limited to approximately 100 miles. On the other hand, skywave
propagation has an unlimited range, depending upon the parameters
outlined above.

As frequencies increase above 30 MHz, the energy reflected from the
ionosphere decreases and eventually disappears. Above the HF band,
transmission depends mainly upon free-space-propagation. In the VHF and
UHF bands, 30 MHz to 300 MHz and 300 MHz to 3 GHz, respectively,
propagation beyond the horizon is possible due to atmospheric
scattering. '
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For frequencies above 3 GHz, skywave propagation is not practicable due
to the extremely short wavelengths involved. Specifically, no focusing
effect of the ionospheric layers occurs, and absorption losses due to
dust, matter and gases become more pronounced.

The general characteristics of the most commonly encountered propagation
modes are listed in Table 2-4, along with information on effective
frequencies and ranges, fading and other variational characteristics,
and link reliability.

2.3.5 The GSE/Avionics Radiated Environments

The major topside sources of potential radiated interference to
GSE/Avionics come from the array of communications and radar equipments
aboard ship. Interference from nearby ships must also be considered in
the design of GSE/Avionics. If operation of the GSE/Avionics is
expected while in port, shore based emitters are also of concern.

A study of the complement of electronic radiators aboard a particular
ship will provide an immediate indication of those frequency bands where
high field strengths will probably be encountered. Distances and
direction from an antenna are useful in determining probable areas of
high field strengths. Use caution, the direction of maxinum energy from
a particular source may not correspond to the optical direction to the
source. This is due to super-structure masking and reflections from
masts, stacks, and enclosed above-decks spaces and the deck itself.
Additionally, the GSE may have to operate in the induction field of an
antenna because of the dimensional restriction and general structure of
the ship. '

Field strengths on carrier flight decks and weather decks of other type
ships could exceed 10 volts/meter in communication equipment operating
bands with levels greater than 200 volts/meter from equipments operating
in the HF band. The specific levels depend on location, transmitter
power, antenna gain, reflections, and masking. Flight deck average
power density levels in acquisition and tracking radar bands can be
greater than 10 milliwatts per square centimeter. Peak power density
ievels of hundreds to thousands of times these values are possible.
These signals will have the characteristics of either plane waves or
high-impedance waves, so that electric field rejection techniques in
GSE/Avionics design will apply.

The EMEs on the hangar deck and in avionics support equipment spaces can
be expected to be somewhat lower than the flight deck environment.
Nevertheless, these levels must also be taken into account when
developing GSE/Avionics that must operate in this location. Levels in
the HF range can exceed 1 volt/meter. Microwave levels could reach one
milliwatt per square centimeter.

The major documents currently used for EMI control are MIL-STD-461C and
MIL-STD-462. MIL-STD-461 defines conducted and radiated emission and
susceptibility limits for a wide range of electrical/electronic
equipment. MIL-STD-462 describes the test procedures to be used. These
standards are usually prescribed in GSE/Avionics design contracts or
agreements. :
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MIL-STD-461C limits often are not compatible with the environment in
which the GSE/Avionics must operate. This is particularly true in the
case of susceptibility requirements for carrier flight deck equipment.
These levels should be established based upon the intended emission
levels that can be found in MIL-HDBK-235-2 (NAVY)[2]. Although
conducted susceptibility tests for signal lines and broadband radiated
susceptibility tests are addressed for EMP testing (CS10, CSll & RS05),
there may be a need to address similar tests in MIL-STD-461C to simulate
more commonly encountered EMEs.

Figure 2-8 presents sample E-field data of a CV hangar bay EME [9]. The
information in the figure is not representative of worst case
conditions. It is provided only to show the general trend of the
environment at that location. Each dot represents the maximum level
narrowband signal located over the frequency band in the vicinity of the
dot. The level of the maximum data point in the HF range corresponds to
a level of 0.6 volts/meter. The MIL-STD-461C narrowband radiated
emission limit (test RE02) is also shown in Figure 2-8 for comparative
purposes. The RE02 limit of MIL-STD-461 should be considered in
specifying GSE/Avionics.

Similar data is provided in Figure 2-9 for an avionics shop environment.
Note the generally lower levels involved when compared with Figure 2-8.
The level of the maximum data point in this case is 200
microvolts/meter.

Radiated narrowband magnetic field data in the avionics workshop is
plotted in Figure 2-10. For the case illustrated, it will be noted that
GSE compliance to the radiated susceptibility threshold of MIL-STD-461C,
test RS01, would not necessarily assure satisfactory performance in this
environment, due to signal levels exceeding the threshold. The RS0l
limit of MIL-STD-461 should be considered in specifying GSE/Avionics.
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Figure 2-8 Narrowband Radiated Emissions Measured in Forward Hangar Bay
Aboard Cv-62, Port Side, Amidships Sections.
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2.4 CONDUCTED ENERGY
2.4.1 Conducted Routes

Conducted interference is the interference that propagates through a
conductor such as wiring or any conducting structure. The conductor can
directly transfer interference from one point in a circuit to another.
It can also be the pickup mechanism for converting radiated 1nterference
to conducted effects.

Conducted interference requires a complete circuit path between an
interference source and a victim. This may be formed by wiring,
chassis, structure, or mutual inductances or capacitances. A common
path for conducted interference is a ground plane. Conducted
interference is especially severe when several electronic devices are
connected to a common power source that has insufficient RF isolation.
This mode of conducted interference may be transferred to each device
because of mutual impedance in the ground path.

A conduction current may flow between circuits whenever there is a
direct connection and a return path between two circuits. The return
path may be another conductor, a mutual capacitance or inductance, or a
common ground return. In general, the magnitude of resulting current
depends on the difference of potential to ground between the points of
exit and entry in the exciting circuit and on the total loop impedance
between these points. Positions along the line where interference can
enter and exit from the system become important when the dimensions of
the circuits involved become large compared with the wavelength of
interest. This situation may occur when the prime power distribution
system is involved.

There are three predominant routes for conduction currents. They are
power supply leads, control and accessory cables, and ground returns.
These paths may introduce interference to GSE/Avionics. Particularly
susceptible are those that must operate from power external to the GSE.

Signals can also be coupled onto equipment wires and cables by inductive
or capacitive coupling. Inductive or capacitive coupling can occur
between adjacent unshielded or inadequately shielded wires or cables, or
internal wiring in equipment, where the return paths for the system may
be through the same ground systems. Circuits are said to be mutually
coupled whenever currents or voltages in one circuit induce
corresponding voltages or currents in another circuit.

Inductive coupling occurs when a conductor is present in an EM field set
up by interference energy in a nearby conductor. It is important to
note that mutual inductance exists only between complete circuits. Each
is a complete loop. The return portion of the loop of the circuit may
be far removed from the inductive field. 1In such a case, it is common
practice to speak of the voltage induced into a wire.

Analysis shows that inductive coupling varies in a complicated fashion
dependent upon the geometrical configuration of the circuits. At fairly
close separations, mutual inductive coupling is comparable to ordinary
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transformer action. A varying current in one loop of wire sets up a
varying field around that loop. The varying field induces a varying
voltage and resulting current in a second loop of wire.

There are two predominant methods of inductive coupling of interference,
through transformer and through parallel wire runs. Because of core
losses, a transformer normally will pass low frequency ac signals and
acts as a low-performance filter against high frequency interference.

The parallel wire arrangement represents a special case of a transformer
consisting of single turn primary and secondary windings. Wwhen two such
lines are feeding different pieces of equipment from different sources,
interference voltages present in either line can be induced into the
other line. This situation enables interference to affect any
susceptible part of a system. For example, primary power leads located
near a B+ lead may induce ac hum into the system via the dc circuit.

Capacitive coupling is the linking of one circuit with another by means
of the capacitance existing between them. The degree of coupling
depends on the voltage and the frequency of the interference as well as
the value of the interconnecting capacitance. At low frequencies, an
extremely large capacitor is required to couple the signal; at radio
frequencies, only a small capacitance is required. It should be noted
that a complete path is also necessary for this type of coupling. It is
normally the common ground connection for both leads which provides the
return path.

Multiconductor cables act as especially good capacitive couplers at
radio frequencies. If interference is present on a single lead of a
multiconductor cable, the interference may appear on all conductors of
the cable.

2.4.2 The GSE Conducted Environment

The major mechanism of transmitting conducted EMI energy to GSE is via
the prime power distribution system. This type of interference is a
function of the types and designs of other equipments that are also
operating from these lines, and their locations on the lines.

Some indication of the conducted interference currents that might be
encountered aboard ship is shown in Figure 2-11. The data represents
the average of the three current maximums measured on a three-wire 60 Hz
power system terminating in an avionics shop. Significantly greater
current levels were measured on individual lines. Similar data taken on
the same power buses at other locations aboard this same ship indicate
that the currents are location-dependent, particularly over the lower
frequencies.
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Figure 2-11 Narrowband Conducted Emissions Measured in Avionics Workshop
#1 Aboard CV-62

2.5 COMBINED EFFECTS

Commonly, interference to GSE/Avionics results from a combination of
radiated and conducted effects.

The wavelengths associated with the frequencies in the HF band

(2-30 MHz) vary from 100 meters to 10 meters. The aircraft structure
may act as a reasonably good antenna, because aircraft dimensions at
these frequencies are a significant portion of a wavelength. This
antenna-like behavior produces an RF voltage between the carrier deck
and the aircraft structure. The voltage potential from aircraft to deck
in a 100 v/m field may be as high as 250 volts RF [10). Figure 2-12
shows the relative voltage distribution induced on a F6A aircraft [11].

The voltage pattern on an aircraft varies with such factors as radiation
frequency, aircraft type, configuration, and orientation with respect to
the antenna. Attaching a ground strap from the aircraft body to the
deck does not eliminate the problem. This only references one point of
the aircraft to the deck. The electrical length of the rest of the
aircraft is still an appreciable fraction of a wavelength. A series of
ground straps along the aircraft structure could cut down the effective
electrical length presented by the aircraft to the HF. This is
impractical due to the difficulties in achieving a low impedance RF bond
between the aircraft and the deck.
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Figure 2-12 Voltage Distribution induced On An F6A Aircraft

The whip antennas located on the carrier island and around the periphery
of the flight deck are the primary sources of the fields producing the
voltage differential. Since these whip antennas are non-directional and
can be operated in a vertical or horizontal position, the emitter
causing the potential to develop may not be obvious. Aircraft
undergoing organizational level maintenance may be parked in close
proximity to these antennas.

Figure 2-13 diagrams the coupling mechanisms involved. Many avionic
systems use aircraft ground in their circuits. The aircraft structure
serves as a ground return for the power supply in most aircraft. This
"ground" may have an RF voltage with respect to the deck "ground." A
GSE item placed on the carrier deck and connected by cabling to the
aircraft avionics will appear as a relatively low impedance to deck to
the RF energy on the aircraft. RF currents will flow down the cable
through the GSE into the deck. RF currents may flow due to capacitive
coupling even if the avionics circuit is isolated from aircraft ground
or if there is no dc path to the deck.
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Figure 2-13 HF Coupling Mechanism Involved

Shielded cables, well terminated at both the aircraft and the GSE,
provide a low impedance path to the deck. The RF currents will be
confined to the outer portion of the shield due to skin effect. No
coupling to the circuit lines will occur. Discontinuities in the
shielding such as poor bonds, anodized connectors, or inadequate cable
braid will cause increased impedance to the RF currents flowing on the
shield. Coupling to GSE and avionics systems may then occur because of
voltage drops at these discontinuities.

In specifying shielding for GSE, caution must be exercised. Most
shielding effectiveness measurement methods use radiated fields to
measure the combined reflection and penetration loss. In the case
described, where large currents exist on the surface of the shields,
only the penetration loss of a shield is effective. The most
informative measure of shielding effectiveness for this type of coupling
is the Surface Transfer Impedance (STI) test described in MIL-STD-1377.

If threshold signal levels are low, interference may result even if good
shielding techniques are used. In this case and in cases where proper
shielding techniques cannot be readily implemented, filtering may be
necessary.

Mounting GSE on the aircraft can provide one means of reducing the
possibility of EMI in the HF range. The difference of potential between
equipment and the aircraft is greatly reduced or eliminated. The
mounting surfaces must be clean, and all interconnecting cabling must be
kept as short as possible.
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CHAPTER 3 NAVAIR AD 1115 CONSIDERATIONS
3.0 . DESIGN CONSIDERATIONS

3.1 GENERAL GUIDELINES

Chapter 2 outlined the factors that must be considered in the design of
Avionics/GSE to achieve EMC.

Following the definition of requirements that a given piece of Avionics/GSE
must fulfill, its design normally begins with a delineation of the
electrical circuits needed to interconnect its components. Such components
may consist of black-box units, integrated circuits, or individual
components or piece parts. After the electrical aspects of the design have
been done, the mechanical configuration of the equipment is established and
detailed.

3.1.1 Electrical Design

An early step in any electrical design is the selection of signal levels.
In selecting signal levels, consideration must be given to the radiated
EMEs in which the equipment must operate. If high level radiated EMEs are
expected to be encountered, such as those found on a carrier flight deck,
large signal levels and low impedances should be used in the design. If
high level radiated EMEs are not to be encountered, signal levels should be
the lowest that are consistent with the achievement of the needed
signal-to-system noise ratio throughout the equipment. Generally low
voltage, low impedance design is desirable from the viewpoint of minimizing
capacitive coupling problems, but may aggravate inductive coupling problems
if current flows are too high.

Because interference often has a different spectral content from that of
the desired signals, much can be done by the proper use of filters to
constrain signals to their desired paths within the equipment, such as
through common power supply leads. Chapter 7 discusses filtering in
detail.

It should be noted here that care should be taken to employ high
reliability EMI suppression components. To illustrate the importance of
using high reliability components consider a filter by-pass capacitor that
fails by opening. If the capacitor is a part of the equipment power supply
filtering circuit, its failure will immediately be evident because of
improper equipment operation. If it is a part of a filter to keep
interference on the power line from entering the Avionics/GSE, it may be a
relatively long time before evidence indicating the capacitor has opened is
identified. The designer should pay particular attention, during component
selection, to those elements of the system whose breakdown would not be
immediately observable.

After the basic circuit design has been accomplished and the necessary

filtering has been specified, attention must be given to capacitive
coupling of conducted energy that may occur in leads carrying currents from
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differing sources. Since even a short piece of wire has an impedance,
voltages are developed along wires and can cause effects not intended by
the designer. This is especially true when attempts are made to return
signal and power circuits through a common lead. Chapter 6, Grounding,
discusses this aspect of the design.

3.1.2 Physical Layout of Components

After the basic circuit design has been completed and grounding
requirements have been established, attention must be given to the physical
layout of the components. Capacitive coupling of conducted energy and
inductive coupling of radiated energy are of most concern here, but
inductive coupling of conducted energy also must be considered. Often the
desired amount of physical separation between sources of energy and
sensitive elements cannot be achieved within the physical size constraints
of the equipment. To reduce this problem of close proximity, one can use
analytical techniques to determine the fields emanated, and then manipulate
the values of certain elements to reduce these fields. A summary of this
analysis and selection process follows.

The analysis is based upon the simple model of two PC board traces
connecting the input and output terminals of a source device to the input
and output terminals of a load device. One determines the vector potential
at any point (r, e, g) above the PC board and takes the spatial
derivatives; these are the magnetic and electric field components.

The vector potential at (r, e, @) is dependent upon the contributing vector
potentials of the current segments defined by the traces and the paths
through the source and load elements. The short current segments through
the source and load devices are assumed to be uniform and are modeled as
Hertzian dipoles. The traces are modeled as transmission lines and their
contributions are the Integral of the elemental vector potentials over the
length of the traces. This entire analysis can be accomplished with the
use of a FORTRAN program. Due to the complexity of the mathematics
involved, formulas have not been presented. The reader is directed,
instead, to Reference [1].

The following are some practical component selections to reduce
emanations [2]):

(a) minimize source voltage to reduce E.

(b) minimize the length of the traces to reduce H.

(c) maximize the load impedance to minimize currents thus reducing H.

(d) minimize the ratio of (distance between traces/trace characteristic
source impedance) to reduce H. Reducing trace characteristic source
impedance is aided by minimizing the width of the trace.

Other significant factors with respect to the layout of components internal
to the case are:

(A) 1Isolation (electrical and physical) of all incoming circuitry
(power lines, signal lines, and signal processing circuitry, etc.)
from all internal circuitry should be accomplished by shielding entry
areas and circuitry and by utilizing n-type or T-type feed-through
filtering for lines into the internal circuitry. .

2 9 AT T AT A TTF /A Y



(B) Electrical and physical isolation of internal interference generating
circuitry from other circuitry should be accomplished.

3.1.3 ' Exterior Considerations

when the piece of equipment must operate in the presence of a strong
external source, the problem of close proximity to radiation arises again.
This makes shielding the internal circuitry necessary. To accomplish this,
special consideration must be given to the equipment case in addition to
cables, connectors and any other components external to the case. Some of
these design considerations are:

Equipment Cases

Significant factors with respect to case construction are:
(A) The use of material with good shielding properties.
(B) The use of welded or overlapped seams.

(C) sSecure bonding of panels, cover plates and aperture covers to the
case, using gaskets with adequately spaced and properly tightened
screws or bolts.

(D) The cleaning of mating surfaces immediately prior to assembly to
ensure good electrical contact and minimize corrosion. The subject of
bonding is discussed in Chapter 5.

Cables

(A) Cabling penetrating the case should be shielded and the shield
terminated in a peripheral bond to the case at the point of entry.

(B) cCable shield grounds should be maintained separate from any signal
- grounds or circuitry grounds.

(C) cable shields should be bonded peripherally to adapter and connector
shells; cable shields should not be "pig-tailed off" and run through
on connector pins.

Connectors

(A) Connectors should be of the type which make peripheral shield (shell)
ground before the pins mate during the process of connection. The
pins should disconnect before the shield (shell) separates.

(B) Pins of connectors leading to electronic circuitry should be,
wherever possible, female. Otherwise, they should be recessed male
pins so as to exclude contact with any portion of the shell of the
mating connector or with fingers of the operator.

(C) Connector backshells should be selected based upon empirical data from
EMI tests of the unshielded cable assembly.

3-3 CONSIDERATIONS



With the unshielded cable and no backshells on the connectors, a
frequency sweep should be performed over the range called out by the
‘'specification used.

Next, the amount and type of shielding required to reduce radiation to
acceptable levels should be calculated and appropriate shielding
selected. At this point, a backshell type should be selected which
will interface with the cable and connector and terminate the cable
shielding without significantly degrading the shielding effectiveness
of the overall assembly.

Finally, the prototype cable assembly should be tested in the system
configuration.

Shielding techniques, including techniques applicable to cables,
connectors, and backshells are discussed in Chapter 4.

Components External to the Case

(A) EMI boots should be installed on toggle switches.
(B) EMI rotary shaft seals should be incorporated.

(C) Screening and shielding of meter faces and indicators should be
accomplished. ' '

(D) Shielded lights should be used.
(E) Shielded fuseholders should be used.

(F) Application of waveguide-below-cutoff techniques should be
employed.

In general, Avionics/GSE protection against a high-power EME should be
included in the design of the equipment from its inception and directed
toward the elimination and exclusion of energy which will affect the
operation of the equipment from the standpoint of both radiated and
conducted interference. To achieve this objective, the techniqgues just
outlined should be used. Chapters 4, 5, 6, and 7 provide detailed
information about the application of these techniques.

3.2 SAFETY

3.2.1 The Effects of High RF Fields

High ambient EM levels present on a flight, hangar, or weather deck not
only introduce unique design requirements on the equipments involved, but
they also can create operator and equipment hazards as well.

Two classes of safety problems can be identified. One type is due to arc
discharges occurring between GSE and the flight/weather deck, and/or
between GSE and an aircraft. The other type is caused by large currents
being induced in GSE/Avionics.
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The arc discharges result because aircraft (with their accompanying
Avionics) and GSE are often isolated from the flight or hangar deck, or
from each other, and build up different levels of electric potential.

These potential differences may arise under normal circumstances because of
the incompatibilities of equipment ground systems, or because of different
charge accumulations on different assemblies, but the problem can be
severely aggravated by a high level EME. Under these circumstances, when
an attempt is made to ground the test equipment to the deck, or to connect
a test cable to an aircraft, a breakdown of the gap between the two charged
assemblies occurs, and an arc results. When test cables between these same
units are removed, an arc can be drawn in the process. Considerable damage
can be caused to GSE or an aircraft due to the resultant surge current
effects, and injury to the equipment operator could take place. The
transient might also be capable of triggering ordnance devices such as
fuses or detonators.

Environmental electric fields can couple to cables, discontinuities in
shields, and other elements of GSE and GSE-interfaces. While a cable is
not considered as an antenna in the general sense, it can nevertheless be a
reasonably efficient mechanism by which radiated fields are transformed
into electric currents. The amount of interference signal that might
appear at some point along the cable is dependent on the standing-waves
induced on the cable; this in turn is a function of the frequency and level
of the environmental signal, the orientation of the cable relative to that
signal, the way in which the cable is terminated, and other factors.

A good example of the dangers of high-level environmental energy coupling
into Avionics occurred in a test of an A-7E aircraft in a simulated
flight—deck environment. Wwhile the A-7E was running on auxiliary power
(see Figure 3-1), a fire broke out in the

Figure 3-1 A-7E Aircraft on External Power, Simulated
Flight Deck Environment
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unit that switches the aircraft fron external to internal power. Figure
3-2 shows the extent of fire damage to the switch. A subsequent analysis
of the cause of the fire indicated that environmental energy was being -
coupled onto the auxiliary power cable to the aircraft, and the extraneous
enerqgy caused the relay to chatter and over-heat. Environmental magnetic
fields can couple to any electrically conductive configuration that forms a
closed loop. Such loops might include metal ferrules around plastic knobs,
cable connector rings that are not screwed onto connectors, and many
others. If the field intensity is high enough, and the loop is oriented
appropriately, a high encugh current can be generated in the loop to cause
it to get hot.

Figure 3-2 Wiring Harness Damage on Aircraft Caused by
High-Level RF Radiated Energy :

The transfer of environmental energy is not only affected by hardware
deployed on the flight/weather deck, but by personnel as well. The human
body also displays the characteristics of an antenna, and personnel
location on the deck can influence the efficiency of the transfer path of
RF energy to the susceptible portions of the GSE or Avionics.

3.2.2 safety Procedures and Design Criteria

It is extremely important that proper procedures be followed in both thi
design and use of GSE to counteract the potential safety hazards indicated
above. These procedures are as follows: *

o Prior to making any connections to an aircraft or weapon, it is
important that recommended avionics maintenance procedures be
followed that relate to grounding the unit to the carrier flight
or hangar deck.
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When a test or umbilical cable is to be connected to a GSE, to a
weapon launcher, or to other components of a weapons system, the
GSE should if possible, first be electrically bonded directly to
the launcher or other component by contacting surfaces. A short
ground strap may be employed for this purpose. Weapon-launcher
systems should be designed in such a way as to provide convenient
connection of the test or umbilical cables between GSE, aircraft,
weapon, and launcher, after good electrical grounding of the units
involved is achieved.

When a GSE and weapon must be mated before the weapon is racked in the
launcher, a potential of RF arcing also exists. Mating of the GSE and
weapon skin should be accomplished prior to connection of any cabllng,
using a separate ground strap if necessary.

It may be advantageous to know the potential difference between a test
equipment case and the skin of an aircraft or the frame of a launcher
prior to making any electrical connections between the two units.

This can be accomplished using a high impedance input vacuum-tube
voltmeter or solid-state Volt-Ohm Meter (VOM) (at least 10 Megohms
input impedance). If the potential difference is due to static charge
accumulation, the voltmeter will probably dissipate the charge in the
process.

A proper filter or RF suppression device should be considered for

all lines and hard contacts that must mate with aircraft or
weather—deck connectors. This is particularly important when the
external wiring can act as a receiving antenna and efficiently couple
radiated energy. Also, the filters must suppress the effects of arc
generation (including component burnout), and the generation of any
signal that could act as a triggering or ordnance firing signal.

Uniform twisting of test circuit leads reduces the effective area

of the pickup loop created by the leads. In addition, the twisted
wires cause cancellation of any current that may be induced in the
~leads. To be effective, this balancing condition must be maintained
throughout the system wiring.

When required, static discharge resistors should be placed between
each line and system ground in the test circuit. These resistors
should be matched and they should not be smaller than 100,000 ohms.
In addition to providing a path for static potentials to be
dissipated, the resistors will offer a high impedance between each
line and ground, and help maintain balance to RF energy.

WEapons test and firing circuits are almost always balanced to ground,
and isolated from case ground, so that no direct path for RF energy
exists during the handling or loading of weapons.” When GSE is
developed to test this circuitry, the original firing circuit design
philosophy must be maintained. It is important that the GSE
contractor become aware of the specific precautions that controlled
design, so that they are not violated when the test equipment is
connected.

For more information on EMC design of weapons systems, refer to NAVSEA
OD 30393 (HERO Design Guide).
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o Test and umbilical cables and connectors between GSE and other
equipment must be completely shielded, with 360 degree termination at
"both ends. The connector must be designed with the female portion on
the aircraft or launcher and the male portion on the GSE. All
connector pins must be recessed, and designed in such a way that the
shield mates before the connector pins mate, and the pins unmate
before the shield separates.

o Multiple and long test cables create a potential hazard, because
of an increased possibility of levels of ground loop currents that can
cause weapon system malfunctions. The number of cables should be kept
to a minimum, and the cables should always be as short as possible.
Flexible cable shielding must be given particular attention; see
Chapter 4 on Shielding for further guidance.

o Access doors on the GSE that might have to be opened in the high-level
environment (such as battery compartments, fuse panels, etc.) should
be kept to a minimum. When it is necessary to have an access door,
any cables that are exposed when the door is open must be shielded.

No compartments or circuits that may be susceptible to the environment
should be accessible through the access door.

o When external sections of the system are non-metallic, all circuitry
behind these sections must be properly shielded and filtered.
Non-metallic housings, such as fiberglass and plastic, do not afford
any shielding protection, and these materials must be coated, with
conductive finishes to obtain adequate shielding.

o As indicated elsewhere in the design guide, cable interfaces are
particularly critical from the shielding effectiveness viewpoint.
Special attention should be given to the uniformity of pressure
applied to the shield around the connector periphery.

o Avoid using metal configurations that can act as shorted turns and
thus generate high circulating currents. For example, avoid wrapping
wires with labeling tags around cables, and use plastic labeling
methods instead.

The above guidance is obviously somewhat general, and the GSE designer must
tailor his specific requirements and approaches to meet the particular
situation he encounters. His major objectives in the safety area must be
(a) to assure there is no possibility of an operator shock hazard, (b) to
be sure that the test equipment is not damaged by the operational
env1ronment, and (c) to assure that neither the GSE nor the equipment being
tested is damaged or inadvertently trlggered as a result of making or
breaking connections.

As one example of options the designer has available, consider the question
of grounding a piece of GSE to the flight/weather deck before initiating
tests. The discussion thus far has emphasized performing this grounding
operation so that a common ground is established for all equipments and the
operator.



An alternative philosophy has occasionally been used. During the
development of the AN/AWM-38 Armament Wiring Test Set, however, it was
decided that it would be advantageous to isolate the test set from the
flight deck, to avoid discharging the aircraft through the test equipment.
This was accomplished by using non-conducting operator controls and rubber
sleeves over switches and connectors, and by mounting the case on
non—conducting legs. To isolate the test device from ground, the exterior
surface of the equipment was sprayed with a special high-dielectric
strength paint.

3.3 FACTORS INFLUENCING GSE EMC

The achievement of EMC in avionics related GSE involves a number of
practical factors in both the planning and technical areas. These factors
are summarized next.

First, the wide range of GSE functional objectives and test equipment
complexities is obvious. Devices that are classified as GSE range from
those that perform simple analog and digital checks, to others that include
very complex signal processing and simulation tasks. The result of this
diversification of objectives and technical approaches is that EMI
reduction techniques must be tailored to the particular system being
designed. In order to do this, the responsible engineer must not only be
aware of the technical alternatives he has available (a major purpose of
this design guide), but he must also be able to assess the extent to which
operational GSE environments might affect performance of particular

equipment.

Second, because of the particular environments in which GSE may operate,
and because of EMI reduction techniques and devices that have been :
incorporated into existing GSE, some assessment of the potential areas of
interference to this type of equipment can be made. The more prominent
aspects of this assessment are summarized as follows:

o In general, designers of weather—deck and hangar-deck operated GSE and
Avionics should concentrate on protecting the test equipment against
high-power, narrow-band radiated electric fields in addition to the
corrosive marine environment of salt water and salt spray. The fields
of concern will be greatest in the HF and microwave ranges.

Protection should center around maintaining the equipment
case-integrity, and adequately shielding and filtering all external
cables. Cable shielding is a particularly critical area, not only
with regards to the EME aboard ships but also with regards to the
marine environment. Problems arise when cables not qualified for use
in a marine environment deteriorate. While conductive braid is not
degraded by EM waves, it can be corroded by salt spray if not treated
properly or covered. For those Avionics/GSE which use cables not
qualified for use in marine environments, substitute cabling should be
used. See the next section for information addressing the problem of
corrosion.
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In general, GSE designers of other below-decks and shore-based
equipment should concentrate on protecting the test equipment against
‘conducted interference via the power line, as well as against
broadband, radiated electric and magnetic fields. Signals below 100
MHz are predominantly of concern. Narrowband radiated electric fields
may also be potential interference sources to some shore-based
equipment. Protection should center around power line and signal/
control gable filtering, including transient suppression. Case and
cable shielding, and good grounding and bonding practices should be
incorporated also.

Many GSE need to operate within only a very restricted frequency
range, ‘and the application of filtering techniques outside of this
range can solve most anticipated EMI problems. For example, equipment
that performs continuity checks, High-Potential (HI-POT) tests, signal
level checks and similar functions can often operate in a narrow
frequency band ranging from dc to a frequency dictated by the sampling
requirements of the system. Heavy filtering around the actual fault
indicator device above this maximum frequency could preclude the need
for extensive shielding. This is one of the reasons some GSE operate
successfully on carrier flight decks without maintaining tight
shielding integrity. For examples of this point, see comments on the
AN/ASM-373 Airborne Torpedo Presetter Test Set and the AN/DRM-29
Transponder Set Test Set (section 3.4.1).

The use of GSE often requires a change to the configuration of the
equipment or system under test, with the result that the performance
characteristics of the unit being tested may be different from those
representative of normal operation. For example, access panels on
aircraft often have to be open so that GSE cables can be connected to
the aircraft. This may expose aircraft components and wiring,
including the circuitry under test, to the external EME and allow
radiated energy to couple into either the weapon electrical system,
the GSE, or .both. As a result, GSE designers must take into account
the impact of mitigating the shielding or circuit integrity of the
system being tested as part of the test equipment development program.

Production quantities of GSE are almost always fairly small. In
general, quantities above one or two hundred are rare. The major
implication, as far as EMC design is concerned, is that it may be more
cost-effective to overdesign the system suppression requirements, if
this will lead to lower engineering costs. 1In other words, if there
is a cost of $15 per unit to add a specific set of RF gasketing to a
GSE enclosure, and 20 units will be built, it may not pay to spend
design and test engineering time to evaluate whether the gasketing
could be reduced in effectiveness or eliminated entirely. On the
other hand, a different conclusion might result if a 1200 unit
production run was involved. The specific circumstances involved must
dictate whether or not EMC overdesign is the more reasonable approach.



o The only method currently available to assure that flight or
hangar-deck GSE design is adequate from the operational environment
‘standpoint is to use facilities that simulate the flight deck
environment. The Naval Surface Warfare Center (NSWC) operates ground
planes at NATC Patuxent River, Maryland and NSWC Dahlgren, Virginia,
for simulating flight-deck EMEs. This is accomplished by illuminating
the test item on the ground plane using representative shipboard
radiators (See Chapter 11). Although military EMC specifications and
standards such as MIL-STD-461/462 are usually imposed on GSE designs,
the direct application of such a specification does not necessarily
result in operational equipment compatibility.

o while not normally categorized as EMC, another factor that should
not be overlooked by GSE designers is hardware and personnel safety.
The different electric potentials that may be built up on the ship
decks and superstructure, on aircraft, and on shipboard maintenance
personnel can result in effects ranging from annoying transients when
cables are connected or disconnected, to component burnout, to shocks
to GSE operators. Chapter 3.2 of this guide provides design guidance
in the safety area.

3.3.1 Corrosion Considerations

As indicated at the beginning of section 3.3, an Avionics/GSE engineer must
be able to assess the extent to which operational environments might affect
the performance of the equipment being designed. This is the case with
controlling corrosion in an operational environment which includes salt
water/salt spray. Corrosion can degrade the effectiveness of cable
shielding, connectors and gaskets.

Specifications for corrosion control are called out on the design drawings
of Avionics/GSE hardware. At present, many of the connector specifications
called out on these drawings require cadmium plating of the connector base
metal (typically steel). The problem here is that this is only a
sacrificial coating to slow down corrosion of the base metal, it does not
permanently protect the base metal. Other coatings include chromate wash
and nickel flash coating.

Anti-corrosion technology regarding connectors and cables includes the use
of composite connectors (such as the Deutsch DG123), molded cable
assemblies or convoluted tubing, and films (such as Raychem GELTEK).
Connectors will be qualified by specifications based on application.

The Deutsch DG123 connector is a conductive coated composite connector (see
Section 4.4.3 for further information).

Molded cable assemblies can be manufactured to suit the application. One
such manufacturer is Glenair. The molding compounds include neoprene, PVC,
silicone, polyurethane, Viton and butyl. To cover the cable alone, Glenair
also manufactures convoluted tubing made of annular Kynar or helical Teflon
(see Figure 3-3 for an illustration of a molded cable assembly).

Raychem GELTEK is a silicon gel which can be used to impregnate various
configurations of metal meshes and knits. According to reference [3]:
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"The gel is very compliant, displaces moisture, and will deep out
-electrolytes that cause dissimilar metal corrosion in conventional EMI
gaskets. Under compression, the gaskets metal structure makes
electrical contact with the substrates by piercing through the gel.
Because of its self-healing nature, the gel conforms around these
contact points, sealing them from corrosive elements."

Figure 3-3 Glenair Molded Cable Assembly

Publications pertinent to corrosion control include:

NAVMAT P 4855-2, Design Guidelines for Prevention and Control of Avionic
Corrosion.
MIL-STD-1344A, Test Methods for Electrical Connectors, September 1977.

Presently, one problem area of corrosion is with EMI gaskets on aircraft
airframes (specifically the F/A-18). Although an airframe is a larger
black box enclosure for electronics, the avionics design principles are the
same.
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The requirements for an EMI gasket on an airframe are essentially [3]:

(a) provide a highly conductive path for RF currents,

(b) possess a high resiliency to conform to any given joint,

(c) retain conductivity and resiliency over life of joint,

(d) provide corrosion compatibility with the joint surfaces in the
presence of moisture and salt fog.

EMI gaskets for airframes are typically composites to ensure both a weather
seal and an EMI seal. The problem is the corrosion of the conductive
medium in the composites.

Some of the fillers used for composites include [3] graphite materials:
carbon black, graphite fibers, metal powders: copper, zinc, nickel,
aluminum, brass, and iron, aluminum flakes, stainless steel fibers, and
metal coated inorganic fillers: silver coated glass spheres, aluminum
coated glass fibers, and nickel coated mica. These fillers should be as
close to the metal surfaces they join in the electrochemical series (see
section 5.3).

One possible solution [3] is to protect the conductive particles of the
gasket with an organic coating. Studies are presently under way by various
government agencies and manufacturers to resolve these corrosion problems
(see reference [3] for details of some of these studies).

Designers of Avionics/GSE should be aware of these ongoing studies and
watch for the EMI gasketing products/techniques which emerge.

3.3.2 EMC Maintenance Considerations

Since the EMC requirements associated with a piece of Avionics/GSE are
expected to be met over the equipment lifetime, some comments are
appropriate on achieving these requirements. :

As mentioned in section 3.1.1 high reliability suppression components
should be selected for EMC applications. The main reason for this is that
the time between failure of an EMC component and its replacement may be
very long compared with the equivalent time for a component used for other
purposes. An example of this is the fact that there are no scheduled
periodic replacements of EMI suppression components on Navy aircraft, at
present. .

'Many EMI suppression components are perishable, that is, they lose their
effectiveness with use. For example, metallic gaskets may lose resilience
after being compressed many times. The mesh in shielded rubber boots may
break after continued use. Spring fingers may corrode or become blunt over
a period of time. Even toothed lockwashers that have to bite into metal
may become ineffective after continued applications.

Avionics/GSE design engineers must recognize these limitations and, where
necessary and possible, provide feedback to those individuals on the
program that are responsible for establishing equipment maintenance
policies. Such inputs might range from controls on torque applied to
gasketed seals, to keeping a log of gasketed compartment openings and
closings, to periodic replacement of EMI suppression components in
accordance with manufacturer recommendations.
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3.3.3 Cost Benefit Considerations

Optimization of EMC design may not be practical or desirable when
considering the benefits to be gained against the engineering costs
involved. As pointed out earlier, the typical low GSE production volumes
involved, and the frequent model or modification changes, would indicate
that, in general, the greater benefit to be derived is from over—design of
GSE from the EMC viewpoint rather than attempting to reduce EMI protective
measures to a minimum consistent with estimates of expected EM
environmental levels.

In many cases, present day operational EM environmental energy levels
cannot be estimated accurately, and estimates of future conditions are
subject to even greater uncertainty. For these reasons, in addition to
those cited above, it is more often a better choice to incorporate added
filtering than to consume additional engineering time and cost in
attempting to reduce EMC hardware requirements to an optimum level.

This is not to suggest to the GSE designer that he apply every conceivable

EMI fix he can think of in the development of a piece of equipment. To the
contrary, with a good understanding of how his system must work, the way it
must interface with the equipment under test, and the type of EME in which

it must operate, the designer will be in a position of deciding whether or

not various types of interference suppression should even be considered and
which reduction approaches are appropriate to employ.

3.3.4 Microprocessors and Digital Systems

Microprocessors and digital systems include all equipments that incorporate
linear or digital Integrated Circuits (ICs). EMC problems that might
involve these equipments include performance degradation due to external
circuit operation. EMC risk is predominantly in the performance
degradation area, with broadband emissions a possible but unlikely threat.

Two basic types of performance degradation are possible. One type is
called "upset" and includes such effects as reduced noise margins, logic
state changes, and changes in output drive levels of analog and linear
circuits. The second type of performance degradation is called "failure"
and includes such effects as junction shorting, burnout, and metal failure.

Upset and failure occur at absorbed power levels of 10 (/W - 10 mWw and 10 niW

- 10 W respectively. External power legels are highest at their source,
and decrease exponentially, or 1/r°, with distance from the source.
Metallic shielding can reduce radiated field levels by factors of 60
dB or more. Pin filters and transient suppressors can reduce
conducted signal levels by an equal amount.

The development of IC technology has led to increased use of
microprocessors as integral parts of avionics systems. Microprocessors are
sometimes defined as one-chip processors although most are small multi-chip
processors. Microprocessors usually include several hardware modules,
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including a processor module, Central Processing Unit (CPU) or
Micro-processing Unit (MPU), one or more memory modules (RAM or ROM), and
various Input/Output (I/0) modules. Overall, microprocessors can be
characterized by their power requirements, noise immunity, impedance, and
signaling or logic levels.

Microprocessor and digital circuit technology is extensive and rapidly
changing. Currently, there are eight basic logic types: Emitter Coupled
Logic (ECL), Diode Transistor Logic (DTL), Transistor-Transistor Logic
(TTL), Metal Oxide Semiconduc;or (MOS), Current Mode Logic (CML),
Integrated Injection Logic (I°L), Resistor Transistor Logic (RTL), and High
Threshold Logic (HTL) plus two basic linear circuit types (bipolar and
bifet) that constitute various medium scale and large scale integrations
(MSI and LSI). Integrated circuits have traditionally employed silicon
technology, but now also employ gallium arsenide technology to gain
increased switching speeds.

The densities of microcircuits has increased, increasing the coupling
between individual circuits within a module and the risk of undesired
broadband emissions on I/0 signal leads. Increased density also increases
the risk of performance degradation by coupling external signals picked up
by 1/0 leads to internal circuits. Since 5 V is the standard logic supply
voltage, internally generated noise will be relatively low so that
interference risk is low. However, the susceptibility risk is high,
especially in high ambient environments such as those created by shipboard
radar, and in avionics maintenance areas. For this reason, shielding, pin
filtering and good cable-to-connector bonding are important in digital
systems design.

IC characteristics are given in Table 3-1. Included are switching speed,
supply voltage and noise margin, as well as interference and susceptibility
risks. In general, the noise generated by the circuits increases with
switching speed. ECL circuits are an exception because they have a
balanced configuration in which supply current to the gate is the same in
the ON and OFF states, so that there is no change in current when the gate
switches. Although slower, TTL circuitry is about 10 times as noisy as ECL
circuitry.

Table 3-1
INTEGRATED CIRCUIT CHARACTERISTICS

CIRCUIT SWITCHING SUPPLY NOISE INTERF. SUSCEP.
TYPE SPEED VOLTAGE MARGIN RISK RISK
ECL Very Fast 5 0.3 Low High
DTL Slow 5 1.0 Moderate Moderate
TTL Fast 5 1.3 High Moderate
CcMOS Slow 16 7.0 High Low
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Performance degradation and hence susceptibility risk is inversely
proportional to noise margin. This is the input noise voltage, riding on
the worst-case logic level, that will cause the gate to trigger and cause
latching or data loss. Susceptibility risk increases with switching speed
because faster circuits can respond to narrower noise pulses. For this
reason, and also because its noise margin is low, ECL circuitry has high
susceptibility risk.

Digital computers currently in use in Naval avionics systems include the
AN/AYK-14. This computer includes a CPU, memory, and various I/0 modules,
and is utilized in the F-18 aircraft and LAMPS helicopter.

There are several different types of upsets that can occur in
microprocessors and digital systems. These include: Incorrect External
Interrupt, Max Bus Interrupt, I/0 Control Lose, ALU Malfunction, Incorrect
Data Transfer, Memory Alteration, and Memory Loss.

In addition, external signals can cause circuit failures from which there
is no recovery (burnout).

Two types of electrical transients can cause performance degradation in
microcircuits. One is electrostatic discharge transients due to handling
during maintenance or operation. The other is system transients generated
within the digital system or its operating environment or by its external
EME. Static discharge transients are usually high level, short duration
transients with high source impedances (500 V, 150 us, 1500 @ typically).
System transients are usually lower level, longer duration transients with
lower source impedances (10 V, 10 ws, 100 @ typically). Studies of
microcircuit overstress tolerance have shown that microcircuits can be
separated into sensitive vs. nonsensitive categories on the basis of being
able to withstand 1000 V static discharge transients, and 50 V system
transients, with durations and impedances as given above. In a test of 40
microcircuit types, representing all common technologies, very few circuits
failed the discharge transient test at voltages up to 1000 V; however,
several circuits failed the system transient test at 50 V. The circuits
that failed the system transient test included high-speed TTL, first
generation I°L, certain NMOS devices, and certain analog devices. The
screening procedure has been proposed for incorporation into MIL-STD-883,
Test Methods and Procedures for Microelectronics.

Electromagnetic Vulnerability (EMV) design requirements for avionics
systems must reflect the avionics environment, digital system
susceptibilities, and potential coupling mechanisms. The environment will
include high-level radar and communication signals from co-located or
nearby transmitters. Coupling will be direct to I/O lines, or indirect via
intercable coupling. Platforms will provide shielding in some cases, but
cannot be depended upon to do so. This is especially true in a maintenance
environment where equipments are opened and then operated. 1IC
susceptibilities are a function of circuit type, but generally are not low
enough to withstand external interference without protection. ICs and
their interconnecting leads should be shielded, and shields should be
circumferentially bonded to chassis. In some cases pin filters should be
installed at the entry point to the chassis. High-level radar signals are
particularly troublesome and should be protected against as a matter of
course.
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A possible way to reduce microprocessor and digital system susceptibility
to externally generated interference is to include digital information
processing techniques such as forward error correcting codes in the data
bus and I,/0 design. Error-correcting techniques are used effectively in
data communications, and would provide similar benefits if used for
internal data transfers within digital systems. This is an area that is
yet to be explored for protection of avionic systems in an EMV test
environment.

EMV test environment requirement levels are defined in MIL-HDBK-235, and
are applied to an avionics system at the discretion of the procuring
activity. Contractors do not have a great deal of experience in meeting
EMV requirements and thus must use an iterative process to generate a
design. In general, the EMV design problem is solved by systematically
isolating sensitive circuits from the high level EMEs. Because of weight

penalties, shielding requirements need to be determined precisely which is
difficult to do because of the wide variation in component susceptibility
levels and coupling factors (60dB and 40dB respectively). Since analysis
techniques are not adequate, development tests must be performed.

in general, digital circuits are less susceptible to EMV environments than
analog circuits. Digital circuits are more sensitive than analog circuits
to pulsed signals, while analog circuits are more sensitive than digital
circuits to steady Continuous Wave (CW) signals. Since pulsed signals are
typically 30dB higher than CW signals, there are many choices to be made in
selecting components. Environment component susceptibility, and coupling
information are all very important to successful EMV design.

EMV susceptibility tests on microprocessors and digital systems are based
on viewing these devices as components. The modified MIL-STD-461C
susceptibility tests are usually specified.

As stated in MIL-STD-461C, the RS03 requirement is that "the test sample
shall not exhibit any malfunction, degradation of performance, or deviation
from specified indications, beyond the tolerances indicated in the
individual equipment or subsystem specification, when subjected to a
radiated electric field of 1 Volt/meter. Above 30 MHz, the requirement
shall be met for both horizontally and vertically polarized waves; circular
polarized waves are also acceptable.”

In addition to the requirements of MIL-STD-461C, one additional RF
susceptibility test may be conducted. No malfunction, undesirable
response, or change in indication beyond the tolerance given in the
equipment specification or approved test plan shall be produced in any
equipment when 1000 mV rms RF signals in the 2-30 MHz band are coupled into
the interconnecting wiring.

The RF signal is a 400 Hz carrier modulated 80 percent with the frequency
and/or type of modulation to which the test sample is most susceptible.

The RF signals are applied to all interconnecting wires or cables between
component parts of subsystems, and to wires and cables connected to other

equipment.
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The RF signals are measured in a one-turn loop with an RF voltmeter as
shown in Figure 3-4. The signal generator has an output impedance of 50
ohms or less and a maximum open-circuit voltage of at least 3V ms. The
test procedure is as follows:

a. With the current probe clamped around the wire bundles under
test, set the signal generator for maximum output and slowly scan
from 2 MHz to 30 MHz.

b. At those frequencies where a response is noted, move the current
probe along the wire for maximum jindication. Reduce the signal
generator output and determine the threshold of susceptibility of
the wire bundle, probe each wire in the bundle separately to
determine the susceptible wire(s).

c. Record and include in the test report the threshold of
susceptibility data (frequency, amplitude, and description of
response) obtained in (b) above. Also include in the test report
the corrective action required for each wire that does not meet
the required level. '

LEADS TWO-FEET MAXIMINM

10 uf
FEED-THROUGH

RF
VOLTMETER

TEST SANPLE

(A)
T0 SIGSAL CENERATOR

Figure 3-4 RF Signal Measurement

Wire bundles may be tested in sections if the current probe will not fit
around the complete wire bundles. Chassis or circuit grounds not normally
routed with the interconnecting wiring are measured individually and are
not included in the wire bundle under test. Power ground return leads are
not placed in the probe.

3.4 EXAMPLES OF AVIONIC AND GSE DESIGNS’

GSE, in order to perform their diverse checkout-associated missions, will
have to operate in a variety of different physical environments. The GSE
support functions may place individual equipments on aircraft or helicopter
flight decks, on hangar decks, in avionics shops, or in a number of other

3 Tuch of this material is based on the Naval Avionics Facility,
Indianapolis 1971 Annual Engineering Department Report.
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shipboard spaces. Specific units may also be required to perform
operations on base flightlines, at base shops, at test and rework
facilities, or at other ground-based locations.

Chapter 2 discussed the EMEs which might exist in some of these locations,
and intended to provide some understanding of several of the factors
associated with the creation of these environments.

This chapter has presented the basic design guidelines applicable
to avionics and GSE. Next are provided specific examples of such designs.

3.4.1 Flight or Hangar Deck Operation

GSE designed for flight or hangar deck operation, can be grossly
categorized in relation to the system or systems to which they provide
support. These systems include:

o Airborne guided weapons

o Weapons delivery systems

o Aircraft

Guided missile test sets provide checks of missile operating status or
capabilities by direct measurements of selected missile parameters, or by
simulations of a target and noting the missile response to that target.

One such device is the AN/DSM-92A Guided Weapon Test Set shown in Figure
3"’5 .

This test set operates and monitors the WALLEYE weapon to provide a
GO/NO-GO verification check of the weapon guidance section. The test set
supplies all ac and dc power required to operate the weapon with the
exception of the ram air turbine. A video indicator monitors the weapon
video outputs; a GO/NO-GO type quality meter provides visual checks of the
circuits under test; and various indicator lamps and switches duplicate the
functions of the aircraft weapon controls. The test set has built-in
self-test capabilities for checking the voltage and phase rotation of the
input power and for checking the test set power supplies. An adapter cable
is provided to check the video indicator using Aircraft Weapon Control Test
Set AN/ASM-184. A power adapter cable is also provided to obtain
three-phase power from the aircraft.

After initial versions of this test set were produced, it was found
necessary to reduce the susceptibility of the test set to the radiated
environment. This was accomplished by replacing the original test cables
with shielded cables. 1In addition, it was found necessary to develop a
modification kit that would reduce EM emissions from the AN/DSM-92 to meet
MIL-STD-461.
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Figure 3-5 Guided Weapon Test Set AN/DSM-92A

Another example of a missile test set that is operated on flight and hangar
decks is the AN/ASM-373 Airborne Torpedo Presetter Test Set. The equipment
is designed to check the C-7821/A and C-8990/A torpedo depth controls
installed in SH-3H and S-2F aircraft. The test set also checks the gyro
cage and shackle release signals and the delay between them. The basis for

test set operation is a stepper switch that sequences dc test voltages in
20 millisecond step intervals.

The major EMI suppression required on the AN/ASM-373 to assure

its satisfactory performance in the operational environment included line
filters on both the input and output connectors, and diodes across the
stepper switch coil to reduce transients. Significantly, it was not
necessary to maintain shielding integrity of the test set enclosure, since
test equipment degradation occurred only due to environmental signals that
were coupled onto its input and output cables. The front panel gasket is
made of nonconductive rubber, front panel indicator lamps have plastic
covers, and the front panel meter is not shielded.

Weapon delivery test sets provide checks of the status and capabilities of
weapon launchers and ancillary devices. Several examples of such testers
follow.

The Armament Wiring Test Set AN/AWM-38(V) is a portable field test set for
performing HI-POT and circuit continuity tests on the Aircraft Armament
Monitor and Control (AMAC) Systems. It is used in checking out the AMAC
system prior to loading nuclear weapons aboard Navy aircraft. The check
assures the aircraft readiness as a preflight test of the AMAC system. The
test set is shown in Figqure 3-6.
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Figure 3-6 Armament Wiring Test Set AN/AWM-38(V)

In order for this unit to operate in a flight-deck environment without
burning out transistors, it was necessary to use very tightly-braided
shielded cabling, and to incorporate a "Magnaforming" technique for
assuring shielding integrity between the cable and its connectors.
Magnaforming will be discussed in the Shielding chapter of this design
guide. 1In addition, filters were required to prevent damage to the test
set due to transients introduced onto the cable when connecting to the AMAC
systems.

The Aircraft Firing Circuit Tests Sets (AFCTS) AN/AWM-53 and AN/AWM-54 are
portable, battery operated flight Iine test sets used to perform stray
voltage and firing circuit tests. The AFCTS sets provide a visual
indication of unsafe low-level voltages and of the presence or absence of
firing current. The indications are furnished by a red NO-GO and a green
GO indicator visible under all lighting conditions including red light.
The AWM-53 is a hand held unit, while the AWM-54 is waist-mounted (see
Figure 3-7).

During the stray voltage test, the AN/AWM-53 test set monitors the
aircraft’s firing circuit to determine that the ambient voltage of the
firing circuit is not sufficient to detonate electro-explosive devices.
The test set monitors voltages with frequencies from dc to 1 MHz.

During the firing circuit test, the test set monitors the aircraft’s firing
circuit to determine firing capability. The aircraft must be capable of
producing a minimum firing current for a specified period of time before
the test set will produce a GO indication.

During self test, the test set checks the threshold response of the stray
voltage circuit; the function of the lamp and logic circuits; the charge
status of the battery pack; and the continuity of the fuse, input
circuitry, and the aircraft adapter cable.

3-21 CONSIDERATIONS




Figure 3-7 Aircraft Firing Circuit Test Set AN/AWM-54

The AN/AWM-54 differs from the AN/AWM-53 because it is designed to the
requirements of MIL-T-21200, utilizes a stray energy sense circuit in lieu
of a stray voltage circuit, and employs a resistance sensitive circuit for
firing circuit testing in lieu of a current sensitive circuit.

Extensive EMI reduction techniques have been applied to these units. These
include separately shielded battery packs, filtering of battery output
leads, filters in signal leads, shielding of cables and good bonding of
cable shields to connector shells, conductive gaskets around front panels
and other covers, use of conductive finishes, incorporation of waveguide
below cutoff recesses for lights, and many others.

Aircraft test sets provide the means for evaluating a wide variety of
alrcraft-associated components, equipments, and subsystems prior to
takeoff. Equipment checkouts might range from responses from IFF
transponders to turbine temperature testing, or from radar power output
measurements to engine trim box operation. Two examples of these types of
units follow.

The Transponder Set Test Set AN/DRM-29 (See Figure 3-8) is a portable
flight-line test set to be used to test the Transponder Set AN/DRQ-4(V) and
its associated wiring and antennas when installed in a target aircraft or
drone. The test set is a portable hand-held battery-powered unit with a
built-in battery charger.

A GO-NO-GO indication is given for the trénsponder set condition, and for
all self-checks for the test set.

The test set transmits to the transponder set an FM signal in the 1.76 to
1.85 GHz band. A FM signal is then received from the transponder set in
the 2.20 to 2.29 GHz band. The received signal is analyzed and a meter
gives a GO/NO-GO decision on the transponder set performance.
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Figure 3-8 Transponder Set Test Set AN/DRM-29

A microstrip board containing spiral transmitting and receiving antennas, a
1760 MHz bandpass filter, delay lines, coupler, and 180 degree hybrid
discriminator is used. Another board contains amplifier, oscillator,
voltage regulator, and battery charger circuits.

The test set is completely self-contained, and this feature eliminates the
need to consider power and signal cable filtering. It was found that the
set was relatively insensitive to the flight deck radiated environment,
thus no RF gasketing was employed, and case assembly using screw fasteners
was considered adequate. However, portions of internal shields
(particularly those on the front surface of the unit) have been
solder-seamed, and microwave absorbent material has been used to cut down
on internal reflections.

The TF34-2 Engine Trim Test Set is a solid-state device for trimming
installed engines in the S3A aircraft. The unit provides monitoring of
temperatures, speed and inlet guide vane angles during engine flight
checkout. Particular attention has been given in design of the test set to
interference from sources of EMR, and an environmentally sound case and
shielded cables are employed.

RF gaskets are used extensively to provide a good electrical seal between
the front panel of the test set and the box. Push button and toggle
switches incorporate neoprene-filled conductive gaskets, and rotary
switches including EMI shaft seals. Indicating lamps are EMI-protected and
backed with neoprene-filled conductive gaskets, and LED displays are behind
a wire screen. A thumbwheel switch for presetting parameters is located
behind a door whose edges are sealed with a neoprene-filled conductive
gasket. Cable shields are required to have 95% coverage.

The Multi-application Engine Vibration Test Set is used to amplify and
display signals produced by self-generating Piezoelectric accelerometer or
velocity type transducers attached to gas turbine engines. It incorporates
considerable EMI suppression, including weather seal/conductive gaskets,
conductive boots on toggle switches, and bulkhead-mounted power and signal
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line filters. Conductive mylar is used to shield the LED tachometer :
display window, while other indicating lights and meter dials are protected
with wire mesh screens. All test set cabling is shielded.

3.4.2 Shop Testing

GSE designed for shop use, or for use at test and rework facilities,
typically involve more comprehensive equipment or system checkout
capabilities than is normally possible on hangar or weather decks because
of space and time limitations. These units are normally ac powered,
frequently non-portable, and sometimes contain or are associated with
mechanical test fixtures. Compliance with MIL-STD-461C will generally
insure EMC for this type of equipment.
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CHAPTER 4 NAVAIR AD 1115 SHIELDING
4.0 SHIELDING

4.1 GENERAL SHIELD DESIGN CONSIDERATIONS

Shielding has two main purposes: (a) to keep radiated EM energy confined
within a specific region, and (b) to prevent radiated EM energy from
entering a specific region. Thus, shielding is essentially a decoupling
mechanism used to reduce radiated interactions between equipments, or
betweén portions of a given equipment.

Shielding requirements, as far as representative GSE/Avionics design is
concerned, are of greatest importance with regard to shipboard topside
units. As indicated previously, a major consideration in the development
of flight and hangar deck test equipment is the maintenance of case
shielding integrity, and the protection of associated cables from the
expected high-level EME and physical environment (salt spray).

The shielding effectiveness of an equipment or subassembly enclosure is a
complex function of a number of parameters, the most notable of these being
the frequency and impedance of the impinging wave, intrinsic
characteristics of the shield materials, and the numbers and shapes of
shield discontinuities. The equipment design process consists of
establishing undesired signal levels on one side of a proposed shielding
barrier, estimating tolerable signal levels on the other side, and trading
off shield design options to achieve the necessary effectiveness level.

This chapter will identify many of these shield design options. It is
subdivided into discussions of solid shields (including multiple wall and
thin-film shields), non-solid shields, cable shielding and the maintenance
of shielding integrity through a connector, and shield discontinuities
(including seams, gasket requirements, the use of wavequide attenuators,
conductive glass, and other aspects).

Throughout the discussion, it should be recognized that shielding, although
an important technique for reducing EMI effects, is not the only technique
available for this purpose. Application of shielding techniques should not
be made without due regard to the roles that filtering, grounding, and
bending will play in the suppression program.

4.2 SOLID SHIELDING MATERIALS

4.2.1 shielding Analysis

Interference signal attenuation by a solid shield is due to two distinct
effects: (a) reflection (due to impedance mismatches) of the interference
wave at the air-metal boundary as the wave strikes the metal surface, and
reflection at the metal-air boundary as the interference wave emerges from
the metal shield and (b) absorption of the interference wave in passing
through the metal shield between the two boundaries. The first loss is
generally called Reflection Loss and the second is called Absorption or
Penetration Loss. The combined loss due to these two effects is considered
the shielding effectiveness of the shield. ’

4-1 SHIELDING



It is convenient to separate the initial reflections from both surfaces of
the shield from subsequent reflections that may take place at these
surfaces. These effects are called the Single Reflection Loss and Multiple
Reflection Correction Term, respectively. Under circumstances when the
absorption loss is greater than about 15 dB, the multiple reflection
correction term can be ignored.

Using transmission line theory, the Shielding Effectiveness, S, of solid
shielding materials is defined [1],[2],]3] as:

S(indB) =A+R+B (4-1)
where
A = Absorption (Penetration) Loss by the material, in dB
R = Single Reflection Loss from both surfaces of the sheet, in ds
B = Multiple Reflection correction term, in dB
Magnetic shielding depends primarily on absorption losses, since reflection
losses for magnetic fields are small for most materials. Electric fields
are readily stopped by metal shields because large reflection losses are
easily obtained. Absorption loss, is the same for electric and magnetic
fields.

The absorption loss term, A, is independent of wave impedance, and can be
described by the relationship:

A (in dB) = 3.34 d \ufg (4-2)
where

d = shield thickness, in inches

g = material conductivity, relative to copper
u = material permeability, relative to copper
f = frequency, in Hertz

For a given material, absorption loss, in dB, at a specific frequency is a
linear function of material thickness. The characteristics of the material
that influence this loss are its conductivity and permeability. Table 4-1
list values of conductivity and permeability relative to copper for a
variety of useful shielding materials, and indicates calculated values of
absorption loss at 150 kHz. '

The single reflection loss term, R, is dependent upon wave-impedance, and
can be described by the relationships:
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TABLE 4-1 CHARACTERISTICS OF VARIOUS METALS USED FOR SHIELDS

) Relative
Relative Permeability Absorption Loss
Metal Conductivity at 150 kHz db/mil at 150 kHz
g u

Silver 1.05 1 1.32
Copper-Annealed 1.00 1 1.29
Copper-Hard Drawn .97 1 1.26
Gold .70 1 1.08
Aluminum .61 1 1.01
Magnesium .38 1 .79
Zinc .29 1 .70
Brass .26 -1 .66
Cadmium .23 1 .62
Nickel .20 1 .58
Phosphor-Bronze .18 1 .55
iron .17 1,000 16.9

Tin .15 1 .50
Steel, SAE 1045 .10 1,000 12.9

Beryllium .10 1 4l
Lead .08 1 .36
Hypernick .06 80,000 88.5*
Monel .04 1 .26
Mu-Metal .03 80,000 63.2%
Permalloy .03 80,000 63.2*
Steel, Stainless .02 1,000 5.7*

+ assuming material not saturated

0.462
R(low impedance source) = 20 log |——=—"+ 0.136 Jfg/y + 0.354 (4-3)
: r VEg/u '
R(high impedance source) = 354 — 20 log [ r e /g ] (4-4)
R(plane wave source) = 168 - 20 logvuﬁ/g , (4-5)

where r = source to shield distance, in inches.

The corresponding Nomographs for equations (4-3), (4-4), and (4-5) may be
found in Figures (8-16/8-17), (8-5) and (8-13/8-14) respectively. These
equations are plotted in Figures 4-1 through 4-3. The amplitude of a wave
reflected from solid shielding material depends upon the degree of mismatch
between the impedance of the impinging wave, the air medium, and the
impedance of the shield. It should be noted that the impedance of the
impinging wave in the vicinity of the shield will be a function of the
distance of the shield from the source and whether or not it is in the near
field or far field. This is discussed a little later in this section.

The impedance of the shield is a complex function of the shield electrical
parameters, shield thickness, and frequency of interest; in general:

(a) Impedance of a shield is low for materials of high

conductivity.
(b) Impedance of a shield is high for materials of high
permeability.
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At radio frequencies of 100 kHz and above, up to 10 GHz or more, the
thickness of the shield is generally great enough and the shield hole
fraction small enough that the shield impedance can be approximated by that
of the solid metallic surface of relative conductivity g and relative
permeability 4. This impedance is:

2n (1077 )\0.4 fu/g (4-6)

For a non-magnetic shield, 4 = 1. For most shield materials (aluminum,
copper, silver, etc.) g = 1. Thus even at 10 GHz, the surface impedance is
only on the order of 0.04 ohms.

In order that the reflected wave be as large as possible, or that the }
reflection loss be great, the shielding should have an impedance that is
either very much greater than the wave impedance or very much less to
maximize the mismatch. In shielding against plane waves (very high
impedance), it is more practical to establish a mismatch by using shielding
material having a very low impedance than it is to use very high impedance
material, and that is why conducting material is always employed.

In the case of high or low impedance sources, it can be seen from equations
4-3 and 4-4 that the reflection loss obtained will be a function of the
separation distance between the source and the shield. The equations have
been derived on the assumption that these sources are point sources (that
is, small compared to the wavelength of concern). The reason the loss is
distance dependent is because we assume that the shield is in the near
field (r < 2D’ /\) where the impedance of the wave (E/H) impinging on the
shield cannot be defined but must be approximated as a function of r.

In the case of a plane wave source, it can be seen from equation (4-5) that
the reflection loss obtained will not be a function of the separation
distance between the source and the shield. The reason the loss is
distance—indePendent is because we assume that the shield is in the far
field (r > 2D°/A) where the impedance of the wave (E/H) impinging on the
shield is defined as E = 120nH which is not a function of r.

The multiple reflection correction term, B, is defined by the equation:

B (in dB) = 20 log|l - W**° (cos 0.23A - j sin 0.23a)] (4-7)
where - )

(1) - 2m° - 52 2 m (1-n°)
W=4 (4-7a)

1+(1+ 2 m)?

m=0.766 r VEg/u (4-7b)
B = 20 log (1-e %*/%) for thin shields (4-7c)
where

t = thickness and & = skin depth
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As indicated previously, the multiple reflection correction term may be
ignored if the absorption loss exceeds 15 dB. If the absorption loss is
less than 15 dB, the correction must be determined.

The multiple reflection correction term is complicated to compute, and
depends on material, dimensional, and frequency parameters. Fortunately,
in almost all practical cases, W in equation (4-7a) equals unity. The only
notable exception is the special case of extremely low-frequency shielding
against low-impedance (chiefly magnetic) fields. : _

Equation (4-7) is combined with the absorption loss and is plotted in
Figure 4-4 for W = 1. Note that the sign of B can be positive or negative,
depending on the phase relationships between the reflections. When W is
not equal to unity, its value may be obtained using Figure 4-5.
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Table 4-2 illustrates a typical set of shielding effectiveness calculations
for solid sheets of copper and iron [2]. Note the relative magnitudes of
the reflection and penetration components. Reflection loss in the electric
field cases decreases inversely with frequency.

Nomographs for computing the shielding effectiveness of solid sheet
materials may be found in Chapter 8 of this publication.

Representative solid sheet shielding effectiveness measurements are shown
in Table 4-3. The data encompasses a variety of materials subjected to
either low or plane-wave impedance energy at frequencies ranging from 100
Hz to 10 MHz. For the materials shown, the shielding effectiveness against
high-impedance waves would exceed the plane-wave cases.

4.2.2 Additional Comments on Magnetic Shielding

At very low frequencies, it can be shown that the shielding effectiveness
of solid materials to low impedance waves approaches

S (in dB) = 20 log (1 + wd/2r) (4-8)

Measurements confirm this relationship.
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TABLE 4-2 TYPICAL CALCULATED VALUES OF SHIELDING EFFECTIVENESS OF SOLID

SHEETS
Metal R A B Total Shielding
Material Fre- Type of Thickness | Reflection | Penetration [ Correction| Effectiveness
quency Field (mils) Loss Loss Term S=R+A+B
(G (db) av) (db)
Copper 60 Hz | Magnetic 1 22.4 0.026 -22.2 0.23
60 Hz | Magnetic 10 22.4 0.26 -19.2 3.46
60 Hz | Magnetic 300 22.4 7.80 +0.32 30.52
1 kHz | Magnetic 10 34.2 1.06 -10.37 24.89
10 kHz | Magnetic 10 44.2 3.3% -2.62 44.92
10 kHz | Electric 10 212.0 3.3 -2.61 212.73
10 kHz | Plane Waves 10 128.0 3.3 -2.61 128.73
10 kHz | Magnetic 30 44.2 10.02 +0.58 54.80
150 kHz | Magnetic 10 56.0 12.9 +0.5 69.4
150 kHz | Electric 10 176.8 12.9 +0.5 190.2
150 kHz | Plane Waves 10 117.0 12.9 +0.5 130.4
1 MHZ] Magnetic 10 64.2 33.4 0 97.6
1 MHZ| Electric 10 152.0 33.4 o] 185.4
Copper 1 MHZ| Plane Waves 10 108.2 33.4 0 141.6
Iron 60 Hz | Magnetic 1 -0.9 0.334 +0.95 0.38
60 Hz | Magnetic 10 -0.9 3.3 +0.78 3.22
60 Hz | Magnetic 300 -0.9 100.0 0 99.1
1 kHz | Magnetic 10 0.9 13.70 +0.06 v 14.66
10 kHz | Magnetic 10 8.0 43.5 0 51.5
10 kHz ] Electric 10 174.0 43.5 [¢] 217.5
10 kHz | Plane Waves 10 90.5 43.5 (o] 134.0
Iron 10 kHz | Magnetic 30 8.0 130.5 0 138.5

TABLE 4-3 MEASURED SHIELDING EFFECTIVENESS DATA FOR SOLID SHEET MATERIALS

Impinging Material Thickness Nominal Effectiveness
Wave (mils) T0.1kHz J1kHz J10kHZ|85kHz] 200 kHz |2 Mz 15 Mz ] 10 Mil
Plane Cu 2.5 109 106 | 114
Plane Al 5 107 109 118
Plane Stainless 18 97 95 99
Steel
Plane Steel 4.5 105 29 101
(U_=250)
T
Plane AA-Conetic 3.5 97 130
Foil
(U_-10,000)
r
Low Cu 125 8 |22 | 58
Impedance 63 97
31 4 11 29 59 120
4.5 KA 55
Low Al 125 5 18 50
Impedance 63 1 16 35 78
31 1 10 24
Low Steel 63 25 40 80
Impedance | (u=242) 31 4 28 59 94 92 120
Low Brass 31 42
Impedance
Low Cu-Clad Steel
Impedance | Clad 2 Sides 3 | 107
Low Cu-Clad Steel
Impedance | Clad 1 Side 9% 103
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Figure 4-6 illustrates representative shielding effectiveness data taken
for a variety of high-permeability sheet materials. Loop sensors were
located 1/8" from each sheet. The figure shows the typical leveling off in
shielding effectiveness as frequency is decreased, with the breakpoint
occurring in the 1 kHz range. Low frequency magnetic shielding is
essentially achieved by establishing a low reluctance path in which the
magnetic field is contained.

S

SHIELDING EFFECTIVENESS, D8
3§ 5 8 8

o

o.l ) T 100
FREQUENCY, KHZ

NOTE -~ The material designated as Mumetal
s suspect of being ordingry steel.

A - HY-MU "80"

B - CO-NETIC "AA"

C - MUMETAL NO.l, 0.014" TK

D - AMPB-65, NO.I, 0.0i4" TK

E - AMPB-65, NO.2, 0.0i4" TK

F - GALVANNEALED STEEL FROM RFI
ENCLOSURE, 0.028" TK

o
Q

Figure 4-6 Shielding Effectiveness of High-Permeability Sheets
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The variation of shielding effectiveness as a function of loop sensor
separation is shown in Figure 4-Ja for one of the materials plotted in the
previous figure. A change in effectiveness of about 5 dB over the range of
the test at a particular frequency is indicated.
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A difficulty with most magnetic shielding materials is their tendency to
change permeability when formed, machined, subjected to rapid or extreme
temperature changes, or dropped. These processes change the orientation of
the magnetic domains in the material, and it is necessary to reorient the
domains by annealing to restore the initial magnetic properties. A typical
annealing process involves heating the material to about 2000° F (sometimes
in an inert gas environment), holding it at that temperature for a couple
of hours,and letting it slowly cool to room temperature.

4.2.3 Multiple Solid Shields

There are cases when it is appropriate to consider using two or even three
layers of shielding material rather than a single sheet to obtain
particular total shielding characteristics. The most frequently ‘
encountered circumstances are when good protection against both electric
and magnetic fields is desired, although other situations also occur.

Although Mu-metal and similar types of high-permeability alloys provide
good shielding for low-frequency weak magnetic fields, they tend to be less
effective under the saturating effects of high-level fields. Where
magnetic shielding in high level environments is necessary, it is often
desirable to use a multiple shield, where the outer material has a lower
permeability but a higher saturation level than the inner material. Such a
structure might be created with materials having the following
characteristics:

INNER OUTER
MATERIAL MATERIAL
(CO-NETIC AA) (NETIC S3-6)

Initial 20,000 300
Permeability
Permeability - 80,000 500
at 200 Gauss
Saturation 7,500 22,000
Inductance(Gauss)

The material thickness necessary would be dictated by the expected levels
of external fields, and the desired suppression.

wWhen much of the usefulness of shielding is due to reflection loss, two or
more layers of metal, separated by dielectric materials and yielding
multiple reflections, will provide greater shielding than the same amo™mt
of metal in a single sheet. The separation of the two layers of metal is
necessary to provide for the additional discontinuous surfaces.

Table 4-4 compares single and double shields of copper, bronze, and
galvanized sheet steel at various frequencies. Table 4-4A compares single
and double shielding, both nonisolated and isolated. Table 4-4B shows how
the attenuation varies with frequency for various combinations. Curves for
e'e~+ric field shielding effectiveness often are not drawn because of the
very high values encountered, often beyond measurement equipment
capabilities. However, examples appear in Figure 4-13 and 4-14.
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TABLE 4-4A COMPARISON OF SINGLE AND DOUBLE SHIELDS [26): ATTENUATION

AT 1 GHz
Electric Field and
Type of Room Plane Wave Field
Single Shield Room 55-65
Double Shield Room not Isolated 80 Copper
Double Electrically 120 Screen

Isolated Room

~OMPARISON OF SINGLE AND DOUBLE SHIELDS [26]:

TABLE 4-4B ATTENUATION _
PROVIDED BY BARRIER TYPES IN DOUBLE ELECTRICALLY ISOLATED ROOMS
Magnetic Field Electric and Plane Wave Field
Barrier Material 60 Hz 15 KHz 15 KHz 1 GHz 10 GHz
3 oz. (per sq. ft.)
Copper, bothlayers 2'31 64 120 120 120
24 ga. Steel,
both layers 15 80 120 120 90 to 106
Combination
Copper and Steel 18-25 90 120 120 120
Copper Screen, both
layers, 22x 22x .015 | 2°3 68 120 120 77
Bronze Screen, both :
layers, 18x20x.011 | ° 40 120 110 57
Four shields,
two 24 ga. Steel, 30-36 120 . 120 120 120
two 24 oz. Copper

A similar advantage has been noted with magnetic shéet materials [5) (see
Figure 4-7b).

4.2.4 Coatings and Thin-Film Shielding

Thin shielding has been employed in a variety of ways, ranging from
metalized component packaging for protection against RF fields during
shipping and storing, to conductive glass, to vacuum deposited shields for
microelectronics applications . Since future GSE developments might
incorporate thin solid shields, some comments regarding such shields are
considered appropriate.

1. Thin shielding is loosely defined as shield thickness less than one
quarter wavelength at the propagation velocity dictated by the
material.
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Solid material shielding theory is applicable to thin-film shields. For
shields much thinner than )\/4, the Absorption Loss is very small, but the
Multiple Reflection Correction Term, B, is fairly large and negative, thus
offsetting a portion of the Single Reflection Loss. The implication of the
negative term is that the various reflections have additive phase

‘relationships, and thus reduce the effectiveness of the shield. The shield

effectiveness is essentially independent of frequency.

When the shield thickness exceeds )\/4, the Multiple Reflection Term becomes
negligible, and there is no offsetting effect to the other losses. Thus
the material shielding effectiveness increases, and is frequency dependent.

Table 4-5 provides representative calculations of the shielding
effectiveness of thin-film copper for different thicknesses and
frequencies, using equations 4-1, 4-2, 4-5 and 4-7. One-quarter wagelength
in copper is approximately 32500 Angstroms (1 Angstrom = 3.94 x 10" in.)
at 1 GHz, and it can be seen that shield effectiveness changes
significantly above this thickness® .

TABLE 4-5 CALCULATED VALUES OF COPPER THIN-FILM SHIELDING EFFECTIVENESS
AGAINST PLANE-WAVE ENERGY

Shield Thickness 1050 A 12500 A 21960 A 219600 A
Frequency 1MHz {1GHz | 1MHz | 1GHz {1MHz | 1GHz | 1IMHz | 1GHz
AbsorptionLoss, A | .014 A .16 5.2 | .29 9.2 2.9 92
Single Reflection

Loss, R 109 79 109 79 109 79 109 79
Multiple Reflection 47 | -17 -96 -6 | -21 6 3.5 0

Correction Term, B

Shielding
Effectiveness, S 62 62 83 84 88 90 108 171

Figures 4-8 and 4-9 contain measured shielding effectiveness data on
copper, aluminum, silver, gold, and nickel materials [6]. A comparison
between values computed in Table 4-5 and Figure 4-8b indicates differences
between thin-film measurements and calculations of about 10 dB. One factor
that may account for some of this difference is the difficulty in
depositing a uniformly thick film. The dotted curves in Figures 4-8 and
4-9 are the experimenter’s estimate of corrections necessary as a result of
an error noted in his test setup that altered low frequency data.

172

2. One quarter wavelength = .112 /(fug) in meters.
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Conductive coatings can be applied in a number of ways. Vacuum metalizing
involves use of vacuum deposition equipment to apply a metallic film
(usually aluminum) onto a surface; thicknesses of about 10" Angstroms are
typical.

Flame spraying is a somewhat less expensive and time-consuming processg than
vacuum deposition and typically results in film thicknesses of 2.5x10” to
5x10° Angstroms for acceptable conductivity. One version consists of two
consumabie wires that are fed through electrode tips of a spray gun, where
a 600 ampere electric current is transferred to them. As the wires emerge
from the gun on intersecting paths, an arc is struck. The arc melts the
consumable wires, and an air nozzle behind the wires atomizes the molten
metal (see Figure 4-10a).

=
=
=
1. Electrode types S
. Consumable wire route :
3. Cooling air circulation &~
Z. . Air nozzle '
=
L)
=

Courtesy of Wall
Colmoney Co.

Figure 4-10a Details of Arc Flame Spray Gun

The flame-spray process indicated above, sometimes called arc or
electrospray, operates at arc temperatures of 7000° F. This high
temperature provides fast melting of the consumable wires, and a
corresponding high spray deposition rate. For example, the flame spray
process can deposit about 25 pounds of aluminum or 50 pounds of stainless
steel per hour. Good bonds are achieved with less than ideal surface
preparation, and relatively dense coatings are obtained.

Another form of flame spraying, sometimes called wire spray, involves a
single consumable wire that is vaporized in a fuel gas and oxygen
atmosphere. Compressed air impels the molten particles to the surface
being sprayed. A cutaway view of a wire spray gun is shown in Figure
4-10b. Temperatures as high as 4500° F can be obtained, and a variety of
spray rates can be achieved. This approach provides relatively fine-grain
coatings at somewhat lower deposition rates than is available using the
flame spray process.

4-15 SHIELDING



CARBURETOR

AUTOMATIC

WIRE GUIDE
AIR CAP

SPEED ADJUSTMENT
LEAD SCREW NUT

GAS

BEVEL GEAR UNIT
NOZZLE :

. Q L] MOTOR
RIGHT SIDE { 27 i 4

LUBRICATING
MOTOR ON-OFF VALVE § UNIT
FINE SPEED ADJUSTHENT

LEFT SIDE

. GAS VALVE LEVER

HANDLE AND MAIN HOUSING

Courtesy of
Wall Colmoney Co.

Figure 4-10b Cutaway of Wire spray Gun

A third form of flame spraying uses an oxy-gas flame in which powdered

metal is melted. The powdered material is held in a hopper on top of the
spray gun, is gravity-fed into the gun.proper, and is carried to the gun
nozzle by an oxygen-acetylene or hydrogen gas mixture. Then it is melted

and projected onto the prepared surface. This process is illustrated in
Figure 4-10c.

1.
4.
7.

Courtesy of
Metco. Inc.

Powder 2. ThermoSpray Gun 3. Powder Carrying Gas
Fuel Gases 5. Nozzle 6. Burning Gases

Spray Stream 8. Sprayed Coating 9. Prepared Base Material

Figure 4-10c Details of Powered Metal Spray Gun



The use of powdered metal offers a wide range of materials to be sprayed.
The texture of the finish ranges from rough to smooth (depending on the
powder used). Coating thickness can be typically 5000-8000 Angstroms,
while coverage rates are as high as 500 square feet per hour at one mil
thickness.

In addition to flame-spraying, conductive coatings can be applied in a
number of other ways. These include:

‘Paint consisting of an acrylic-type carrier with
silver-metallic or other conductive filler. The paint is
sprayed on.

Plating of either rigid materials, or films of plastic.
Conductive tape or foil, with or without adhesive backing.

Conductive glass (a very thin conducting surface on a clear glass
substrate) is often used in applications that require electromagnetic
shielding properties but must maintain certain vis?al requirements. A
typical shield thickness in this application is 10" Angstroms. A more
detailed discussion of the applications of conductive glass will- be found
in Section 4.5.5.

4.3 NON-SOLID SHIELDING MATERIALS

4.3.1 Types of Discontinuities

An ideal shielded enclosure would be one of seamless construction with no
openings or discontinuities. However, personnel, power lines, control
cables, and ventilation ducts must have access to any practical enclosure.
The design and construction of these discontinuities becomes very critical
in order to incorporate them without appreciably reducing the shielding
effectiveness of the enclosure. Some types of discontinuities commonly
encountered include:

a. Seams between two metal surfaces, with the surfaces in intimate
contact (such as two sheets of material that are riveted or
screwed together).

b. Seams or openings between two metal surfaces that may be joined
using a metallic gasket.

c. Holes for ventilation, or for exit or entry of wire, cable, light,
film, water, meter faces, etc.

d. Screened openings.

Design construction considerations associated with such openings will be
discussed in the next sections of this design guide.
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4.3.2 shielding Analysis {7],[8]

Leékage through openings in metal shields has been studied using
transmission line theory. Based on these studies, the Shielding
Effectiveness, S, of non-solid shielding materials has been defined as:

S=A +R +B +K +K +K (4-9)
where

A, = Absorption (Penetration) loss introduced by a particular
discontinuity, in dB

R, = Aperture single Reflection Loss, in dB
B, = Multiple Reflection Correction Term, in dB

K, =A correction term to take into account the number of like
discontinuities

K, = A low-frequency correction term to take into account skin depth

K, = A correction term to take into account coupling between adjacent
holes.

The first three terms in Equation (4-9) generally correspond to the three
terms of Equation (4-1), while the last three terms encompass other factors
that need not be considered for solid sheets. The analysis is most
appropriate for single discontinuities, or for identical and uniformly
spaced apertures (such as screening or perforated sheets), but can be
extended to somewhat more complex configurations as well.

The absorption loss term, A , is obtainegl by assuming that the impinging
wave is well below its cutoff frequency.” Under these circumstances:

A = 27.3 d/w (for rectangular aperture) (4-10a)
A = 32 d/D (for circular aperture) (4-10b)
where

d = depth of aperture, in inches
w = width of aperture perpendicular to the E-field vector, in inches
D = aperture diameter, in inches.

These equations are plotted in Figure 4-lla.

3. The cut-off frequency (F_) is that frequency below which the
propagation constant of the aperture is real. It is defined by f_ = c/A_,
where ¢ is the velocity of light and A\ is the cut-off wavelength, in the
same units. The cut-off wavelength is equal to twice the maximum dimension
of a rectangular aperture, or 37342 times the radius of a circular
aperture. 3‘1\\@\
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The multiplying factor to be applied to equation (4;19a2and 4-10b) for
frequencies £ not well below cut-off is [1 - (£/£)"] 72,

4 0

: o CRCULAR APERTURE ——— A
2 Pt
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Figure 4-1la Aperture Shielding Absorption Loss

The aperture single reflection loss, R, is wave-impedance dependent and is
also a function of aperture shape. It can be expressed as:

1+]k|?
R, = 20 log | — (4-11)
41k|
where
K = w/nr, for low impedance fields and rectangular apertures
K= D/3.682 r, for low impedahce fields and circular apertures
= jfw(1.7x10'4), for plane-wave fields and rectangular apertures

K
K= jfd (1.4 x 10"%), for plane-wave fields and circular apertures
f

frequency, in MHz

r source to shield distance, in inches

=y

Graphs of R for the low-impedance case are shown in Figure 4-11b.
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Figure 4-11b Aperture Shielding Reflection Loss
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The multiple reflection correction term, B, is defined by the equation:

| (K-1)?
B, = 20 log |1 - 107A*/10 (4-12)
(K+1)?

and is applicable only when A is less than 15 dB. A curve for the cases
when either w/nr or D/3.682 r are much less than unity is plotted in Figure
4-1lc.
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Figure 4-11c Aperture Shielding Correction Due to Re-reflection

The number of discontinuities correction term, K1, is employed when the
source is located a large distance Lrom the shield, in comparison with the
aperture spacing in the shield. It is represented by:

K, = -10 log (an) (4-13)
where

a = area of each hole, in square inches

n = number of holes per square inch

The correction term can be ignored for sources close to the shield.
Equation (4-13) is plotted in Figure 4-114d.
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Figure 4-11d Aperture Shielding Loss Due to Density of Openings
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The skin depth correction term, K,, recognizes that, at low frequencies,
when the skin depth becomes comparable to the screening wire diameter or
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dimension between apertures, a reduction in shielding effectiveness can
occur. An empirical relationship for this effect was developed:

K, = -20 log (1 + 35/p°"7) (4-14)
where
p = the ratio of wire diameter to skin depth, for screening

p = the ratio of conductor width between holes to skin depth, for
perforated sheets

For convenience, the equation for skin depth in copper, in inches, is

Sp_ = 2.6x107°/VE (4-15)
Equation (4-14) is presented in Figure 4-lle.
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Figure 4-1le Aperture Shielding Correction for Skin Effect

X,

The adjacent hole coupling correction term, K,, is the result of noting
that shielding efficiency is higher than expected when apertures in a
shield are closely spaced and the depth of the openings are small compared
to the aperture width. This is interpreted as the result of coupling
between adjacent holes, and becomes important for small openings. The
equation for computing K, is:

K, = -20 log [coth(A./8.686)] (4-16)
This equation is plotted in Figure 4-11f.
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Figure 4-11f Aperture Shielding Correction for Closely Spaced Shallow
Holes
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The elements of the non-solid shielding effectiveness equation just

discussed are summarized in Table 4-6 for convenience.

Calculations in

accordance with these equations have resulted in fairly good agreement with

measurements, so long as the aperture pattern is uniform.

Examples of this

correlation are shown in Figure 4-12 for the low impedance shielding

effectiveness of a variety of mesh copper screens.

Both measurements and

calculations used a loop-to-loop separation of 3.5 inches, and the

measurements employed 3-inch diameter loops in coplanar orientation. Table
4-7 also provides similar comparative data [7].
TABLE 4-6 TERMS FOR APERTURE SHIELDING
Symbol Aperture
ympo Item Kectangular Circular Comments
d=Depth of Aper-
ture, inches
.| w=Width of Rec-
tangular Aper-
A R 4 d ture, Perpen-
a Penetration Loss 27.35 32 ) dicular to E
field, inches
DeDia. of Circu-
lar Aperture,
inches
r r
20 loglo 0.785w 20 log 10 0.92 ) << 377 Q
Aperture Reflec- AR - 2
R, tion Loss (sum for 0 108101+(1.7x1o Fw) 20 l1og, 14(1.47x10=%fw) 1770
2 sides of sheet) 4(1.7x10'4fw) 4(1.47x10'4fw)
--------------------------------- >>377 Q
Correction Term A
Due to Successive =
Ba | Reflections When 20 log, . (1-10 10 v _D
210 : ar' 3.68r<c<1
Aa < 15db
Loss Term -10 1ogloan, r>w,D a Area of Single
Due to Number of Aperture,
K, Openings Per zero, r<<w,D inches
Unit Square n=No. of loles
per sq. inch
Wire Dia,
Skin Depth ,
Screening
Correction Term . - .
for Penetration -20 log (l+35p'2'3) P= Lgnduuor
K 2 - 10 Width Be-
of Conductor at
Low Frequencies tween Holes/
1 Skin Depth
Perforated
Sheets
Correction for Aa
K3 Closely Spaced 20 loglo (coth m)

Shallow Holes
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TABLE 4-7
COMPARISON OF MEASUREMENTS
AND CALCULATIONS OF
SCREENING MATERIAL
SHIELDING EFFECTIVENESS
140
T T P : - -
120 b 60 MESH, 7 MiL WIRE Seraen Ten Freq Values Valuas
— MEASURED VAL LE Type* Type (MH1) (D®) (DB
X CALCULATED VALUE
100 P No. 22 Mag 0.085 3N 28
40 MESH, 10 MIL. WIRE | 15 mil field 1.0 & A}
== MEASURED VAL UE 10.0 43 43
80 ® CALCULATED VALLE No. 22 Plane 0.2 118 12
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Figure 4-12c
Measured and Calculated
Insertion Loss of Copper

Screens ( Cont’d)
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Figures 4-13 and 4-14 show the shielding effectiveness, respectively, of 3
0z. (per square foot) copper screen and 24 oz. (per square foot) copper and
silicon steel screen at frequencies up to 10 GHz [26]. The enclosure of
Figure 4-13 is made up of two electrically insulated layers of 3 oz. copper
sheet backed with saturated tar paper on both interior and exterior sides.
The enclosure of Figure 4-14‘is made up of two shields. Each shield
consists of an outer layer of 24 oz. cold rolled copper laminated to an
interior layer 24 gauge M-19 silicon steel, for a total of four layers of
shielding material. The superiority of the shielding arrangement of Figure
4-14 is clearly evident.
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Figure 4-13 Shielding Effectiveness Tests on Double Electrically Shielded
Enclosure ‘ B .
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Figure 4-14 Shielding Effectiveness Test on a Double Electrically
Insulated Shielded Cube 34" x 36" x 30"
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Representative non-solid sheet shielding effectiveness
shown in Tables 4-8 and 4-9, and in Figur
provide data on a variety of material fo
sheets, and cellular structures against 1
plane waves. The curves of Figure 4-15 wer
pick-up coils on opposite sides of a flat s

Experimental results strongly support the val

Ims,

e 4-15 [2].

theory, even at the extremely low frequencies used
illustrates how the low-impedance effectiveness of high permeability

perforated sheet material changes with changes in hole size and hole

separation [5].

TABLE 4-8

. Figure 4-15

EFFECTIVENESS OF NON-SOLID SHIELDING MATERIALS
AGAINST LOW-IMPEDANCE AND PLANE WAVES

measurements are
The two tables
including meshes, perforated
ow-impedance, high-impedance and
e obtained using source and

heet of shielding material.

idity of plane-wave shielding
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s Nominal Effectiveness
. Form Thick- (db)
Imp.nging Material | ness
Wave ) (mils) | 0.1 1 10 85 1 10
General Detail kHz | kHz ] xHz | KkHz MHz| Ml
2 layers Cu 6 18
1inch |(oxidized)
Low apart
Impe- Mesh No. 22 Cu 31 L3 23
dance (Screening) .
No. 16 Bronze 18
Galvan-
No. 4 ized 10 17 21
Steel
Perfor- | o> ™! 3040 MHz 9380 Mll.
Sted 225sq. | Al 20 62
eet : 60 b2
Plane inch
Mesh No. 16 Al dia=13 34 36
(Screening)
0 M1
No. 22 Cu dia=15 200 kHz 1 MHz 5 Mliz 100 le
= 118 106 100 80
SHIELDING




~ TABLE 4-9 .
EFFECTIVENESS OF NON-SOLID SHIELDING
MATERIALS AGATNST HIGH-IMPEDANCE WAVES

AIR-FLOW STATI

FORM NOMINAL EFFECTIVENESS | open PRESSURE
MATERIAL JTHICKNESS (db) AREA (inches of water)
i %
GENERAL | DETAILED (mils) 1 ] ,
14 ke to 1000 mc 200 cu ft/min | 400 cu ft ‘aun
1/4-inch cell,
Hexcell 1 inch thick Al 3 >% 0.06 26
TV Shadow 9-mil holes, 12 >2
Masks 28-mil centers 95% Cu 7 >%
{Photo-Etched) 3% Ni. -
50 0.2 04
100% Ni 3 >9% s0 0.2 (1R}
Lckeromesh 40 count 7 >9% 36 04 1.7
Cu-Ni
2% count 13 ™ 49 0.2 0.3
40 count 87 0.2 0.3
Cu 3 ™
25 count 56 0.2 04
FORM - AIR-FLOW STATIC
NOMINAL EFFECTIVENESS | OpeN PRESSURE
MATERIAL JTHICKNESS . (db) AREA (inches of water)
i %
CENERAL | DETAILED (mils) % _ _
14 ke to 1000 mc 200 cu fi/min | 400 cu ft/min
Perforated 1/8-inch dia.,
Sheet 3/16-inch Steel 60 8 0.27 >06
centers
1/4-inch dia., 3
$/16-inch 60 48 46
centers !
Al
1/16-inch dia.,
$/8-inch 37 3 43
centers
Mesh No. 16 .
{Screening) 16 x 16/sq.in. Al 20 (dia) L3 36
No. 22 63(14 kc 10 60 mc)
Cu
No. 12 20 (dis) 50 50
No. 16 Broaze 43(14 kc to 60 mc)
No. 10 Moael 18 (dis) 40
No. 4 Galvanized 30 (dia) i3] 76
Seeet 28 (14 ke 0 40 mc)
No. 2 24 88

A2A
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Figure 4-15c Typical Composite Shielding Effectiveness Characteristics

4.3.3 Composite Materials

In recent years, composite materials have been developed to the point that
their strength and weight characteristics make them very attractive as
substitutes for metals in various aircraft applications and even as cases

for GSE.

Composites are a family of polymeric or metal-reinforced

materials having organic or inorganic fibers or filaments, woven fabric

layering, and epoxy bonding.
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are employed, with boron and graphite most frequently used [1]. Recent
approaches include nickel plating graphite fibers, aluminum coating glass
or graphite fibers, and graphite coating stainless steel fibers.
Applications of these composite materials include Cc-130 aircraft wing boxes
and the AV-8B wing, as well as portions of F/A-18 and A-7 aircraft.

Boron filaments are produced by vapor deposition on a tungsten wire
resulting in a very stiff, high strength, low density fiber. The boron
composite is very limited in ability to transport electrical current. This
fact makes the boron composite susceptible to high currents, such as
lightning, and to charge-accumulated high potentials, such as static
electricity.

Graphite filaments are made by pyrolysis of polyacrylonitrile, or
decomposition of a material similar to rayon. This produces a strong,
stiff low cost filament. The graphite material is more conductive than
boron and, therefore somewhat less susceptible to electrical phenomena. 1In
addition, graphite possesses basic electromagnetic characteristics which,
although reduced from metals, are improvements over other composites.

The extent to which composites alter the electrical characteristics of the
aircraft clearly depends on the amount and location of the material on the
aircraft. The areas of major concern as far as composites are concerned
are as follows:

Lightning -

The effects of lightning strikes to aircraft are known to be potentially
severe even in aircraft of a typical metal variety. Investigations
employing both destructive and non-destructive testing techniques have
affirmed that lightning-produced currents may adversely affect boron and
graphite-reinforced composites that are installed on aircraft. While
composites offer significant structural advantages over conventional
metals, they are much more easily damaged by the high currents associated
with lightning [2]. Methods of improving the lightning protection of
composites have included use of wire mesh, metalized paint, flame-sprayed
aluminum and dielectric coatings.

shielding Effectiveness -

The shielding effectiveness of composites is much lower than that of
conductive metals. Essentially, the composite provides little protection
from flux linkage of lightning energy to internal sub-systems and '
equipment. In addition, little attenuation is offered to other radiated
environmental signals. Typical shielding effectiveness values of boron and
graphite composites to electric and magnetic fields are compared against
sheet aluminum in Figure 4-15c. The more limited shielding provided by the
airframe transfers the shielding burden to internal sub-systems of the
aircraft.

Electrical System Grounding -

The applications of composites in aircraft will undoubtedly have a
significant impact on all aspects of electrical system grounding. Since
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composites are not capable of supporting significant current flow, they
cannot serve as a system ground-plane. Alternative approaches, such as use
of wired electrical power returns and ground buses become necessary.

Static Electricity -

Very little is known as to how composites will be affected when exposed to
environments which cause static charging. Static electrical charging from
various sources, such as rain, ice, dust, air, engine exhaust, etc. can
cause equipment malfunction, composite damage, fuel charging, and personal
shock. Traditional techniques for preventing static problems depend almost
_entirely on low resistance conductive paths for charge dissipation.

Another approach is to apply anti-static coatings on composites. A new
composite type, Varistor Composite Materials, may provide another approach
[33]. Varistor composites are made of conductive powders and resins. The
conductive particles are encased in a dielectric. For high voltage
transients, like ESD, the conductivity increases. Thus, this material acts
like a voltage clamp and absorbs short duration energy pulses capacitively,
dissipating the charge resistively over a longer period of time.

In addition to the above items, composites may have other effects on
aircraft operation and performance. These include changes of antenna
performance (directivity, gain, VSWR, etc. when a metallic counterpoise is
replaced by a composite), changes in aircraft radar cross-section, and
others.

A unique problem associated with graphite composites is the contamination
effect caused by the conductive filaments when the composite structure is
altered. For example, in the event of an aircraft explosion or fire, it is
possible for graphite fibers to disperse over a wide area. If some of
these fibers come in contact with shipborne or shorebased electronic
equipment, it is possible that they can cause circuit shorts, or otherwise
degrade performance.

4.4 CABLES AND CONNECTORS

4.4.1 Cable shielding

There are several methods for shielding cables. These include: {(a) braid
(b) flexible conduit, (c) rigid conduit, (d) spirally wound shields of high
permeability materials, and (e) encasing the conductor in a ferrite material
(Filter-line cable).

Braid, which constitutes woven or perforated material, is used for cable
shielding in applications where the shield cannot be made of solid
material. Advantages are ease of handling in cable make-up and lightness
in weight. However, it must be remembered that for radiated fields, the
shielding effectiveness of woven or braided materials decreases with
increasing frequency and the shielding effectiveness increases with the
density of the weave. The percentage coverage by a braided shield has been
a critical parameter in the design of flight-deck operated GSE.

Conduit, either solid or flexible, may also be used to shield weapon system
cables and wiring from the RF environment. The shielding effectiveness of
solid conduit is the same, for RF purposes, as that of a solid sheet of the
same thickness and material. Linked armor or flexible conduit may provide
effective shielding at lower frequencies, but at higher frequencies the
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openings between individual links can take on slot-antenna characteristics,
seriously degrading the shielding effectiveness. If linked armor conduit
is required, all internal wiring should be individually shielded.
Degradation of shielding conduit is usually not because of insufficient
shielding properties of the conduit material but rather the result of
discontinuities in the cable. These discontinuities usually result from
splicing or improper termination of the shield [9].

Solenoids, or other devices associated with high in rush currents or
incorporating switching devices that normally develop high-amplitude
transients, might be located in the vicinity of shop-oriented GSE. For
protection against this type of energy, shielding materials with high
permeability are desirable. These materials cannot be drawn into tubing
because they lose their shielding properties when cold worked; therefore,
an adequate shield is often developed by wrapping a continuous layer of
annealed metal tape around the cable. A protective rubber coating is
recommended.

The principal types of shielded cables that are available include shielded
single wire, shielded multiconductor, shielded twisted pair, and coaxial.
Cables are also available in both single and multiple shields in many
different forms and with a variety of physical characteristics.

one physical configuration is the filterline cable. Similar to annealed
metal tape, the shielding material has a high permeability; in this case,
however, the material is a ferrite. The ferrite encases the conductor and
takes advantage of the loss versus frequency characteristics of this
material (see Section 7.2.1.7 for information on Raychem filterline cable).

Data on the shielding effectiveness of cables is not easily measured. This
is because a large number of parameters (some of them external to the cable
itself) dictate the particular performance of a cable, including
termination impedances, impinging signal direction and impedance, cable
length frequency, the particular connectors employed, flexing requirements,
and others. However, at frequencies where diffusion effects are
negligible, we can determine the shielding effectiveness in a way that is
invariant with changes in cable length or experimental conditions. We use
the triaxial test method to obtain a dB versus frequency spectrum. We then
determine the Surface Transfer Impedance (STI) and Geometric Transfer Ratio
(GTR) that accompany a best fit between a calculated spectrum and the
measured spectrum [31]. This enables us to predict the shield leakage of a
cable at any frequency, for any length, and under any definable set of test
conditions.

The general characteristics of four classes of shielded cables are
identified in Table 4-10 [9]. The classes include rigid and flexible
conduit, foil-wrapped cable, and braided shielded cable. As indicated
previously, shielding effectiveness in most cabling applications is
dependent on the percentage coverage of the cable provided by the shield.
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Comparison of Shielded Cables

Table 4-10

Copper Foil Solid Flexible
Braid ot Conduit Conduit
Shield Effectiveness Good Exc. Exc. Good
(audio frequency)
Shield Effectiveness Good Exc.l Exc. Poor
(radio frequency) ’
Normal % of Coverage 60-95% 100% 100% 90-97%
Fatigue Life Good Fair Poor Fair
Tensile Strength Exc. Poor Exc. Fair
lmay lose its effectiveness when flexed.
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For example, MIL-C-7078/35 Notice 1 is one of several specifications
sometimes referenced in GSE procurement. This specification calls for the
percent shield coverage (the ratio of metal to total possible shield ‘
surface) to be at least 85%. It also imposes a requirement on the angle of
the braid wires relative to a plane normal to the cable axis (a parameter
that influences percentage shield coverage under cable flexing conditions)
of between 10 and 40 degrees.

For GSE flight deck applications, tests made on particular systems indicate
it is necessary to impose a shield coverage requirement of 94% on braided
cable. The shield braid angle and percent braid coverage are determined in
accordance with MIL-C-7078C, as follows:

Tan a = 2n (D + 2d) P/C (4-17)
K = 100 (2F - F°) (4-18)
where

a = Shield braid angle (angle of braid with axis of cable)

K = Percent coverage

d = Shield strand diameter in inches

C = Number of carriers

D = Diameter of cable under braid, in inches
F = NPd/Sin a

N = Number of strands per carfier

P = Picks per inch of cable length

Note: For 2-conductor cable only

(n+2)b
D —m78 —— {4-19)
n
where

b = diameter of basic wire

Some of these parameters are defined in Figure 4-16.

Figures 4-17 and 4-18 illustrate "bad" and "good" cable shielding for
flight deck usage. Both pictures were taken with the cable flexed, and

show the effects that may be expected from 85% and 94% coverage shields,
respectively.
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Figure 4-16 Figure 4-17 ~
Definitions of Cable Braided Shield Cable with 85%
Shield Parameters Coverage Under Flexing Condition
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Figure 4-18 Braided Shield Cable with 94% Coverage Under Flexing Condition

Much of the previous discussion relates to the shielding of cables against
plane wave or high impedance fields. For shielding against magnetic
fields, the use of annealed high permeability metal strips wrapped around
_the cable has already been indicated. Multiple layers of counterspiral-
wound nickel-iron or silicon iron alloys, or low carbon steel have proven
effective under these circumstances. High permeability tape is available
with or without adhesive backing. Also, combination high permeability,
high conductivity tape is available to provide both electric and magnetic
shielding.
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4.4.2 Cable Shield Terminations and Connectors

1f. the effectiveness of a shield is to be maintained, the cable shield must
be properly terminated. In otherwise adequately shielded systems, RF
currents that are conducted along shields can be coupled to the system
wiring from the point of an improper cable termination. This is a ‘
particularly important consideration in the case of cables exposed to high
power RF fields. In fact, one school of thought is that EMC is affected
mostly by system cable effects, rather than leakage through cracks, seams,
etc. [32]. In the study conducted in [32], it was found that a shielded
conductor carrying an RF current induces the negative of that current on
the inside surface of the shield. W®hen this return current is confined to
the inside surface, the shielding is most effective. when this return
current is not confined to the inside surface, some of it flows down the
outside surface reducing shielding effectiveness.

Thus, in a properly terminated shield, the entire periphery of the shield
is grounded to a low impedance reference, minimizing any RF potentials at
the surface of the termination. Solder is undesirable in terminating RF
coaxial cables because: (a) too much solder increases the center conductor
diameter, thus increasing shunt capacitance and, (b) too little solder
increases the current path, thus increasing series inductance.
Specification MIL-E-45782B recommends against use of soldering to terminate
shields because of the danger of damaging conductor insulation, and
suggests a variety of termination methods, all involving crimping
operations. A frequently used method of shield termination is illustrated
in Figure 4-19. In this arrangement, the cable shield is flared so that it
extends over the rear portion of the sleeve, and the crimp ring is slid
into place over the sleeve. A crimping tool is then used to crimp the
crimp ring onto the sleeve.

CRIMP RING

Figure 4-19 Shield Termination Using Crimping
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An alternative to crimping is shown in Figure 4-20. The shield is placed
through the ground ring and flared over and around the ring, and may be
secured to the ring with a spot tie; see detail in Figure 4-20 a). The
ground ring is then slid into the rear of the sleeve, which has a tapered
base. Tightening the cable clamp onto the end of the sleeve assures
positive 360 degrees grounding of the shield, and provides a strain relief
for the cable. The use of silver epoxy or other synthetic conducting
material has been found to be unacceptable for shield bonding because of
lack of mechanical strength necessary for this application. A variation on
this termination method includes environmental seals in the backshell
construction; see Figure 4-20 b). This is of particular value for GSE
which will operate in the corrosive marine environment of salt water/salt

spray.
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Figure 4-20 Shield Termination Using Threaded Assembly
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For GSE that must operate in high field strength environments, both shields
and solid cylindrical members have been terminated using the Magnaforming
process. Magnaforming is a metal-forming technique that is used to shrink
metal tubes and similar shapes around other forms such as collars, sleeves,
rods, etc. The process uses a very intense, short duration magnetic field
to induce an opposing current in the tubing or sleeve which is to be
shrunk. The magnetic field produced by the induced current in the sleeve
opposes the field produced by the current in the magnetic coil, and is of
equal magnitude.

The resulting force from the magnetic coil field and the force from the
field around the sleeve, combine to produce a uniform compression of the
sleeve around the entire sleeve periphery. If the current applied to the
magnetic coil is of sufficient amplitude, the combined resultant
compressive force on the sleeve will deform the sleeve, reducing its
diameter until it conforms to the shape of the underlying material. The
basic process is shown in Figure 4-21.
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Figure 4-21 Relationship of F, B, and I in Magnaforming Process
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Figure 4-22 shows a cross-section of a fixture in which a work piece is to
be shrunk around a cable sleeve and connector. An insulating "former" is
normally used between the magnetic coil assembly and the work piece, but
the insulator does not directly enter into the forming operation.

Figure 4-23 is a cut-away photograph of two connectors terminating opposite
ends of a short length of cabling in conduit. The Magnaforming process was
used to make the terminations at the points identified in the figure.

SHIELD
ALUMINUM
SLEEVE
TO
BE
INSULATED SHRUNK
FORMER
00000 00000 :
0OB50 SO0 " |~ cleie
0000 || . 0000 _ | CONTINUITY
; Jwis3 s7AM6D273
|
T ]
n./-\ ) /
CABLE
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Figure 4-22 Figure 4-23
Typical Magnaforming Cut- Away View of Magnaformed
Process Cable Transition

When maintaining the shielding integrity of a connector pair (i.e., two
interconnecting connectors), a good method to employ (see Figure 4-24) is
to place spring contacts inside one portion of one connector so that
positive contact is made along the circumference of the mating parts [9].
These contacts are extended so that the shell of the connector mates before
the pins make contact on assembly of the connector and breaks after the
pins on disassembly. A connector which meets these requirements is
available under MIL-C-27599 and is the preferred type to be used in
RF-proof designs.
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The advantages gained using circumferential spring fingers over bayonet
coupling is dramatically illustrated in Figure 4-25. 1In this case, the
spring contacts were of silver-plated beryllium copper.
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Figure 4-24 Figure 4-25
RF-Proof Connector RFI Shielding at
Interface Coupling

Figure 4-26 illustrates the type of connector that should be used when a
shielded cable assembly contains individual shielded wires[9]. The
practice of pigtailing these shields and connecting them to one of the pins
is not recommended. The individual shields should be connected to coaxial
pins specifically adapted for this purpose, with the shields of the mating
surfaces making contact before the pins.

SHIELDED

RECESSED
CONDUCTOR

CONTACTS

XL

‘—UNSHIE.DED CONDUCTOR

Figure 4-26 Connector for Shield Within a Shield
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An alternative method of terminating individually shielded wires (if the
shields can be tied together) is shown in Figure 4-27. A pick is used to
strip the shield from each of the wires involved. The shields are then laid

over a ground ring (Item 2 in Figure 4-27), and the entire assembly is
secured by screwing items 1 and 4 together.

STEP 1 Step 2

tTem 2

SPUT TIF Ow 1AR

NUT

Figure 4-27 Shield Termination of Multiple Shielded Wires
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RF arcing problems can occur in a shield that is adequate at audio
frequencies. Induced RF currents can be conducted along cable shields and
coupled to the system wiring at points of incorrect cable shield
termination. RF potentials at the termination can be minimized by
grounding the entire periphery to a low-impedance reference. Grounding may
be required every 0.2)\ based on the highest frequency at which currents may
be present.

Two types of connectors with special features that improve shell-to-shell
bonding in a high vibration environment are the Bendix "Tri-Start" series
and the G & H Technology "Breech-Lok" series. Both are "scoop-proof"
connectors that employ metric threads at the rear for attaching :
accessories. Scoop-proofing prevents shorts and pin damage, and metric
threads provide more thread surface and thus a better bond between shells
and accessories.

The Tri-Start® connectors are Series III connectors as defined in
MIL-C-38999G and DoD-C-38999. They incorporate Series I high density
inserts and contacts, and utilize a triple start Acme thread (one full turn
to lock) with an anti-decoupling feature for plug-to-receptacle engagement.
They also include metallic spring fingers for grounding. They were
developed to meet rigid environmental and shock vibration requirements, but
also provide improved EMI protection over the bayonette type Series I and
II comnectors in a high vibration environment.

The Breech-Lock® connectors are Series IV connectors as defined.in
MIL-C-38999G and DoD-C-38999. They incorporate Series I inserts and
contacts, but utilize a solid-metal locking system (detent and lock in
one-half turn) and internal drive threads for plug-to-receptacle
engagement. They also include metallic spring fingers for grounding. They
too were developed to meet rigid environmental and shock and vibration
requirements, but also provide improved EMI protection over Series I and 1I
connectors in a high vibration environment.

Two accessories that provide improved shield-to-connector bonding are the
"IRIS" compression ring and "TAG" terminating and grounding ring. These

devices provide additional options for terminating overall and individual
shields respectively.

Figures 4-27a and 4-27b illustrate overall shield bonding by means of
"IRIS" compression rings. The compression ring is part of the connector
backshell or adapter and encircles the cable at the shield. The "IRIS" is
a compressible metal coil spring, conductive elastomer, or other
compressible conductive material that provides electrical contact between
the overall shield and the backshell/adapter. The advantages of using

"IRIS" compression rings are that the installation is simplified since the
shield only has to be trimmed, and there is otherwise no disturbance to the
shield. Also, the compression ring fits a range of cable sizes and makes a
good bond to cables that are out of round.

4. Tri-Start is a trademark of the Bendix Corporation.

5. Breech-Lock is a trademark of G&H Technology, Inc.
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Figure 4-27b IRIS Conductive Elastomer Device

Figure 4-27c shows a TAG Ring6 assembly that provides for terminating
groups of individually shielded wires. The individual shields are placed
in slots in the main body of the TAG Ring and are held there by a spring
device built into the threaded clamp nut. The advantages of the TAG Ring
are that installation can be performed without special tools, and that a
range of cable sizes and shield thicknesses can be accommodated. Also, a
TAG Ring and tapered cone can be installed in the same backshell/adapter to
terminate individual shields and an overall shield when both are contained
in the cable. A

Another connector technology is the "filter connector”. Although they were
developed in the 1960’s, filter connectors have only been available as
production items since about 1980. Filter connectors are used to
supplement shielded cable and shielding connectors when they cannot reduce
incoming or outgoing interference to acceptable levels.

6. TAG Ring is a registered trademark of Glenair, Inc.
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Figure 4-27c TAG Ring Assembly

A cross section of a filter connector is shown in Figure 4-27d.
filter elements are commonly capacitive (by-pass), L-Section, or
n-section. Ferrites and capacitive ceramics provide the electrical
properties. Filter element operation is shown in Figure 4-27e. Additional

information on connectors having poor filter elements may be found in
Section 7.2.1.7 of this manual.

Individual

Capacitor 1

Figure 4-27e Filter Element
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when repairing connectors, use should be made of the assembly instructions
put out by the manufacturers. These instructions will also serve to
disassemble the connector. During disassembly of the connector care should-
be taken not to damage the gaskets, rings, grommets, etc. and especially
not the connector or backshell structure itself; this is because these are
non-repairable items.

An example of such an assembly instruction is provided in Addendum 1 at the
end of this chapter.

4.4.3 New Connector Technology

Some new connector technologies worth noting include conduit compatible
backshells, EMI/RFI shrink boot adapters, and composite connectors.

The Breeze Illinois Inc. BI-SHELL 10/11 backshell can accommodate flexible
metallic and non-metallic conduit to provide a hermetic/EMI seal. Both
conduit and braided shield are inserted into the end of the backshell and
terminated by brazing, or soldering the seam; the termination can also be
accomplished by magna-forming. If environmental protection is required, an
elastomer jacket can cover the underlying braided shield and flexible
conduit slipping over the backshell collar. This jacket would then be
terminated by bonding.

Glenair Inc. manufacturers EMI/RFI shrink boot adapters which feature a
unique termination scheme. Shrink boots fit over the junction of the
backshell and cable and "shrink™ when heated to provide mechanical strain
relief and some environmental protection. The unique termination scheme
for these particular adapters is that the backshell collar and termination
nut have sine wave threads which lock the braided shield between them when
the shield is pulled over the collar threads and the termination nut is
tightened (see Figure 4-28).

SHIELD
TERMINATION
NUT

BACKSHELL

CONNECTOR

Figure 4-28 EMI/RFI Shrink Boot Adapter
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Deutsch manufacturers the DG123 conductive coated composite connector.
This corrosion resistant connector passes MIL-C-38999, class W, series III
shielding effectiveness tests, and has a shell design based on the insert
arrangement patterns of MIL-C-38999 and MIL-C-81511 connectors. This
connector is capable of 1500 mating cycles without degradation and has
features contributing to extended life cycle such as molded dielectric
fingers in its inserts (for retention), and keys (for keyways) which are
molded into the shell.

4.4.4 Fiber Optics

Fiber optics technology is gradually being incorporated into advanced
weapons systems and in associated test equipment. It makes possible
optical links between subsystems, by replacing hard-wired interfaces with
glass fibers; and transmitting voice, video or data signals by light rather
than by electricity. Infra-red lasers or light-emitting diodes serve as
signal drivers.

The use of fiber optics offers weight and space advantages to the system
designer. These benefits accrue largely because of the fiber’s broadband
transmission capabilities. Figure 4-29 illustrates these differences in a
conventional and a fiber-optics cable having the same signal carrying
capacity.

|

i

Six optical fibers in
reinforced cable (right)
compare in signal carrying
capacity to the 900 pairs
of conventional copper
telephone wires (left).

Figure 4-29 Conventional and Fiber Optic Cables
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From the standpoint of EMC, fiber optics cables are insensitive to
electromagnetic field environments (although that is not necessarily true
of the line termination devices) and therefore do not have to be shielded.
They provide electrical isolation between source and load, eliminate
potential problems of ground loop coupling, and allow real-time
measurements over multiple channels. Additionally, they are totally safe
for use in a fuel vapor or other explosive environment, and offer a secure
communication means since they do not radiate detectable energy.

The advantages of broad bandwidth and better aerodynamic and EMC features
must be weighed against other characteristics associated with fiber optics
sub-system. These include the more complex and more costly line
termination equipment, and the somewhat higher loss characteristics of the
fibers themselves as compared with copper wire.

Typical fiber losses range from 3 to 15 dB/km when measured at 8000
Angstroms. Filament bandpass can be 25 - 400 MHz-km, depending on the type
of fiber used, and the fiber diameter. The fibers can be clad and bundled
in arrangements very similar to hard-wired cable. :

4.5 OTHER DESIGN TECHNIQUES TO MAINTAIN SHIELDING EFFECTIVENESS

4.5.1 Seams Without Gaskets

Seams or openings in enclosure or compartment walls that are properly :
bonded will provide a low impedance to RF currents flowing across the seam.
When good shielding characteristics are to be maintained, permanent mating
surfaces of metallic members within an enclosure should be bonded together
by welding, brazing, sweating, swaging, or other metal flow processes. To
insure adequate and properly implemented bonding techniques, the following
recommendations should be observed: :

o All mating surfaces must be cleaned before bonding.

o All protective coatings having a conductivity less than that of
the metals being bonded must be removed from the contact areas of
the two mating surfaces before the bond connection is made.

o When protective coatings are necessary, they should be so designed
that they can be easily removed from mating surfaces prior to bonding.
Since the mating of bare metal to bare metal is essential for a
satisfactory bond, a conflict may arise between the bonding and finish
specifications. From the viewpoint of shielding effectiveness, it is
preferable to remove the finish where compromising of the bonding
effectiveness would occur.

o Certain protective metal platings such as cadmium, tin, or silver
need not in general be removed. Similarly, low-impedance
corrosion-resistant finishes suitable for aluminum alloys, such as
alodine, iridite, oakite, turco and bonderrite, may be retained. Most
other coatings, such as anodizing, are nonconductive and would destroy
the concept of a bond offering a low impedance radio frequency path.
See Figure 4-30 for shielding effectiveness data on selected surface
finishes [11].
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Figure 4-30 Shielding Effectiveness Degradation Caused by Surface Finishes
on Aluminum .

o Mating surfaces should be bonded immediately after protective
coatings are removed to avoid oxidation. Refinishing after
bonding is acceptable from the standpoint of shielding
effectiveness.

o when two dissimilar metals must be bonded, metals that are close
to one another in the electro-chemical series should be selected.
Elements of the series are shown in Table 5-1 in the Bonding
chapter of this design guide. :

o] Soldering may be used to fill the resulting seam, but should not
be employed to provide bond strength.

o The most desirable bond is achieved through a continuous butt or
lap weld. Spot-welding is less desirable because of the tendency
for buckling, and the possibility of corrosion occurring between
welds. Riveting or pinning is even less desirable because of the
greater susceptibility of bond degradation with wear.

o An overlap seam, accompanied by soldering or spot welding (see
Figure 4-31) provides a relatively effective bond. other types of

crimped seams may be employed, so long as the crimping pressure is
maintained.

There are often occasions when good temporary bonds must be obtained.

Bolts, screws, or various types of clamp and slide fasteners have been used
for this purpose.
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Formation of Permanent
Overlap Seam

Note; Soldering or Welding is
Desirable for Maximum
Protection

® ® O

Figure 4-31 Formation of Permanent Overlap Seam

The same general requirements of clean and intimate contact of mating
surfaces, and minimized electrolytic (cathodic) effects apply to temporary
bonds as well. Positive locking mechanisms that insure consistent contact
pressure over an extended period of time should be used. Lockwashers
should be employed that can "bite into" metal surfaces and fasteners and
maintain a low bonding resistance. Bolts, nuts, screws, and washers that
must be manufactured with material different from the surfaces to be bonded
should be higher in the electromotive series than the surfaces themselves,
so that any material migration erodes replaceable components.

A critical factor in temporary bonds (and in spot-welding permanent bonds
‘as well) is the linear spacing of the fasteners or spot-welds [12]. Figure
4-32 provides an indication of the sensitivity of this parameter for a
1/2-inch aluminum lap joint. Data is taken at 200 MHz. The shielding
effectiveness shown at 1-inch spacing is about 12 dB poorer than the
jdentical configuration incorporating a 1/2-inch wide model mesh gasket;
the effectiveness at 10-inch spacing is about 30 dB poorer than the same
gasket. Use of conductive gaskets for this and other applications will be
discussed shortly.
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Similar techniques to those just described can be employed in connection
with seams in magnetic materials [5]. Permanent seams can be butt or lap
welded in an argon or helium atmosphere, recognizing that a final material
heat treatment will be necessary. Temporary seams are usually screwed or
bolted together. Figures 4-33 and 4-34 indicate the change in shielding
effectiveness of an AMPB-65 seam at various frequencies as a function of
screw spacing and lap joint width, respectively.
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Bonding techniques will be discussed in more detail in the next chapter of
this design guide.

4.5.2 Seams and Gaskets

Considerable shielding improvement over direct metal-to-metal mating of
shields used as temporary bonds can be obtained using flexible, resilient
electrically conductive gaskets placed between shielding surfaces to be
joined. Clean conductive mating surfaces and a good pressure contact are
necessary.

The major material requirements for RF gaskets include compatibility with
the mating surfaces, corrosion resistance, appropriate electrical
properties (refer to Table 4-1), resilience (particularly when repeated
compression and decompression of the gasket is expected), mechanical wear,
and ability to form into the desired shape. On this basis, monel and
silver-plated brass are generally the preferred materials, with aluminum
surfaces. Beryllium-copper contact fingers are usually employed, with a
variety of platings available, if desired. Mumetal and Permalloy have been
used when magnetic shielding effectiveness is of concern.

For applications requiring moisture/pressure sealing as well as RF
shielding, combination rubber-metal seals are available. These include
metal mesh bonded to neoprene or silicone, aluminum screen impregnated with
neoprene, oriented wires in silicone, conductive adhesives and sealants,
and conductive rubber. The advantages and limitations of these, as well as
non-sealing RF gaskets, are summarized in Table 4-11.

The problem in the marine environment of salt water/salt spray is that the
fillers of conductive composite gaskets may corrode. For applications
requiring corrosion resistance, special composite gaskets which avoid this
may be used. One possible solution is to protect the conductive fillers in
the matrix, with an organic coating [34]. If a metal mesh or knit is used,
Raychem GELTEK (a silicon gel) may be used to impregnate the mesh or knit.
This gel protects the conductive material from the corrosive elements (see
Section 3.3.1 for more information on Raychem GELTEK and corrosion
considerations).

Similar to matching dissimilar metals to be bonded (see Section 4.5.1), the
fillers of composite gaskets should be galvanically similar to the metal
surfaces they join (i.e., close to each other in the electrochemical
series). Elements of the series are shown in Table 5-1 in the next chapter
(Bonding).

Knitted wire mesh gaskets can be manufactured in a variety of shapes and
sizes. Figure 4-35 shows the structure of knitted wire mesh. Figures 4-36
and 4-37 illustrate representative cross sections and shapes, respectively.
Gasket thickness is dependent on the unevenness of the joint to be sealed,
the compressibility of the gasket, and the force available. Gasket shape
depends on the particular application involved, as well as the space
available, the manner in which the gasket is held in place, and the same
parameters that influence gasket thickness [13].
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Silver filled silicon rubber gaskets can be obtained in sheet, die-cut,
molded or extruded form. The most popular, and most economical of these
types, is the extrusion. Figure 4-38 shows typical extruded shapes and
indicates recommended deflection limits for various shapes and sizes.
Comments made above concerning thickness, shape and mounting methods for
wire mesh gaskets also apply to conductive rubber gaskets.

TABLE 4-11 CHARACTERISTICS OF CONDUCTIVE GASKETING MATERIALS

Material

Chief Advantages

Chief Limitations

Compressed
knitted wire

Brass or
beryllium copper
with punctured
nail holes

Oriented wires
in rubber
silicone

Aluminum screen
impregnated with
neoprene

Soft metals

Metal over
rubber

Conductive Rubber
(carbon filled)

Conductive Rubber
(silver filled)

Contact fingers

Most resilient all-metal gasket
(low flange pressure required).
Most points of contact.
Available in variety of thick-
nesses and resiliencies, and
in combination with neoprene
and silicone.

Best break-thru of corrosion
protection films. -

Combines fluid and rf seal
Can be effective against
corrosion films if ends of
wires are sharp.

-Combines fluid and conductive

seal. Thinnest gasket.
Can be cut to intricate shapes.

Cheapest in small sizes.

Takes advantage of the
resiliency of rubber.

Combines fluid and .conductive
seal.

Combines fluid and RF seal.
Excellent resilience with low
compression set. Reuseable.
Available in any shape or
Ccross section.

Best suited for sliding
contact.

4-50

Not available in

‘sheet (Certain

intricate shapes
difficult to make).
Must be 0.040 in.
or thicker. Subject
to compression set.

Not truly
resilient

or generally
reusable.

Might require wider
or thicker size
gasket for same
effectiveness.
Effectiveness
reduces with
mechanical use.

Very low resili-
ency (high flange
pressure required).

Cold flows, low
resiliency.

Foil cracks or
shifts position.

. Generally low

insertion loss
yielding poor RF
properties.

Provides moderate
insertion loss.

Not as effective as
metal in magnetic
fields. May require
salt spray environ-
mental protection.

Easily damaged.
Few points of
contact.
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An enlarged view of knitted wire mesh.
It is made up of many loop-shaped
springs interlocked in a hinge-like
manner; thus combining resilience,
flexibility and cohesion.

Figure 4-35

Figure 4-36
Representative Gasket Cross

Sections

Figure 4-37 Representative Gasket Shapes
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Figure 4-38 Gasket Deflection Limits (in inches)

shielding effectiveness of silver filled (or silver plated copper filled)
silicones is especially high between 15 kHz and 10 GHz. Plane wave
attenuation often improves with higher closure force, especially for
die-cut gaskets. Best results are achieved with molded or extruded cross
sections held in grooves.

Gaskets may be held in place by sidewall friction, by soldering, by
adhesive, or by positioning in a slot or on a shoulder. Soldering must be
controlled carefully to prevent its soaking into the gasket and destroying
gasket resiliency. Adhesives (particularly non-conductive adhesives)
should not be applied to gasket surfaces that mate for RF shielding
purposes; auxiliary tabs should be used.

Typical gasket pressures for obtaining effective seals range from 5-100
psi. A usual pressure is 20 psi. Various ways in which wire mesh gaskets
may be used are shown in Figure 4-39.
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Figure 4-39 Representative Applications of Wire Mesh Gaskets
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A number of examples of RF gaskets designed for GSE use can be cited. One
such design is shown [14] in Figure 4-40. This gasket is used behind the
front panel of the BN/AWM-54, Aircraft Firing Circuit Test Set. It

consists of an outer Neoprene surface to waterproof the unit, plus an inner
monel mesh.
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Figure 4-40 Front Panel Gasket for An/AWM-54

Five of the most often encountered RF gasket design problems are
illustrated [15) in Figure 4-41, along with the means of overcoming the
problems.

A practice presently in use is the dating of conductive and pressure
gaskets, as well as other items that may suffer wear with continued use.
The date is used during maintenance as an indicator of whether the gasket
or other tagged item should be replaced.

4.5.3 Use of Waveguide Attenuators

The effects of seams, cracks, openings, holes and other breaks in a shield
can often be studied by considering the opening as a waveguide.
Alternatively, waveguide attenuators can be designed around control shafts,
light receptacles and other openings to reduce interference leakage.
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Figure 4-41 Common Errors in Gasket Design

If the opening can be treated as a rectangular aperture, its cutoff

wavelength, X\ , is

A = 2w
[~
where

w = the long dimension of the opening.

(4-20)

Slot attenuation, in dB, can be computed from the relationship

A = 54.5 d/),

-

QHTRI.DTNG

(4-21)



where

A = the attenuation per unit depth

d= siot depth

A\ = interference wavelength

Similar relationships can be established for other opening configurations.

A useful rule to follow for circular holes is that, for 100 dB of
attenuation, the length of the waveguide must be at least 3 times the
diameter of the hole. The maximum permissible diameter (d,,.) can be
obtained by dividing the wavelength for the highest frequency under
consideration (), ) by 3.4, where both diameter and wavelength are
expressed in the same units [2].

dllx = )\nin/3’4 (4-22)

One example of the use of a waveguide over an opening to obtain attenuation
may be found in the AN/AWM-54 Aircraft Firing Circuit Test Set. Figure
4-42 provides a side-view of the test set with its cover removed, and shows
two circular quides above the GO/NO-GO indicator lights.

Figure 4-42 Application of Waveguide Below Cutoff Principle to AN/AWM-54
Aircraft Firing Circuit Test Set

In many cases, shielding screens introduce excessive air resistance and
sometimes greater shielding effectiveness may be needed than they can
provide. In such cases, openings may be covered with specially designed
ventilation panels (such as honeycomb) with openings that operate on the
waveguide-below-cutoff principle. Honeycomb-type ventilation panels in
place of screening:

a. Allow higher attenuation than can be obtained with mesh screening
over a specified frequency range.
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b. Allow more air to flow without pressure drop for the same
diameter opening.

c. Cannot be damaged as easily as the mesh screen, and are therefore
more reliable.

d. Are less subject to deterioration by oxidation and exposure.

All non-solid shielding materials, such as perforated metal, fine mesh
copper screening, and metal honeycomb, present an impedance to air flow.
Metal honeycomb is the best of these materials because it enables very
high electric field attenuations to be obtained through the microwave band
‘with negligible drops in air pressure. However, honeycomb has the
disadvantages of occupying greater volume and costing more than screening
or perforated metal. Also, it is often difficult to apply honeycomb
paneling because flush mounting is required. Thus, screening and
perforated sheet stock sometimes find application for purely physical
design reasons, although honeycomb panels can achieve attenuations to 136
dB above 10 MHz [3].

4.5.4 Panel Openings

Panel openings that must accommodate control shafts may be shielded in one
of several ways. A waveguide attenuator may be used around the panel
opening as discussed under Section 4.5.3, so long as the shaft within the
guide is non-conducting. Alternatively, the portion of the control that is
behind the panel may be shielded to separate the control from the remainder
of the equipment, and the control leads filtered.

A military requirement exists regarding RFI-shielded rotary-shaft seals
(MIL-B-5423/16C). The requirement specifies a brass, nickel-plated nut
with a knitted monel wire mesh insert to ground the control shaft. The nut
is shown in Figure 4-43.

KNITTED MONEL
WIRE MESH 1/16
INCH THICK

NUT, BRASS,
NICKEL PLATE

SECTION A-A
TYPE CS

Figure 4-43 RFI-Shielded Rotary Shaft Seal



Fuseholders, phonejacks, panel connectors not in use, and other receptacles
can be fitted with a metallic cap that provides an electrically continuous
cover and maintains case integrity. An example of this type of cap for
fuseholder applications is shown in Figure 4-44, as specified by
MIL-I-49207/36A. The two conducting gaskets are knitted monel impregnated

with silicone rubber.
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GASKET - CONDUCTIVE (2)
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“0" RING, NONCONDUCTIVE, MOISTURE SEAL

SHIELD CAP ASSEMBLY
Figure 4-44 RFI-Shielded Extractor Post Type Fuseholder

Pushbutton switches are recommended to be shielded using boots having a
mesh gasket insert (MIL-B-5423/7A). This approach (see Figure 4-45)
appears to be more effective than the alternative of a conductive rubber

boot.

E
A A
A
KNITTED MONEL
WIRE MESH ]
RUBBER OVERLAY ]
PERMISSIBLE | a
0.005 MAX.

PANEL SEALING RiB SECTION A-A

0.020

§°°|° C.I76
- +0.005

Figure 4-45 RFI-Shielded Pushbutton Switch

4-57 ‘ SHIELDING



4.5.5 Required Visual Openings

Often it is necessary to provide RF shielding over pilot-light bulbs,
digital display faces, meter faces, strip chart recorder outputs,
oscilloscope faces, or similar devices that must be observed by the
equipment user. The alternatives available include:

o use of a wavequide attenuator
o use of screening material

o providing a shield behind the assembly of concern, and filtering
all leads to the assembly

o use of conducting glass

A waveguide attenuator is a practical approach for RF shielding of lamps,
and an example has already been provided in Figure 4-38. This technique
has the advantage of not introducing light transmission loss. However, it
is not particularly suitable for most meter openings or larger apertures,
because of the space requirements involved.

Use of screens over meter faces and other large apertures has often been
employed for shielding purpose. A typical screen introduces a minimum of
15-20% optical loss, and can create difficulties in reading meters. If the
device being shielded has a scale (such as an oscilloscope reticule),
bothersome zoning patterns can result. However, these potential
deficiencies are counterbalanced by good shielding efficiencies at a fairly
low cost. : :

Figure 4-46 illustrates one method of mounting such screens, when they are
not incorporated directly into the device to be shielded [1], and Figure
4-47 indicates the shielding effectiveness provided by commercially
available screen assemblies [16]. In the latter case, data on either .0045
or .002 inch diameter monel, with either 12x12 or 6x4 openings per inch are
presented. The screen may be embedded in the center of a single pane of
acrylic, or incorporated into a glass sandwich. It should be tinned or
otherwise bonded around its periphery to achieve good mating to the
metallic plate. A variety of screen materials are available. Slight
variations in the dimensions of the mesh openings are intentionally made to
reduce the meter-reading and zoning problems.

A screened meter face on a prototype GSE test is shown in Figure 4-48.
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Figure 4-48 GSE With Shielded Digital Meter Face

Two approaches can be employed when shielding behind an assembly and then

filtering all leads passing through the shield. These approaches are shown

in Figure 4-49a and b, in the case of a meter. one method, when the meter

involved is essentially an off-the-shelf item, is to build a supplementary

enclosure and to pass the meter leads through feed-through capacitors or
other appropriate filters to eliminate interference that may have been

picked up through the meter face. The other method is to procure a meter
whose back can be used in place of a supplementary shield, and one which
incorporates the necessary lead filtering. In either case, it is assumed

that external fields will not cause adverse effects to the operation of the

meter itself.
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Glass coated with conducting material such as silver can provide shielding
across viewing surfaces with some loss in light transmission. Conductive.
glass is commercially available from a number of glass manufacturers.

Figure74—50 provides shielding effective data on 50 and 200 ohms per

square’ silver-impregnated glass against electric arc discharges [17].
Figure 4-51 indicates similar characteristics against plane waves in the
frequency range of 0.25 to 350 MHz [17]. The light transmission
characteristics of this type of glass as a function of surface resistance -
[18] is presented in Figure 4-52. For effective shielding, good contact to
the conducting surface of the glass must be maintained around its
periphery.
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Figure 4-50 Shielding Effectiveness of Conductive Glass to High Impedance
Waves

7. The resistance across a square section of uniformly conductive
material is independent of the size of the section - hence the unusual
dimension of "ohms per square".
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4.6 SHIELDING TESTS

4.6.1 General

The variety of test methods available for evaluating shielding
effectiveness are due, at least in part, to the many different factors that
can affect material shielding capabilities. These factors include the
configuration of the shield (is it a sheet of material, or is it a box?),
the frequency range of concern, whether or not the impinging wave is
planar, the wave impedance, and others. This section will discuss the most
frequently employed and generally applicable shielding effectiveness tests.
while they are not all appropriate to evaluating a particular GSE design,
they provide a set of established procedures from which designers can
select applicable techniques. These tests include:

4-61 SHIELDING



o Low Impedance Magnetic Field Testing Using Small Loops
o Low Impedance Magnetic Field Testing Using a Helmholtz Coil
o High Impedance Electric Field Testing Using Rod Antennas

o High Impedance Electric Field Testing Using a Parallel Line
Radiator

o Plane Wave Testing Using Antennas
o Plane Wave Testing Using a Parallel Plate Transmission Line
0 MIL-STD-1377 Testing

A number of the above tests are very similar to tests designed to measure
equipment and system EMC in accordance with MIL-STD-462 {19]. They also
are similar to tests performed to evaluate EM effectiveness of shielded
enclosures used for testing purpose in accordance with MIL-STD-284 [20].
The GSE design engineer who is concerned with the measurement of shielding
properties should familiarize himself with both of these standards.

The MIL-STD-1377 {21] tests to be discussed represent recommended
procedures for evaluating the shielding (and filtering) effectiveness of
Navy weapons systems. The specification contains a unique approach to
shielding measurements, and its cable effectiveness evaluation methods are
good illustrations of how cable and connector performance tests can be
performed.

It should be pointed out that a high degree of measurement accuracy cannot
generally be expected from shielding tests. Typically, wave impedances are
not established when the tests are performed, antenna correction factors
used for calibration purposes are based on plane-wave assumptions even
though the test condition may not warrant this assumption, the degree of
radiated field distortion by proximal structures is not known, and other
factors limit the accuracy of the measurement. However, the tests can be
expected to provide guidance to the GSE designer on the shielding design
approaches he should take and the general effectiveness to be expected of
those approaches. .

Tabulated procedures are provided for each shielding test. These procedures
are included for descriptive purposes only, and are not meant to be rigid
rules for conducting a particular test. The reader is referred to the
cited references for further details.

4.6.2 Low Impedance Magnetic Field Testing Using Small Loops([20],[22]

4.6.2.1 Objective

This test is designed to indicate the GSE enclosure or compartment
effectiveness in reducing the intensity of predominantly magnetic field
radiation impinging upon it. It employs two small loop antennas, and
evaluates loop coupling with and without an intervening shield.
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MIL-STD-285 incorporates a similar magnetic field small loop measurement
procedure to evaluate the shielding effectiveness of shielded enclosures
used for electronic testing purposes. The specific parameters of this
procedure will be noted where applicable. ‘

4.6.2.2 Test Setup

In this test, a pair of identical small loop antennas are used, one on one
side of the shield and one on the other, spaced equidistant from the
shield. If an enclosure is being tested, the usual practice is to have the
test signal source within the enclosure and the receiving loop and detector
outside the enclosure.

Figures 4-53 and 4-54 show the two basic loop orientations. In Figure 4-53
the loops are coaxial, that is, both loops are normal to a common loop
axis. In Figure 4-54 the loops are coplanar, that is, the loop surfaces
lie on the same plane. Tests using at least these two orientations should
be employed, but other orientations that may result in a lower
effectiveness figure should not be ignored.
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Both the loop diameters and the loop separations should be significantly
less than the shortest dimension of the box, container, or enclosure being
tested. Since this will result in only a small section of the shield being
illuminated at one time, it will be necessary to move the loop over the
entire surface of the shield to establish the effectiveness of the shield.

The frequency range over which this test can be performed is a function of
the level of shielding effectiveness that must be measured (measurement
system dynamic range), the sensitivity of the test equipment, the available
power to drive the test transmitting loop, and the loop-to-shield
separations. The limiting factors are usually the areas of the loops and
the number of turns in the loops, since these establish the self-resonance
frequency of the loop. '
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1f the detection system is sensitive (0.1 4V input sensitivity) and the
available test signal power is large (+10 dBm or greater), then small
diameter loops with one, or at most a few, turns will be necessary. To
compensate for low test signal level and detector insensitivity, or for
small test sample size, smaller loops with more turns may have to be used.
Loop-to-shield separation should not be closer than the loop diameter.
Test personnel will have to establish loop parameters on a case by case
basis, and wind test loops accordingly.

The signal source may be a signal generator or power oscillator of
sufficient CW, MCW, or Pulsed CW output. When the radiating loop is
connected to the output of a signal generator or power oscillator, a
turning capacitor may be connected in series with the loop to obtain
resonance at the test frequency used.

The detector can be any receiver or field strength meter having a low
impedance input, or a high input impedance detector with an appropriate
matching device. Tests should be performed in a shielded enclosure (screen
room) to obtain maximum dynamic test range, and not be limited by the
ambient environmental level at the test site.

If the signal generator has an accurate output attenuator, it may be used
instead of the attenuator indicated in Figure 4-54.

The small loop-to-loop test setup specified in MIL-STD-285 is as shown in
Figure 4-54, with the following parameter values employed:

Loop diameters (d) = 12 inches
Loop-to-shield separations (r/2) = 12 inches
Loops - One turn of No. 6 AWG Copper Wire

The test setup in this specification is intended to provide a minimum of 70
dB measurement range.

4.6.2.3 Test Procedure

To perform this test, set up the loops as described previously, and proceed
as follows:

o At each test frequency, increase the generator output level until
the detector exhibits at least a 3 dB increase (and preferably a 10
dB increase) in output over noise.

o Adjust the loop orientations to maximize the detector output.

o Record the input signal amplitude (E,).

o Either remove the shield from between the loops, or move the loop
antennas and set them up nearby in the same configuration that
resulted in the previous maximum output condition.

o Decrease the generator output level until the previous detector
level is obtained. It may be necessary to add additional
attenuation at the receiver input to sufficiently reduce the level.
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o Record the input signal amplitude (E,) and the amount of added

attenuation.

o Compute the shielding effectiveness from the relationship

S

(dB) = 20 log {E, 10°*/'°/E,] (4-23)

where A = added attenuation, in dB.

(o]

Position the loops over various portions of the enclosure,
particularly those incorporating seams, panels, and other
discontinuities, and repeat the test.

.6.2.4 Advantages/Disadvantages

The test equipment is easily assembled and fabricated, but the test
itself may be very time-consuming for large enclosures.

The antenna sizes are convenient to use at low frequencies.

A strong localized field is available.

By controlling the distance between the loops and the shield, the
effectiveness of shielding structures can be evaluated at different
impedance levels of low-impedance fields.

The method lends itself to measuring enclosures of widely varying
size.

Voltages induced in the small loops due to reflections from the
enclosure are minimized.

The method is applicable whether the signal source or the detector is
inside the enclosure, thus providing considerable flexibility in the
test setup.

Since the radiating loop illuminates only a small section of the
shield, a probing procedure must be employed.

Dynamic range may be poor or, alternatively, the frequency range of
the test may be limited.

The test is fairly sensitive to small changes in loop spacing, and
the test results are difficult to repeat.

Loop diameter must be kept less than 0.01\. Thus, a 12 inch

receiving loop will provide accurate measurements at frequencies
less than 10 MHz.
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4.6.3 Low Impedance Magnetic Field Testing using a Helmholtz Coil ([22],(23]

4.6.3.1 Objective

This test is also designed to measure enclosure magnetic shielding
effectiveness. It uses a large radiating coil so that it bathes the entire
enclosure in a magnetic field.

4.6.3.2 Test Setup

In this test, the test sample is placed inside a Helmholtz coil (large
loop), with a small detection loop inside the test enclosure. The small
loop is usually located near the center of the enclosure, but may also be
used as a probe for leakage energy. The use of a Helmholtz coil enables a
large portion of the enclosure to be illuminated at one time. Various
orientations of the sample relative to the loop should be tried.

The frequency range is limited by the test sample size, which affects the
size of the Helmholtz coil. Increasing coil size increases its inductance,
reduces its self-resonant frequency, and decreases the frequency range over
which its magnetic field intensity remains constant. The coil diameter
should be at least two and preferably three times the longest test sample
dimension. The upper frequency limit is typically 100-500 kHz.

The test arrangement is shown in Figure 4-55. On occasion, two coaxial
coils instead of one have been used, with the test sample placed between
the coils. The two coils are for the purpose of providing a more uniform
field over the volume of the sample [23].

The leads from the detector loop should be twisted, shielded cable. When
possible, the shield should be grounded circumferentially where it leaves
the enclosure under test, and should be single-point grounded at the
detector.
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Figure 4-55 Helmholtz Coil Test Arrangement
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4.6.3.3 Test Procedure

The test procedure using the Helmholtz coil is basically the same as the
one employed for the two small loops method. However, instead of the
two-loop probing operation, different orientations of the enclosure in the
field of the Helmholtz coil are tested. Also, as indicated previously,
some probing with the detector probe may be employed.

4.6.3.4 Advantages/Disadvéntages

o The field generated by the Helmholtz coil can be made very uniform
over a wide area or within a specified volume.

o The intensity of the generated field is reasonably strong; hence
dynamic range is good.

o It provides a convenient way, to detect joint and seam leakage,
however it does not locate the particular leakage source.

o Measurement repeatability is high.
o The test setup is quite complex and bulky.

0 The maximum frequency at which this procedure can be used is
considerably less than that for the two-loop method.

o Uniformity of the field as frequency increases can only be
maintained by a reduction of the Helmholtz coil dimensions, thus
limiting the sample size.

o Leaky joints of the enclosure that are parallel to the direction
of the current flow in the large loop may not be detectable.
Thus, to detect the effect of all possible seams and :
discontinuities, the enclosure must be measured for different
orientations in the field.

4.6.4 High Impedance Electric Field Testing Using Rod Antenna [20],[22]

4.6.4.1 Objective

This test is intended to evaluate whether or not a GSE enclosure, Or an
internal compartment, affords adequate protection for the enclosed
equipment against high impedance electric field energy. This is
accomplished using rod antennas located on both sides of the shield. The
frequency range covered by this test is typically 15 kHz to 30 MHz.

4.6.4.2 Test Setup

Figure 4-56 indicates a representative test setup for measuring high
impedance wave affects. Rod antennas with passive impedance matching
transformers are employed. The antennas must be matched to the respective
terminating devices. Antennas such as the VR-105 and VA-105 rod antennas
supplied with the NF-105 Field Intensity Meter can be used directly, since
these antennas incorporate matching step-up auto-transformers.
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Figure 4-56 Test Equipment Setup for Performing High Impedance Electric
Field Shielding Effectiveness Tests

Typically, the radiating rod antenna is 41 inches long. The detector
antenna length is variable, depending on the particular test application.
MIL-STD-285 specifies a detector antenna length of 41 inches, while other
tests have used a 10 inch antenna. ANTENNA-TO-SHIELD SPACING IS ALSO
dependent on the test involved; the MIL-STD-285 specification on spacing is
12 inches which limits the tests to frequencies below about 15 MHz.

The signal source should be capable of delivering at least +10 dBm into a
50 ohm load. Attenuators may be incorporated into the test setup ahead of
the detector input as required.

The detector system is located external to the shielded enclosure
containing the unit being tested, to prevent the radiated field from
interfering with that system. Connection is made to the detector with
coaxial cable that passes through a waveguide-below-cutoff filter in the
shielded enclosure wall.

4.6.4.3 Test Procedure

o] Adjust the test signal generator frequency to the desired value,
set the generator output level to its maximum value, and tune the
detector for a received signal indication.

o] Adjust the detection receiver in gain and input attenuation to
give mid-range output.

o Orient the shield around the detection antenna until the highest
output indication is obtained from the detection system. Also,
position the source antenna anywhere around the enclosure under
test, in any orientation so long as it remains parallel to the
enclosure wall, for highest output indication. Continue to
adjust the attenuator and gain control settings to maintain a
mid-range output reading. Record the final attenuator and gain
control settings.

o} Remove the shield under test from around the detection antenna,
and place the test shield sample outside the test area.
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o Decrease the signal generator output level until the detection
system has the same output indication as with the shield in place
around the detection antenna. It may also be necessary to

_increase the attenuator setting. The shielding effectiveness is
then computed in accordance with Equation (4-23). -

4.6.4.4 Advantages/Disadvantages

o] The wave impedance generated by this procedure is high impedance
so long as the general separation conditions of Figure 2-6 are
maintained. '

o The equipment used is readily available and the test setup is
straightforward.

o} The method is flexible, and'allows measurement of different
sample sizes.

o The test field can be generated inside or outside the enclosure
under test, depending on sample size and screenroom availability.

o The field generated is non-uniform and thus has the same
uncertain effects as a non-uniform field generated by a small
loop.

o The reduction of measured data is usually based on plane wave
theory. High-impedance field measurements may not be directly
verifiable through application of plane wave considerations.

(o] Monopole antennas are susceptible to reflections from surrounding
object, observers, etc., to the extent that the accuracy of the
results becomes largely a function of thée experience and ’
capability of the testing personnel.

4.6.5 High Impedance Electric Field Testing Using a Parallel Line
Radiator [24)

4.6.5.1 Objective

This test is also for the purpose of testing enclosure shielding
effectiveness against high-impedance fields. It is identical to the
procedure of Section 4.6.4 using rod antennas, except that the source
antenna configuration is now a parallel line radiating device.

4.6.5.2 The Parallel Line Radiator

The Parallel Line Radiator is merely a parallel-wire line, with the
high-impedance wave being the fringing field from this line. Such a
radiator is shown end-on in Figure 4-57.

There are many ways in which the line itself can be constructed; one such

configuration is also shown in Figure 4-57. The length of the line (if an
end-fed line is used), should be )8 at the highest test frequency. The
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line separation is not critical, but a separation of 0.5 to 1 meter is
suggested to get a fairly planar field of high impedance at a 1 meter
distance to the test sample. Line impedance is computed from the

" relationship:
Z, (ohms) = 276 log (2 S/d) for S/d >>1 (4-24)
where
S = line separation
d = wire diameter, in same units as S
Using this equation, lines can be designed to work into other impedances.
Lines of low impedance may not be able to provide adequate electric field
levels, while lines of high impedance require a matching transformer having

a higher turns ratio. The latter may reduce the maximum frequency
capability of the line.

Courtesy of DON WHITE CONSULTANTS. INC.
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Figure 4-57 Parallel Line Radiator for Generating High Impedance Fields
4.6.5.3 Test Setup and Procedure

The test setup and procedure is the same for the parallel line radiator as
for the rod antennas (Section 4.6.4). '

4.6.5.4 Advantages/Disadvantages

o] The field impedance using this method will be less than that
achieved using the radiating rod antenna.

o The parallel line does not require a ground plane reference.

o] The line is easily set up, but requires somewhat more space than
the radiating rod antenna.
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4.6.6 Plane Wave Testing Using Antennas [20],([22]

4.6.6.1 Objective

This test is designed to subject the enclosure under test to plane waves
over the frequency range from 30 MHz to 35 GHz. The test is indicated as a
"plane wave" test because, for the majority of the frequency range covered,
the test distances are such that the wave characteristic approaches an
impedance of 120 n ohms. The test uses a variety of radiating antennas,
depending on frequency range. The 30-200 MHz range is generally covered
with a broadband bi-conical antenna; while the range from 200 MHz to 12 GHz
is covered with circular log-periodic conical antennas, (200-1000 MHz and
1-12 GHz). Horn antennas may also be used.

Because of test sample size limitations, it probably will not be practical
to employ a detector antenna identical to that of the radiating antenna. A
short dipole or monopole antenna is often used as the receiving antenna,
located inside the test sample enclosure. In some cases, a horn antenna
might also be used for receiving purposes.

4.6.6.2 Test Setup
The following equipment is required for this test:

o Signal generators covering the frequency range. from 30 MHz to 35
GHz.

o A tuned voltmeter or detector/receiver covering 30 MHz to 35 GHz.

o Radiating antennas covering the frequency range of interest. The
VSWR of these antennas should be less than 3:1 at all test
frequencies.

o A shielded enclosure, preferably anechoic (non-reflective), in
which to perform the test may be desirable.

o A short'dipole or monopole having elements extending to a total
distance less than the shortest inside dimension of the enclosure
under test.

Test equipment should be arranged as shown in Figure 4-56. The source

antenna should be located sufficiently far from the test sample so that

far-field conditions apply. A similar test defined by MIL-STD-285
designates that the minimum separation shall be 6 feet.

4.6.6.3 Test Procedure

The procedure to be followed for this test is essentially the same as for
the high-impedance rod antenna test (Section 4.6.4).

4.6.6.4 Advantages/Disadvantages

o The indicated antenna types are easily obtained or simple to
construct, and generally have broadband characteristics.
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o Conical spiral antennas, being circular polarized devices, are
insensitive to GSE enclosure seam geometry.

o Log-periodic and horn antennas have relatively high gain, and
therefore can provide a very high level of electric field and a
subsequent wide dynamic range measurement capability.

4.6.7 Plane Wave Testing Using a Parallel Plate Transmission Line [24]

4.6.7.1 Objective

This test is designed to subject a GSE enclosure to a plane wave over a
fairly wide frequency range, for the purpose of determining enclosure
shielding effectiveness. The test uses a parallel plate transmission line
for forming the field and controlling wave impedance. The field generated
is planar. Parallel plate lines are normally used to 30 MHz [19], but can
be designed to measure to 1 GHz if small test samples are involved.

4.6.7.2 Test Setup

The parallel Plate Transmission Line is essentially a strip line consisting
of two rectangular sheets of conductive material, of equal length but one
often wider than the other, and separated from each other. The sheets are
driven and terminated at their respective narrow ends. A TEM mode field is
created between the two sheets, as illustrated in the end-view of Figure
4-58. The test sample is placed between the sheets, where the electric
field lines are essentially normal tc the twc =urfaces.

Couttesy of DON WHITE CONSULTAMTS. INT.
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Figure 4-58 TEM Field Inside of Strip Line
The major advantage of the parallel plate line is that it is capable of
establishing a reasonably high planar electric field strength. Field
strength (in volts/meter) can be computed from the relationship:
E (v/m) = 39.4 (v, 10°**° /) (4-25)
where
V, = input voltage to the line, in volts
A = matching network loss, in dB
h = separation between transmission line plates, in inches
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The design parameters for this type of line are shown in Figure 4-59. The
figure points out that the lower plate should be at least three times wider
than the upper plate, and that the characteristic impedance of the line is
a function of upper plate width and plate separation [24].
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Figure 4-59 Characteristic Impedance of Strip L. vs. w/h Ratio

Impedance matching is relatively unimportant so long as the line length is
less than 0.1\. However, at frequencies when this relationship does not
apply, the line acts like a transmission line, and standing waves will
exist unless careful matching is accomplished.

when a test sample is inserted into the line, it will perturb the field,
and two effects will result. First, the VSWR of the line will change.
This change may be approximated from the following equations:

VSHR = R /7, (4-26)

z, = [(-3x )R]/ [R ~-3X] (4-27)
X =  1/(2nfC,) (4-28)
C,= 0.22A [(1/h) - (L/h)] (4-29)
where

R = characteristic impedance of the line, in ohms

A= area in square inches of the test specimen face parallel to the
plates

h = separation between transmission line plates, in inches

Second, the electric field strength in the region above the test specimen
will increase because of the effective increase in capacitance in that
portion of the structure. As an approximation, the increase in field
strength would be inversely proportional to the separation between the
upper plate and the top face of the test sample. Thus, if the separation
is reduced by one-third (to 2/3 of its normal spacing), the field strength
will increase to 1.5 times its normal value.
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An example of a 90 ohm parallel plate transmission line capable of plane
wave measurements to 200 MHz is shown in Figure 4-60. The line can test
samples of cigar-box size while maintaining a VSWR of less than 1.2:1. The
upper plate tapers to an input connector and a 50-to-90 ohm resistive
matching network. The termination resistors in this arrangement are three
270 ohm distributed resistance cards connected in parallel.

Courtesy of DON WHITE CONSULTANTS. INC.
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Figure 4-60 90 ohm Strip Transmission Line

The lower plate of the parallel plate transmission line should be bonded to
the shielded enclosure wall. The equipment under test should be placed as
near to the center of the parallel plate line as possible. No other
grounding scheme should be employed.

A small loop antenna or short stub monopole antenna should be placed inside
the enclosure under test. The output of the antenna inside the enclosure
should be routed through a double shielded cable to a detector.

4.6.7.3 Test Procedure
The following steps should be used in performing this test:

o Connect a signal generator to the input of the parallel plate
line. Be sure that the line is properly terminated for the
generator and that the generator output level is sufficient to
produce the desired field intensities.

o Place the small antenna inside the enclosure under test and
connect it to the detector.

o adjust the signal generator frequency and detector frequency
appropriately.

o Increase the signal generator output level until an indication of
received signal is given by the detector. Continue to increase
the generator output level until the detector output is at least
3 dB (and preferably 10 dB) above the system noise level. Note
the output indication of the detector and record the generator
input level (E,).
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o Remove the test enclosure from the test fixture, keeping the
receiving antenna in the same position in the transmission line
as when the test enclosure was in place.

o Reduce the signal generator output level until the detector
indication is the same as that recorded with the test enclosure
in place.

o] Record the output signal generator level (E ).

o Calculate the shielding effectiveness measured from the

' relationship:

SE(dB) = 20 log (E,/E,) (4-30)

4.6.7.4 Advantages/Disadvantages

o] The parallel plate line is easily obtained or simple to construct, and
has broadband characteristics.

o The field generated is uniform and of known impedance level.

o High field intensities may be established, with nearly all energy
concentrated within the line. :

o Design parameters limit the capabilities of this device to the
testing of medium to small-size enclosures.

o The strip line concept is adaptable to generating planar fields
having a wide range of wave impedance, by controlling line
termination impedance.

' 4.6.8 MIL-STD-1377 Testing [21],[25]

This standard is employed by weapon system developers to evaluate shielding
and filtering effectiveness. It defines applicable shielding effectiveness
measurement techniques covering the frequency ranges of 100 kHz to 30 MHz,
and 1000 MHz to 10 GHz; and filtering effectiveness measurement techniques
covering the frequency range of 100 kHz to 10 GHz. Although not originally
intended for this purpose, it is being brought to the attention of the GSE
designer, since he may want to consider an approach taken in MIL-STD-1377
to evaluate the equipment or system he is developing.

At frequencies below 30 MHz, shielding in MIL-STD-1377 is evaluated on the
basis of Surface Transfer Impedance (STI). STI is the ratio of the
longitudinal voltage drop on the outer surface of the shield to the current
creating that voltage drop. If a cable or cable/connector is under test,
it is terminated in a short, and driven by a signal source. The STI is
measured with an RF voltmeter, as shown in Figure 4-61. Shield enclosure
discontinuities are measured in a similar way. An STI of about 10
milliohms has been correlated to a level of 15% of Maximum No Fire Current
for typical electroexplosive devices [25].
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At frequencies above 1 GHz, a special test enclosure is employed. The
enclosure is a conductive container into which the test sample is placed.
1f a cable/connector shielding effectiveness test is being performed, the
cable assembly is mounted in the enclosure. One end is terminated in a
short, and the other end is brought out of the test enclosure to a power
meter. A wire strung diagonally within the enclosure is used to generate a
test field. Another wire strung diagonally within the enclosure is used
for calibration purposes. A paddle wheel tuner is employed as a mode
converter, so that a maximm level environment can be established.

Figures 4-62 and 4-63 illustrate the test set up and enclosure for this
test. A similar procedure is employed for determining the shielding
effectiveness of equipment and system enclosures. An illustration of a
test set up for shielding effectiveness testing using a mode-stirred
chamber is presented in Figure 4-64.

4.7 SUMMARY OF GOOD SHIELDING PRACTICES

The following represent what might be considered the more salient points on
GSE shielding design consideratiors covered or implied in the previous
discussion:

a. Good conductors such as copper, aluminum, and magnesium should be
used for high-frequency electric-field shields to obtain the
highest reflection loss.

b. Magnetic materials such as iron and Mumetal should be used for .
low-frequency, magnetic-field shields to obtain the highest
penetration loss.

c. Any shielding material strong enough to support itself will
usually be thick enough for shielding electric fields at any

frequency.
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d. 1In the case of thin-film shields, the effectiveness of the shield
is fairly constant for material thicknesses below N4, and
increases markedly above that thickness.

e. Multiple shields (for both enclosures and cables) can provide
both higher shield effectiveness and extended shielding frequency
range. Cost considerations will probably be the deciding factor
between use of multiple shields and using other means of achieving EMC,
although factors such as reduced cable flexibility with double braids
may also come into play.

f. All openings or discontinuities should be treated in the design
process, to assure minimum reduction in shield effectiveness.
Particular attention should be paid to selection of materials that are
not only suitable from the shielding standpoint, but from the '
electro-chemical corrosion viewpoint as well. '

g. When other aspects of system design will permit, continuous butt
or lap weld seams are most desirable. The important consideration is
to get intimate contact between mating surfaces over as much as the
seam surfaces as possible.
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Figure 4-62 Arrangement of Test Apparatus for MIL-STD-13771 1-10 GHZ
Tests
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h. Surfaces to be mated must be clean and free from nonconducting
finishes unless the bonding process positively and effectively
cuts through the finish. When EMC and finishing specifications
conflict, it is important that the finishing requirement be

- modified.

i. The critical factors in flight-deck cable shielding are shield
coverage under operational cable flexing conditions, and cable
shield termination at the connector. A minimum of 94% shield
coverage is recommended for these applications. Shields should be
peripherally bonded to connector back shells to maintain shielding
effectiveness at mating surfaces.

j. Conductive gaskets and spring fingers, waveguide attenuators,

screens and louvers, and conducting glass are the major devices
and mechanisms available for maintaining enclosure shield
effectiveness. Many factors in addition to shielding capabilities per se,
ranging from space availability to cost, and from air circulation
requirements to visibility factors, will affect particular methods
employed in particular situations.

k. Shielding represents only one method of reducing equipment EM
interactions, and should not be considered without also
considering tradeoffs of filtering, grounding, and bonding
techniques that simplify or eliminate requirements for shields.
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ASSEMBLY INSTRUCTIONS FOR SHIELDED AND JACKETED CABLES

SHIELD

JACKET

( (41 (5) (6)

CONNECTOR

{1) asdapter (3) Grommet (5) Teflon Washer
(2) %F! Ferrule (4) Grommet Ferrule (6) Clamp

The following suggested procedure serves as a guide for proper assembly and
installation of Glenair Lightweight RFI Environmental Adapters. It is
recommended that trial samples of appropriate cables be used to determine
proper trim dimensions of the cable jacket, shield and individual
conductors. (Numbers in parenthese refer to the exploded view shown.)

NOTE: As with any electrical connector assembly procedure be sure to use
the proper tools. For convenient, reliable assembly of the connector and
adapter, it is suggested that Glenair’s connector wrenches, pliers, etc.,
be used.

(a) Temporarily assemble adapter (1) to connector.

(b) Place remaining adapter assembly components (2 thru 6) on cable in
sequence shown. Keep these components at a convenient distance
from end of cable, so they will not interfere with subsequent
assembly steps.

(c) Insert cable into adapter (1) and bottom against connector. Hold
cable in position and mark cable jacket at rear end of adapter
(1).

CAUTION: If cable conductors are to have service loops, or if conductors
will have cross-overs, etc. allow sufficient added length to
cable to compensate for these factors.

(d) Remove adapter (1) from connector and place on cable with
components in step (b) above.

(e) Trim cable jacket and shield at mark made in step (c) above
(allowing for service loops and cross-overs). '

(£) strip jacket 1/4 inch back from trim point in step (e) to expose
shield.
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ASSEMBLY INSTRUCTIONS FOR SHIELDED AND JACKETED CABLES CONT’'D

(g)
(h)
(i)
(3)

(k)

Prepare and terminate cable conductors in accordance with
established practices.

Assemble adapter (1) to connector and tighten securely.

Flare shield over tapered end of adapter (1) and slide RFI ferrule
(2) into place over shield. Hold ferrule in position and trim any
exposed shield strands adjacent to rear threads on adapter.

Slide grommet (3), grommet ferrule (4) and washer (5) against RFI
ferrule (2).

Engage clamp (6) with adapter and tighten securely. Tighten clamp
saddles on cable jacket.
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CHAPTER 5 NAVAIR AD 1115 BONDING

5.0 BONDING
5.1 GENERAL

Bonding is the establishment of a low impedance path between two metal
surfaces. This path may be between two points on a system ground plane, or
between ground reference and a component, a circuit or a structural
element. The purpose of the bond is to make the structure homogeneous with
respect to the flow of RF currents, thus avoiding the development of
electric potentials between metallic parts which can produce interference.

Generally there are two types of bonding: direct bonding, where there is
nmetal-to-metal contact between the members to be bonded; and indirect
bonding through the use of conductive jumpers.

Permanent joints of metallic parts made by welding, brazing, sweating,
swaging and soldering are the best direct bonds. Semi-permanent joints of
machined metallic surfaces rigidly held together provide excellent direct
bonds, as long as the contact areas are clean and all non-conductive
coatings are removed prior to assembly. Joints that are press—-fitted or
jointed by self-tapping or sheet metal screws cannot be relied upon to
provide a low-impedance bond at high frequencies. Riveted joints on 3/4"
centers are acceptable if the rivet holes are bare. Direct bond must
always be made through continuous contact to base or conductively finished
metals.

An indirect bond (or bonding jumper or strap) is an intermediate electrical
conductor used to connect two isolated items. Because jumpers often have
significant impedance at frequencies above 10 MHz, their use is less
preferable than direct bonds. However, there are obviously circumstances
when direct bonds cannot be used (such as when equipment must be removable,
or when mechanical shock-mounting is necessary), and it is these situations
that warrant indirect bonds.

Good bondlng between equipment and a ground reference plane is essential to
minimizing interference.

o Good bonding enables the design objectives of other methods of EMI
suppression, such as shields and filters, to be more nearly achieved.

o Good bonding minimizes the build-up of RF voltage differences and
ground current loops.

6 An adequate bond deters the build-up of static charges in equipment
operation.

In addition to reducing interference, good bonding minimizes damage which
might be caused by lightning strikes, and protects personnel from the shock
hazard that could result if primary power were inadvertently shorted to an
enclosure.
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An example of the effects of a poor bond is shown in Figure 5-1. 1If the
impedance of the bond is significant, the interference signal, which is
supposed to be bypassed by the filter capacitors (Path 1), will be coupled -
into the susceptible equipment (Path 2).

FILTER
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\
cl Q/ lc
\

Nem

INTERFERENCE ™~y & | R

SOURCE @y \ B {SUSCEPTIBLE
\'

Lg * INDUCTANCE OF A POOR BOND
Rg = CONTACT RESISTANCE OF A POOR BOND
NOTE - WHEN (1/jeC + RL < R+ ]GLB) INTERFERENCE
CURRENTS WL FOLLOW PATH (2) TO SUSCEPTIBLE
EQUIPMENT,

EQUIPMENT )
Re
T I7 77777777777 7777777777717

Figure 5-1 Circuit Representing Poor Bonding Between a Filter and Ground

5.2 SURFACE TREATMENT

Both direct and indirect bonding connections require metal-to-metal contact
of bare surfaces. It is frequently necessary to remove protective coatings
from metals to provide a satisfactory bond. The area cleaned for bonding
should be slightly larger than the area to be bonded. Ridges of paint
around the periphery of the bonding area can prevent good metal-to-metal
contact. Washers or fittings must fit inside the cleaned area.

Immediately prior to bonding, all chips, paint, grease, or other foreign
matter must be removed with a proper cleaning solution .

After bonding, the exposed areas should be refinished as soon as possible
with the original finish. However, if the paint used is too thin,
refinishing paint may seep under the edges of bonded components and impair
the quality of the bond.

A suitable conductive coating may be used when removable components must be
provided with a protective finish. Where aluminum or its alloys are used,
corrosion resistant finishes that offer low electrical resistance are
available. Refer to Figure 4-28 of Chapter 4 for data showing the
degradation of shielding effectiveness of metal-to-metal joints caused by
anodizing aluminum, and the characteristics of various conductive aluminum
finishes.

1. See also Paragraph 5.5.1 for additional information in connection with
the bonding of enclosure seams.



5.3 CORROSION

Corrosion occurs between two dissimilar metals in solution, since they form
an-electro-chemical cell. The extent of corrosion depends on the metals
comprising the electro-chemical cell and the conditions under which the
dissimilar metals come into contact with each other. By properly modifying
these two factors, the extent of corrosion in the vicinity of a bond can be
reduced.

No appreciable corrosive action occurs between two metals in the same group
in the electro-chemical series shown in Table 5-1. If the two metals are
in different groups, the metal coming first in the list of Table 5-1 will
form the anode and be relatively heavily corroded, whereas the metal coming
later will form the cathode and be relatively free from corrosion and will
be protected.

The greatest degree of corrosion occurs when dissimilar metals are openly
exposed to salt water, salt spray, rain, gasoline, jet fuel, or other
liquids that may act as an electrolyte. Minimum corrosion occurs when
metals are kept dry and completely free from exposure to moisture. The
following three exposure conditions are defined:

Exposed:
Metal has an open, unprotected exposure to weather.

Sheltered:

Milder exposure than above, and metal surfaces receive limited protection
from direct action of weather.

Housed:
Metal surfaces of equipment are housed in weatherproof buildings.

For a given pair of dissimilar metals in contact under the three exposure
conditions enumerated above, the extent of corrosion can be minimized.
Table 5-2 may be used for this purpose [1]. The table indicates the
protection to be applied to a bond for the expected environmental
conditions in which the particular type of bond is to be used. The table
must be used in conjunction with Table 5-1 to identify the group associated
with each bond metal.



Table 5-1

Electrochemical Series Ordered by Decreasing

Sensitivity to Corrosion

Anodic End (most easily corroded)

Groupl Magnesium

Group Il  Aluminum, aluminum alloys,

zinc, cadmium

Group III Carbon steel, iron, lead,

tin, tin-lead solder

Group IV Nickel, chromium, stain-

less steel

Group V. Copper, silver, gold, plat-

num, titanium

Cathodic End (least corroded)

Table 5-2

Groups of Materials Recommended for Providing Protective
Bond Between Two Dissimilar Metals Used as Anode and Cathode

Notes: Bond Protection Code

Condition Anode A. The couple must have a protective

of Exposure | 1 |1 Jmi Jiv | Cathode finish after metal-to-metal contact

Exposed Ala has been established so that no
tered A A 11 $ : : :

Housed ala liquid film can bridge the two

Exposed clals elements of the couple.

Sheltered A]lBJ|B m

:°“"ded : B : B. The two metals may be joined with

A B 3 i

orreed | 2alalsele w bare metal exposed at junction

Housed AlB]lB|B surfaces. The remainder must be

Exposed clclcia given an appropriate protective

Sheltered A A} A B \4 f ini Sh

Housed A Al]B B *

C. This combination cannot be used
except where short life expectancy
can be tolerated or when the
equipment is normally stored and
exposed for only short intervals.
Protective coatings are mandatory.

5-4 BONDING



Consideration should be given to the electro-chemical series to assure
that, where possible, corrosion occurs only to replaceable elements of a
bond. For example, if an aluminum (Group II) equipment case is to be
bonded to a stainless steel (Group I1V) frame, it is good practice to
interpose a tin- (Group III) or cadmium - (Group II) plated washer between
the two metal surfaces. If the protective coating is then chipped, the
washer instead of the aluminum case will be attacked by corrosion.

5.4 BONDING EFFECTIVENESS CHARACTERISTICS

5.4.1 Bond Jumper Equivalent Circuit

The use of bonding jumpers in indirect bonding is equivalent to the problem
of maintaining low impedance paths. At low frequencies, bonding jumpers do
not present any special problems except for resistance, and any reasonable
length jumper can be used. At higher frequencies, however, the RF
impedance of the bond becomes a critical design consideration.

The equivalent circuit of a bond strap at frequencies where the length of
the strap is short compared to a wavelength is a simple parallel-tuned
circuit, as illustrated in Figure (5-2a) {2]. As such, the bonding jumper
has the usual electrical parameters of resistance, inductance, and
capacitance. Of these parameters, its resistance is an inherent property
of jumper resistivity, depending on the material selected; its capacitance
is dependent upon the physical configuration and separation from the bonded
units; and its inductance is dependent upon the physical dimensions of the

bonding jumper.

o—e '
( Cs _ €s
\ 1_ T

(Bonding Strap) (Typical System)
Figure 5-2a Figure 5-2b
Bonding Equivalent Circuits Bonding Equivalent Circuits

The dc resistance of a bonding strap per unit length of the bond can be
obtained from the relationship:

R, (ohm/cm) = p/A (5-1)
where

p = the specific resistivity of the material, and

A = the cross-sectional area of the bond.

5-5 BONDING



If p is in units of ohm-centimeters (for copper, p = 1.724 X 10"% ohm cm)
and A is in square-centimeters, then R, is in ohms-per-centimeter of bond
length. ‘

At frequencies where skin effect becomes significant, the ac resistance of
the bond can differ significantly from its dc value. Skin effect is
defined as the depth at which the current density is 1/e (about 37%) of its
surface current density. This depth, in centimeters, is defined as(3]:
8 = 5033 \/ o/t (5-2)
where
f = the frequency, in Hertz
v = material permeability, relative to copper
The assumption that all of the current in a conductor is within the skin
depth defined by equation (5-2) results, in the case of circular
conductors, in the following equation for ac resistance:

[
R,_ (ohms/cm) = 2nrd (5-3)
where
r = the conductor radius, in centimeters.

Figure 5-3 indicates the ratio of ac-to-dc resistance for several sizes of
copper wire over the frequency range of 1-1000 MHz.
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Figure 5-3 Ratio of ac to dc Resistance for Various Wire Sizes
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For a straight bonding strap of non-magnetic metal, bonding inductance,

is defined by (3] as:
L = 0.00508 a[2.303 LOG,,(2a/b+c) + 0.5 + 0.2205(b+c/a)] (5-4)

If the bond is made with a straight piece of wire of circular cross
section, L is given by:

L = 0.00508 a[2.303 LOG,,(4a/d) - 0.75] (5-5)
In the last two equations,

a = the length of the strap in inches

b = the width of the strap in inches

c = the thickness of the strap ih inches, and

d = the wire diameter in inches

Figure 5-4 is a plot of the calculated inductive reactance of three

specific bonds as a function of frequency. Two of the bonds are copper

wire, while the third is a copper strap.
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Figure 5-4 Inductive Reactance of Wire and Strap Bond Jumpers
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At frequencies where the length of the bond approaches or exceeds the
wavelength of concern, the bond can act as a transmission line. The result
is the development of standing-waves on the bond, and a deterioration in
bond effectiveness.

Typical bond straps may be manufactured as flat, solid straps; as braidea
straps; or a solid wire. The material used is generally copper or
aluminum, but in the case of flat straps can also be phosphor bronze.

5.4.2 Equipment Effects on Indirect Bonds

The representation of the equivalent circuit of a bond as a parallel-tuned
circuit ignores the effects of the equipment enclosure or other item being -
bonded, and the latter can significantly affect bond strap performance.
Figure 5-2b shows an equivalent circuit when taking the system being bonded
into account. In Figure 5-2b, the inherent inductance of an equipment case
is represented by L , its capacitance to other equipments and the reference
plane is indicated By C., and the impedance contributed by the insertion
loss measuring circuit is represented by L . Measurements confirm this
representation, but additionally denote that, under certain circumstances,
the dip in shielding effectiveness caused by resonant effects can go below
0 dB(-10 to -20 dB have been noted), indicating that the induced voltage on
the unit being bonded can be increased by attachment of a bondstrap.

Figures 5-5 and 5-6 contain plots of measured bonding effectiveness of two
bond straps of different lengths that are connected between an equipment
case and a ground plane {2]. The proximity of the bond strap to the ground
plane is also a parameter in the plots. The bonding effectiveness is the
difference (expressed in dB) between the induced voltages on the equipment
case with and without the bond strap. A negative value of bonding
effectiveness in the plots indicates that the bond strap increases the
amount of voltage developed on an equipment case at the indicated

frequency.
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It should be noted in Figures 5-5 and 5-6 that above about 100 MHz for
9-1/2" straps and above 400 MHz for the 2-3/8" straps (but below the
frequencies where the length of the bond is a significant part of a
wavelength), a bond will generally not affect the voltage developed on the
equipment case. Also, the bonding effectiveness of the 2-3/8" straps are
typically 20 dB better at 10 MHz than with the longer straps.

The data in Figures 5-5 and 5-6 show a significant frequency range for each
bond where the bond creates the negative bonding effectiveness condition
cited earlier. This range can be increased in frequency (and reduced
somewhat in frequency range) by employing shorter bonds located away from
the ground plane.

In selecting a bond strap, the resonant frequency of the strap must be well
above the highest interfering frequency which is expected to be encountered
by the GSE/Avionics. This resonant frequency corresponds closely to the
frequency at which the worst bonding effectiveness value is obtained.

To reduce the RF impedance of the bond, and thus increase its bonding
effectiveness, a high C to L ratio should be achieved, by minimizing the
case to ground spacing and the length to width ratio of the bondstrap. The
inductance of the bonding strap can be minimized by selecting a strap whose
length is less than 5 times its width [4]. A good bond should have an
inductance of less than 0.025 microhenry [5]. -

5.4.3 Bonding Resistance

Although measurement of the dc resistance of a bond is obviously not an
indication of the bond’'s ac characteristics, it is often used as a guide to
the anticipated performance of the bond. Depending on the purpose of the
bond, military specifications designate the maximum dc resistance allowable
for a good bond.

For example, bonds that are installed to prevent shock hazards are required
by both MIL-B-5087B(2) INT AMD 3 and MIL-STD-1310E (SHIPS) to have a
resistance of less than 0.1 ohms. Radio-Frequency bond requirements in
MIL-B-5087B specify a resistance of less than 2.5 milliohm. Additionally,
in areas prone to explosion or fire hazards, maximum values of bond
resistance are designated; these values are functions of anticipated
maximum fault current in the event a power line to ground short occurs. A
guideline as far as a good RF bond is concerned, is a dc resistance value
of between 0.25 and 2.5 milliohms [4].

Measurements of various types of bond straps indicate the flat, solid strap
provides less inherent ac resistance than other types [6]. However, this
advantage is often a minor one, and may not offset the advantages of
flexibility of braid and lower cost of solid wire.
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5.5 BONDING TESTS

"5.5.1 1Introduction

The bonding tests described below are intended to identify practical test
techniques for measuring the parameters of an electrical bond. The
specific tests to be discussed include:

o DC Resistance Measurement

o Swept Frequency/Shunt-T Insertion Loss Measurement

Tabulated procedures are provided for each of these tests. They are
included for descriptive purposes only, and may have to be altered
depending on specific test conditions.

5.5.2 DC Resistance Measurement

5.5.2.1 Objective

This test is intended to give design personnel a general indication of bond
adequacy after installation, based on the dc resistance of the bond. The
test is often performed to establish whether or not the bond resistance is
within pre-established design limits. However, as pointed out previously,
measurement of bond resistance is not a complete indicator of the
electrical characteristics of the bond.

5.5.2.2 Instrumentation and Test Setup
Equipment required for this test is as follows:

o] A dc resistance bridge capable of measuring to about 0.001 ohm. The
bridge should be portable and easily moved, and should not be
position-sensitive. Connection of the test sample to the bridge
terminals should be easily performed without cumbersome adapters or
special tools.

o] A pair of heavy-duty spring clip leads for connection between the
bridge and the bonded junction. Clip leads may be connected to
braided straps and plugs to make connection to bridge. Total
resistance of external connectors and leads should not be greater
than 0.001 ohms.

Equipment set-up is as follows:

o Using the heavy-duty spring clips and braid, connect the leads to the
bridge.

o Place the bridge in operation according to the manufacturer’s
operation manual.

o Zero the bridge, including leads, and connect the clip-leads
across the bonded junction.
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5.5.2.3 Test Procedure
o  Adjust the bridge balance until a null is obtained.

o Compare the indicated resistance to the tolerance or design
limit.

o 1f the measured resistance is above the required value, check to
see that the bond has been properly installed. Tighten to design
limit any bolts, clamps, etc., and repeat the test.

o 1f bond resistance is still not within limits, redesign of the bond
may be necessary.

5.5.2.4 Special Precautions

o Be sure that the clip-leads and connections are not contributing
significantly to the total resistance measured.

o Be sure that the bridge is zero balanced to take into account the
effects of the external connectors and straps. .

5.5.2.5 Advantages/Disadvantages

o A DC resistance measurement of a bond will give an indication of
bond performance under dc or low-frequency high current flow, but
does not provide RF impedance levels.

o variations in bond RF impedance can severely affect system
performance and safety. Since the dc resistance test does not give
such data, its usefulness is restricted to an indicator of good
mechanical union between metallic surfaces. Physical form factors of
the bond, external to the bond junction, affect bond RF performance.
Additional tests may be necessary to insure adequate RF performance.

5.5.3 Swept Frequency/Shunt-T Insertion Loss Measurement

5.5.3.1 Objective

The shunt-T insertion loss test, using a swept frequency source and
wideband detector, is designed as a rapid method of characterizing bonding
impedance over the frequency range where bonding performance degradation
might ordinarily occur. The test, with careful test fixture design, can
measure bond impedance up to about 400 MHz [2], [7].

5.5.3.2 Discussion

The insertion loss-shunt-T test is based on the fact that if the shunt arm
impedance of a T-attenuator is low in comparison to the series arm
impedances, the current through the shunt arm will be essentially constant
for varying values of shunt arm impedance. For a fixed voltage input to
the T-attenuator, variations in the T-attenuator output voltage will be
proportional to changes in the shunt arm impedance.
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Figure 5-7 is an equivalent circuit of an insertion loss impedance
measurement device. Two isolation resistors, R, are placed in series with
the connections to the unknown impedance to form a T-network. The
isolation resistors are chosen to be large with respect to the unknown
impedance. The symbols R, R,, L; and L, denote the connection impedances.

Rs L R Rz L2 Rs

vV, v
in vy out

| i

Figure 5-7 Equivalent Circuit of the Impedance Measuring Device

The relationship between the unknown impedance and the insertion loss
through the test fixture is given as:

2= RI(R +50) | V. |
=2 2227, ohms (5-6)

I
50 A

This equation assumes a 50 ohm measurement .system. It also applies so long
as the absolute value of the bond impedance is less than 0.1 R . In
addition, with the measurement terminals open circuited, a minimum
attenuation value will exist; the equation applies only for values that are
well above this minimum.

The overall construction of a device for use in performing shunt-T
insertion loss measurements is shown in Figure 5-8. The unit is intended
to hold all of the test components and connectors, and maintain short lead
lengths in the process. The bolt on the test fixture is connected to the
bond strap under test. The case of the test fixture must be connected to
the ground plane using threaded holes on the bottom of the fixture.

GOLT TO BOND
[=] STRAP UNDER TEST

BOLT TO BOND STRAP

UNDER TEST
g |1 R TO AMPLIFIER
: ' Q) an0 DETECTOR

GROUND PLANE REFERENCE

Figure 5-8 Schematic Diagram .and Mechanical Details of Bonding
Impedance Measurement Test Fixture
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The two 50 ohm resistors in the test fixture are not shown in Figure 5-7.
They are used for properly terminating the test equipment, and are
incorporated in the fixture only when the value chosen for R, is large
compared to 50 ohms. In that case, the bond impedance becomes four times

the value computed using equation (5-6).
5.5.3.3 Instrumentation and Test Setup

The test equipment is arranged as shown in the block diagram of Figure 5-9.
The following equipment is required for the test:

o A swept-frequency source covering the desired frequency range. The
output signal level of the source should be constant over frequency,
and the X-axis sweep should be a known function of frequency,
preferably either linear or logarithmic. Its output signal level
should be between 0 dBm and +10 dBm for achieving a reasonable dynamic
range. :

o A wideband amplifier, with gain according to the following scale:

Anticipated Minimum
Bond Impedance, Ohms

0'0.1 0.‘1 ) 1..0 10 100

80 60 40 20 Not
required
Amplifier Gain Required, dB

The amplifier should be impedance-matched to the sweep generator and
to the detection system. The test fixture design has assumed both the
sweep generator output and amplifier input impedances are 50 ohms.

HORIZONTAL SWEEP

,_————- -
/ \
/ \
/
SweEp SONDING \ WIDEBAND DISPLAY
TEST AMPLFER (CAT OR XV)
oEN. ar| FixTURE DETECTOR
UNKNOWN
BOND
2

/_}7 1

Figure 5-9 Swept Frequency System for Measuring Bonding Impedance
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A wideband detector, which may be a diode/low-pass filter combination,
or a wideband logarithmic amplifier with dc output that is a function

- of log (E; ). The latter type is preferred.

Display and readout may be either an oscilloscope or X-Y plotter. The
input to the display device should be matched to the output of the
wideband detector.

A bonding test fixture, as shown in Figure 5-8. The test can

be performed using commercially available 50 ohm resistive splitters
without the shunt-matching 50 ohms, or a test fixture can be
fabricated from commercially available components.

5.5.3.4 Test Procedure

o]

I1ZI IN OHMS

Attach the bonding test fixture to the bond to be tested, using bolts
or clamps to insure good connection to the ground plane.

Connect the test equipment as shown in Figure 5-9. Initially by-pass
the test fixture, and connect the sweep source directly to the
amplifier. ‘

Adjust the sweep generator for maximum desired deflection on the
display/readout device and for the desired frequency range to be
swept. Adjustment of wideband amplifier gain and display/readout
deflection (X and Y) may be necessary to optimize the display.

Break the connection between the sweep generator and the wideband
amplifier, and connect the sweep generator output to the input of the
test fixture. Connect the output of the test fixture to the input of
the wideband amplifier.

A display similar to those shown in Figure 5-10 should be obtained.
The attenuator on the sweep generator output, or the input attenuator
on the display input can be used to calibrate the vertical display in
terms of insertion loss.

1000 Lor
2
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°. -
z 0.5
N
100
1 o‘ i
25 42 60 78 94102 423 42 60 78 95104
FREQUENCY IN MHZ FREQUENCY IN MHZ
(A) RESONANCE OF BONDING B) IMPEDANCE OF 2 1/4—INCH
STRAP AND CASE-TO- BRAIDED STRAP

GROUND CAPACITANCE

F.yure 5-10 Typical Bond Impedance Vs. Frequency Measurements
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o From equation (5-6), determine the bond impedance at a frequency of
interest. Don’t forget the 12 dB (4X) correction factor to be used if
the test fixture contains 50 ohm shunt resistors. The impedance
corresponding to a particular value of insertion loss should be
compared with both the value of R, in the test fixture and with the
minimum value of impedance obtained with the measurement circuit open.
The measured value should be less than 0.1 R and well above the
minimum impedance value.

(o} 1f the above conditions are not met, a test fixture with a
different value of R, must be used.

5.5.3.5 Advantages/Disadvantages

The shunt-T insertion loss test technique is convenient and easy to use,
once the test fixture is available. With a suitable, leveled output sweep
generator and a wideband detector, and a carefully constructed test
fixture, the method can be accurate to 400 MHz, and down to absolute values
of bond impedance of 0.01 ohm, although the low limit of impedance is
frequency-dependent. The frequency range of the test is limited by the
series reactance of the test fixture and by the amount of insertion loss
introduced as a result.

5.6 SINGLE VS. MULTI-POINT BONDING

At frequencies sufficiently low that the entire structure is less than N20
in size, a single point bond or ground generally is most desirable since it
avoids the problems of common-mode impedance coupling. In fact, efforts
are made to assure that contact between two ground planes can take place at
only one point to avoid noise that may result when irregular multiple point
contacts are permitted, as when two large metallic surfaces are in surface
contact under only moderate pressure.

Problems arise in implementing single point ground contacts when parasitic
capacitance is significant between equipment housings or between different
subsystem grounds. Problems also arise when interconnecting cables are
used, especially those having cable shields longer than )\/20 between the
source and the load. When cable shields interconnect subsystems, multiple
grounding paths from a given subsystem to the system ground (reference)
point exist. Furthermore, at frequencies high enough that the lengths in
the system exceed )20, parasitic capacitive reactance can constitute a low
impedance path while bond inductance can provide a comparable, but
inductive, reactance. Anti-resonance can even occur, thus effectively
isolating a circuit from its intended ground point at the anti-resonant
frequency of the bond and the parasitic capacitance.

Thus, while efforts should be made to preserve a single-point bond for
audio frequency applications, a multi-point bond is desirable at high
frequencies [8]. The purpose of the multi-point bond is to obtain a low
enough bonding inductance (reactance) that no significant impedance can
appear between the two points that are connected by the bond.
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5.7 BONDING DESIGN GUIDELINES

The. effectiveness of a bond depends on its application, frequency range,
magnitude of current, and environmental conditions such as vibration,
temperature, humidity, fungus, and salt content in the ambient. Figures
5-11 through 5-15 provide examples of direct and indirect bonds, to
illustrate the variety of techniques that have been employed to obtain low
impedance connections. Many other examples are available in the
literature, and particularly in MIL-STD-1310E.

PLATED TOOTH-TYPE WASHER

TINMED COPPER BOND STRAP BONDING AREA
{CLEAN BOTH MEMBERS

OVER ENTIRE
MATING SURFACE

/ o
o[ T@J g
/ — \ a

BOND STRAP LUG
PLATED TOOTHeTYPE waASHIR

Figure 5-11
Typical Shock Mount Bond

PANEL

,)‘: -
o
BONDING AREA _\
WITH FINISH
REMOVED.
Figure 5-13 Figure 5-12
Bonding of a Connector Base Mount Components
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Figure 5-14 Figure 5-15
Bolted Members Bracket Installation
(Rivet or Weld)

Some general guidelines to obtaining good bonds are provided below.

The secret to good bonding is intimate contact between metal surfaces.
Surfaces must be smooth, clean, and free of non-conductive finishes. The
fastening method must exert sufficient pressure to hold the surfaces in
contact in the presence of deforming stresses, shock, and vibrations
associated with the equipment and its environments.

Bonds are always best made by joining similar metals. If this is not
possible, special attention must be paid to the possibility of bond
corrosion, through the choice of the materials to be bonded, the selection
of supplementary components (such as washers) that will assure any
corrosion will affect replaceable elements only, and the use of protective
finishes.

Solder should not be used to provide mechanical strength to a bond.

Protection of the bond from moisture and other corrosion effects must be
provided where necessary.

Bonding jumpers are only a substitute for direct bonds. The jumpers should
be kept as short as possible, have a low resistance and low L/C, and not be
lower in the electro~chemical series than the bonded members. A good rule

to use is that the jumper should have a length-to-width ratio of less than

5.

Jumpers should be bonded directly to the basic structure, rather than
through an adjacent part. They should not be connected with self-tapping
screws, or by any other means where screw threads are the primary means of
bonding.

It is always important in the broadest types of bonding application that
the bonding jumper or direct bond is sufficient to be able to carry the
currents that may be required to flow through it.

Use single point bonds at low frequencies (circuit dimensions < A\/20) and
multi-point bonds at high frequencies.
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CHAPTER 6 NAVAIR AD 1115 GROUNDING

6.0 GROUNDING
6.1 GENERAL

Grounding involves the establishment of an electrically conductive path
between two points, with one point generally being an electrical/electronic
element of a system and the other being a reference point. When the system
" element of concern is an equipment enclosure (such as one rack of the VAST
AN/USM-247(V) System), then the reference point may be a ship structural
member. When the system element of concern is a circuit within
Avionics/GSE, then the reference point can be the equipment case or a
ground plane that may or may not be isolated from the case.

A good, basic ground plane or reference is the foundation for obtaining
reliable, interference-free equipment operation. An ideal ground plane
would be a zero-potential, zero-impedance body that can be used as a
reference for all signals in the associated circuitry, and to which any
undesirable signal can be transferred for its elimination. An ideal ground
plane would provide equipment with a common potential reference point
anywhere in the system, so that no voltage would exist between any two
points. However, because of the physical properties and characteristics of
grounding materials, no ground plane is ideal, and some potential always
exists between ground points in a system.

The extent to which potentials in the ground system can be minimized and
ground currents can be reduced will determine the effectiveness of the
ground system. A poor system, by enabling these spurious voltages and
currents to couple into a circuit, subassembly, or equipment, can degrade
the shielding effectiveness of well-shielded units, can essentially bypass
. the advantages of good filters, and can result in EMI problems that may be
rather difficult to resolve after-the-fact.

Various ground systems must meet requirements for personnel safety, as
related to the electrical power system, for lightning protection of
personnel and property, and for providing a signal ground bus as a common
electronic circuit return. Emphasis in this chapter will be placed on the
establishment of good signal grounds, since this aspect of grounding will
be of most concern to Avionics/GSE design engineers.

It is important to note that the GSE designer, even if he is developing a
small, portable tester, must consider grounding from a system point of
view. The system involved includes not only the test device, but the
equipment or system that the device will be testing. The ground systems
must be compatible under the interfaced condition.

6.2 GROUNDING TECHNIQUES

There are three fundamental grounding concepts that can be employed, as
illustrated in Figure 6-1. The approaches can be used separately or in
combination in any given equipment or system. They are: a) Floating
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Ground System, b) Single-Point Grounding System, and c) Multiple-Point
Grounding System.

¥ ¥

(A) FLOATING GROUND

1 |
*l {8) SINGLE-POINT GROUND

* - +*

(C) MULTIPLE - POINT GROUND

Figure 6-1 Grounding Methods

The Floating Ground System is a method to electrically isolate circuits or
equipments from a common ground plane, or from any common wiring that might
introduce circulating currents. Floating grounds depend, for their
effectiveness, on truly "floating".

For many situations, this complete isolation may be very difficult to
achieve. This is particularly true of a piece of GSE that will be
hard-wired to an aircraft or weapon in order to perform its test function.
Also, certain hazards exist in the use of floating systems, in that static
charges or lightning potentials may accumulate between the floating grounds
and other accessible grounds such as the flight-/weather-deck or other

portions of the ship structure, power line neutrals, the skin of the weapon
system under test, etc..

Examples of isolation techniques are shown in Figures 6-2 and 6-3. -Figure
6-2 employs transformer isolation, while Figure 6-3 obtains- isolation by
optical means.

GROUNDING

6-2



SYNCHRO INPUT
TWISTED SHIELDED TRIAX AWG 18

: ;ﬂt — |
e i

_I‘.—

$COTT T TRANSMITTER

SYNCHRO OUTPUT . I

Ground

- AWG 18 TWISTED
I

¢ $ SHIELDED TRIAX - SOLID STATE RELAY TO DIGITAL
E l Rl )
:’_I,_ — TO OTHER EQUIPMENT —__ : =37 S-av
< | ; —3 |
T L1 :
SCOTT T TRANSMITTER . s : . ’=LI
ISOLATION 10 MEGONM IBOLATION: 1 KV BREAKDOWN | rona
Figure 6-2 Figure 6-3
Typical Synchro Input, and Digital to Solid-State Relay,
Synchro Output Isolation and Solid-State Relay to
Circuitry Digital Isolation Circuitry

In a Single-Point Grounding System, a single physical point in the
circuitry is defined as a ground reference point. All ground connections
are tied to this point.

For multiple cabinet configurations, the cabinet and electronic circuit
grounds are often kept separate, with the single-point grounding concept
being used independently for each ground system. The interconnection
between ground systems is then made only at the reference point. This
isolates the rack or cabinets, and prevents circulating currents in one
ground system from affecting the other [1].

Again, because of the appendage nature of most GSE, it would be extremely
difficult to maintain a complete single-point grounding system. However,
under certain conditions, it may be advantageous to use single-point

grounding for the GSE and combination grounding for the GSE/weapon system.

At high frequencies (frequencies whose wavelengths approach equipment
ground plane dimensions or cable lengths), single-point grounding systems
are no longer practical. Therefore, it is important for the
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equipment/system designer to have an understanding of the
frequency-susceptibility of his device, as well as the internal and
environmental frequencies that are around to create EMI, before he
finalizes his grounding system design.

The Multiple-Point Grounding System is one in which a ground plane is used
instead of individual return wires for each circuit. The ground plane
might be an equipment chassis, or a ground wire that is carried throughout
a system, or (in the case of a very large system) building structural
members.

The advantages of a multiple-point grounding approach are that circuit
construction is easier, and it is the only way to avoid standing-wave
effects in the ground system at high frequencies. Also, a large conductive
mass can be selected for the ground plane. However, since multiple-point
grounding creates many ground loops, the quality of the ground system
becomes very important. Also, the ground plane must be carefully
maintained, particularly with reference to corrosion, vibration, and
mechanigal damage, which can introduce high impedances into the ground
system.

6.3 CIRCUIT GROUNDING CONSIDERATIONS(1],[2],[3]

1f the ground plane is fairly large, significant potential differences may
exist between two points on the ground plane. These voltages must be
considered when defining the permissible ambient interference level in the
system, and when determining the expected signal-to-interference ratio of
the signal -transmission circuits.

The simplest and most direct approach to keeping potential differences
introduced by the circuit ground plane to a minimum is to arrange circuit
components physically so that ground return paths are short and direct, and
have the fewest possible crossings of these paths. In this way, the
inter-circuit coupling of the ground currents will be low and isolated.

The effect of ground potential can be cancelled by electrically isolating
the circuits using a floating ground system. This method is especially
effective at audio and low radio frequencies. Above these frequencies,
however, its effectiveness progressively diminishes because, as the
frequency of equipment operation increases, coupling paths appear that
bypass the isolation transformers.

Band pass filters are another method of obtaining circuit isolation. These
filters are only effective when the frequency of the interference energy is
outside of the frequency band of the desired signal. Then the band pass
filter will reject the interference signal across the load, causing the
voltage drop to occur elsewhere in the circuit and not at the load. When
using band pass filters, care must be taken to insure that "ringing" is not
initiated by the undesired signal when it is processed by the filter.

! see Sections 3.3 and 4.5.2 for information on corrosion control.
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Differential or balanced circuitry can help reduce the effects of ground
circuit interference. Since a differential circuit responds only to the
potential difference between its input leads, the noise voltage at the
source may be above ground potential by a considerable amount without
degrading circuit performance. Figure 6-4 illustrates such a differential
circuit. The input voltage, V_, is the voltage to which the device
responds. V_, the interference voltage, is simultaneously impressed on
both input leads but is balanced out in the input to the device because
each input lead has the same impedance to ground. Thus, the device does
not respond to the ground circuit signal. In theory, the ambient noise
voltage is cancelled out, assuming the impedance of V_, is zero ohms. In
practice, there is always some unbalance in the diffetential device or
associated circuitry, and some part of V. will appear as a difference
voltage across an equivalent resistance R. The noise voltage differential
results in a reduced output signal-to-noise ratio. Figure 6-5 shows how
the unbalance causes a portion of V_, AV , to appear across the input
terminals of the device.

Figure 6-6 summarizes the above discussion. It shows the ground circuit
voltage, V_ , introducing an incremental voltage, &4V _, at the input to the
differential circuit. '

In transistorized digital circuits, the input and output impedance of the
circuits are generally relatively low. This makes the circuits more _
susceptible to the effects of low impedance (magnetic) fields than to the
effects of high impedance (electric) fields. One of the important
parameters controlling interference due to a low impedance field is the
loop area of the circuits causing and picking up the interference. By
minimizing the loop area of these circuits, much of the interference
problem can be eliminated.

— in
e
. Device
- In !
—
6.__/”‘

:
;

AAA

\“

Figure 6-4 Schematic Diagram of a Differential or Balanced Circuit
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Figure 6-6 Common-mode Voltage Generated by Current Flowing in a Finitely
Conducting Ground Plane

Where modular type construction is used, one method of minimizing the loop
area of grounded circuits is to mount modules on a sheet of good conducting
material, such as copper or aluminum, that is connected to the circuit
ground as directly as possible. All intra-module wiring should be run as
close to this sheet as possible. This technique can reduce the loop area
of these circuits to an extremely small value, but the capacitive coupling
of the circuits is increased. The effect of this increase in capacitive

coupling on circuit operation should be considered if this technique is
used.
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The use of high impedance input or output circuit 1mpedances when signals
must be transmitted over even a few inches should, in general, be
scrupulously avoided. Where the use of such signals cannot be avoided, the
interconnecting lead must be shielded and the shield grounded at each -
end [4].

6.4 POWER SUPPLY CONDITIONS[1]

The ideal method of utilizing ac power supplies in GSE would be to have an
individual power supply for each electronic circuit. This would give
complete decoupling of circuits viewed from the power supply, and since
this common conducting path would be eliminated, interference from this
source would also be eliminated. However, this is obviously a very
impractical solution in most cases, both from the standpoints of cost and
space requirements. Other alternatives must be considered.

It is generally good practice to isolate power and signal grounds from
each other. This will go a long way to minimizing the possible coupling of
signals between these two major types of paths.

Groups of electronic circuits can be connected to one power supply based on
a pre-arranged logical pattern. Critical circuits must be kept separated
(i.e., critical with respect to interference susceptibility), and each
given their own power supply when possible. If it is decided that these
critical circuits cannot be kept separate, a voltage regulator can be
introduced to act as decoupling component; Zener diodes can usually be used
quite effectively in such applications.

Use of a large capacitor or an RC network at the load end of power supply
leads can offer some degree of decoupling. This is particularly helpful in
digital cireuwits to reduce the inductive effects of long power supply
leads, but can introduce "ringing" at frequencies where the line and

- capacitor resonate. This condition can be circumvented by shunting the
decoupling capacitor with- a small RF bypass capacitor.

when deciding on which circuits to comnect to which power supplies, the
physical location of the electronic circuits must be considered. If no
other factors are involved, all circuits fed by a given power supply should
be grouped in the same area. However, in cases where various circuits will
have to operate simultaneously (as in a synchronous digital system) some
spatial separation may be advantageous to prevent coupling of radiated
energy.

Alternating currents of high amperage are potential sources of
interference coupling to adjacent lines. Transposed or twisted lines
should be used for all ac power circuits. Routing of these lines should be
away from susceptible lines. AC power circuits in which switching
transients are- expected may beneficially use shielding to contain the
higher frequency components of the transient. Such shielding should be
over the entire power wiring bundle and should be grounded at both ends.
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A power system that drives electro-mechanical relays should not generally
be used as a supply voltage for any electronic circuits because of the
large amount of noise in this system due to relay operations. 1In addition
to providing power relays, this power source may also furnish power for
indicator lights, small motors, electro-magnetic clutches and brakes, and
these devices may also be sources of noise. The power supply itself
generally consists of a transformer-rectifier combination, or a motor
generator set. In either case, the source is usually regulated to insure a
constant voltage over a wide range of loads.

The primary cause of relay interference is due to the de-energizing of
relays. When a relay circuit is opened, the collapsing magnetic field of
the relay coil induces a large voltage of the opposite polarity across the
coil. This induced voltage initiates an arc across the contacts that are
breaking the circuit. The arc contains energy, in a wide band of
frequencies, that may be transmitted as interference both by conduction and
radiation. There are many standard arc suppression techniques, but even
when these are used, a certain amount of noise will be conducted or
radiated from the source.

Another cause of conducted interference can be the changes of current in
the relay power supply busses due to the continually changing demands when
the equipment is in normal operation. The conducted interference can be
reduced by isolation of the relay circuits from the rest of the equipment.

To maintain isolation of the relay circuits and to prevent the system from
floating and possibly reaching a high potential above ground, the relay
system should preferably be grounded at a single point. Because of the
unusually wide distribution of relay circuits, and because it is the point
of maximum current, the ground connection should be made at the source.

In designing the power distribution system for relay systems where large
currents are expected, it is important to consider the IR drops of the
conductors in addition to their current-carrying capacities, although there
is relatively low voltage involved. Also, the generation of varying
magnetic fields due to the variation of the relay power supply currents
must be considered. The effects of these variations can be minimized by
running the supply and return leads as close together as possible
throughout the system, thereby reducing the loop areas of the various relay
circuits.

To minimize the possibility of dc supply lines coupling interference to
other circuits, and to protect them from receiving interference from other
lines, the best procedure is to use a twisted-pair for the supply line and
its return. Shielding offers little advantage on lines of this low
impedance. The routing should be away from ac power and control lines.
When possible, run separate supply lines from the various circuits using
the supply to the supply output. Do not share supply return lines with
other circuit returns.
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6.5 PRIME POWER CONSIDERATIONS([S]

There are two primary concepts regarding power returns. These are ground
or structure common return and wired return. Although the GSE designer
will probably have no control over the prime power configuration into which
his equipment must work, he should nevertheless be familiar with these two
concepts.

In the ground or structure common concept, one side of the power system is
grounded at the power source, and all loads use the vehicle frame or
structure as the return conductor. In three-phase connected ac systems,
the neutral is grounded and all single phase loads use the structure for
the return circuit. The principal advantage of this system is the reduced
weight resulting from the elimination of a great many heavy power return
wires.

The disadvantage of the common return system is that it does not distribute
the power efficiently. The flow of currents through structure produces
voltage drops in the structure. These voltages are normally small compared
to the operating level of the power system, but are large compared to the
operating level of electronic systems. This can create potential
interference problems in any electronic system using the structure as a
power return. Even systems using structure as a ground plane for shield
grounds are subject to induced voltages in susceptible circuits.

In the wired return concept, all systems are grounded at one point only and
have wires for all return circuits. The wired return system eliminates the
vehicle structure as an impedance common to all systems and therefore
eliminates the complex ground loops which exist with the common return
system. '

6.6 CABLING CONSIDERATIONS([S]

The problem of EMC in a complex electrical or electronic system is in many
cases dependent on the treatment of the shielding and the grounding of the
shields of interconnecting leads. Injudicious application of a grounded
shield to a wire may cause coupling problems that otherwise would not
exist.

Grounding of the shields may be accomplished as single-point or
multiple-point grounding. Factors that influence the selection of
single-point or multiple-point grounding include the interference signal
frequencies involved, the length of the transmission line, and the relative
sensitivity of the circuit to high- or low-impedance fields.

a. Single-point shield grounding. For multilead systems, each shield may
be grounded at a different physical point as long as individual shields
are insulated from each other. Single-point shield grounding is more
effective than multiple-point shield grounding only for short shield
length. Single-point grounding is ineffective in reducing magnetic or
electrostatic coupling when conductor-length-to-wavelength (L/\) ratios
are greater than 0.15, where the wavelength is that of the highest
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frequency to be used (or the highest frequency interference to be
- expected) on the wire or in the system [4].

b. Multiple-point shield grounding. For L/)\ ratios greater than 0.15,
multiple-point grounding at intervals of 0.15\ is recommended, since
the shield can act as an antenna that is relatively efficient at
L = )\/4 when one end is grounded. When such grounding of the shield at
intervals of 0.15\ is impracticable, shields should at least be
grounded at each end. Multiple-point shield grounding is effective in
reducing all types of electro-static coupling, so long as large ground
currents do not exist. In general, multiple-point shield grounding
solves most problems, but in audio circuits, single-point shield
grounding may be more effective because of the ground current problem.

An interesting comparison of the magnetic interference susceptibility of
cable-connected circuitry is shown in Figure 6-7. The evaluation was
performed at 100 kHz, with the measurement parameters having to do with the
type of cable used, whether or not the load is grounded, and how the cable
shield is grounded. Among other results, the comparison shows (for the
cases indicated) the disadvantage of returning the load to the ground
plane, and the advantages gained using tightly twisted leads.
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Figure 6-7 Relative Susceptibility of Circuits to Magnetic Interference
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The impact of cable shield and termination grounding on crosstalk has also
been explored. Figure 6-8 shows a coaxial cable test setup for :
investigating single- versus multiple-point grounding, with single-point
grounding always applied at the input ends of two 17-foot long cables([6].
The induced voltage in the receiving cable was measured for four
conditions:

a.

b.

Sending and receiving cable resistor termination floating at
the receiving end.

Sending and receiving cable resistor termination grounded at
the receiving end.

Sending cable resistor termination grounded and receiving
cable resistor termination floating at the receiving end.

Sending cable resistor termination floating and receiving
cable resistor termination grounded at the receiving end.

SENDING CABLE

e o o e e e e e o

Figure 6-8 Test Setup for Coaxial Cable Crosstalk Measurements
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Figure 6-9 shows some of the results of this test. It points out that
specific rules on how to ground cannot be defined, and that the best :
grounding technique to employ is the one that works best for the particular
circuitry involved. 1In this case, lowest crosstalk is obtained when the
sending cable is single-point grounded and the receiving cable is
multiple-point grounded.

A comparison between two of the coaxial curves.of Figure 6-9 and a shielded
twisted pair configuration is shown in Figure 6-10. The sending and
receiving cables of the twisted pair were grounded as shown in Fiqure 6-7
(F), that is, the cable shields were grounded at both ends, while the
signal return leads were grounded only at the input ends. The advantages .
of the latter confiquration can be seen in Figure 6-10.

The performance of tests of this type indicate that, for low-level signals
and low-impedance circuits where the distance between input connector and
circuit input is small, i.e., an inch or two, the use of a twisted-pair
alone may prove adequate. For long runs, the use of twisted-pair shielded
wire becomes mandatory; this is true with unbalanced as well as with
balanced output devices. 1In the balanced case, there should be no
grounding except for the shield; in the unbalanced case, it is often
necessary to ground one of the conductors as well as the shield. The
shield and conductor should be grounded at the same point. Single-point
grounding of the shield should be used for short runs and multiple-point
grounding for long runs. If a shielded twisted-pair is part of a cable
bundle and the bundle must go through a connector, three pins should be
made available on the connector to provide insulated passage of the
twisted-pair leads and the shield when it is not desirable to ground the
shield at the connector.
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Figure 6-9 Measured RF Coupling Between Coaxial Cables
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Figure 6-10 Measured RF Coupling in Shielded Cables

Signals of high level will, in general, not be bothered by susceptibility
of circuits. Rather, it may be a source of interference to lower level
signal lines. For this reason, and dependent on other characteristics of
the signal, either a twisted-pair or a shielded lead should be used.
Multiple shielding may be required if the signal is of sufficient level.
Grounding should be applied at both ends to prevent electric field
radiation from the cable.

When cable shields are grounded, good electrical contact to the shield mus
be established. If possible, the shield should be grounded completely
around the periphery of the connector shell. The use of pigtail grounding
should be avoided on all cables, particularly those carrying signals above
1 MHz. When it becomes necessary to use a pigtail, the length should be
minimized.

Figure 6-11 provides an indication of how the length of these ground leads
can affect the coupling between two shielded cables [7].-

‘There may be situations when multiple-shielded cable usage is considered
necessary. For example, one suggestion has been made to use
multiple-shielded cable for unbalanced input circuits with sensitivity
thresholds better than 50 millivolts and operating frequencies between

5 kHz and 1 MHz [3]. When biaxial or triaxial cables are employed,
single-point grounding should be used. An illustration of how to ground
double-shielded cable is provided in Figure 6-12. Double or
triple-shielded cable may be necessary for feeding high input or output
impedance circuitry, particularly if the circuit is in a high electric
field environment.
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Figure 6-12 Example of Grounding a Double-Shielded Coaxial Cable

6.7 GROUNDING DESIGN GUIDELINES

Although the specific grounding philosophy to be employed in Avionics/GSE
is very dependent on some of the detailed design objectives of that
equipment, it is nevertheless possible to establish general grounding
guidelines to follow. These are stated below, with the understanding that
they should not be applied rigidly, and that alternate grounding methods
should be tested before selecting a final design.

o Remember that the ground system of concern includes the
combined effects of both the GSE and the equipment under

test.

o Use single-point grounding when the dimensions of the circuit
or component under consideration is small compared to the
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wavelength of concern (typically less than 0.15)\). Use
multiple-point grounding when circuit or component dimensions
exceed 0.15)\. When possible, ground large circuits or
components at several locations, so that the separation
between grounds is never greater than 0.15A.

There are occasions when transformer isolation and other
isolation techniques can be used to prevent ground loops from
occurring.

Keep all ground leads as short and direct as possible. Avoid
pigtails when terminating cables.

It is advisable to maintain separate ground systems for signal
returns, signal shield returns, power system returns, and chassis or
case ground. They can be tied together at a single ground reference
point.

Ground reference planes should be designed so that they have
high electrical conductivity, and so that they can be easily
maintained to retain good conductivity.

Circuits that produce large, abrupt current variations should
have a separate grounding system, or should be provided with
a separate return lead to the single-point ground. This will
reduce transient pickup in other circuits.

Grounds for low-level signals should be isolated from all
other grounds.

Never run supply and return leads separately, or in separate
shields. A twisted pair is the best configuration for the
supply bus and its return. Also, avoid carrying signal and
power leads in the same bundle or in close proximity to one
another. When signal and power leads must cross, make the
crossing so that the wires are at right angles to each other.

Use of differential or balanced circuitry can significantly
reduce the effects of ground circuit interference.

For circuits that operate below 1 MHz, tightly twisted pairs of wires
(either shielded or unshielded, depending on application) that are
single-point grounded offer the best approach to reduce equipment
susceptibility.

When coaxial cable is necessary for signal transmission, it
appears that signal return through the shield and single-
point grounding at the generator end (see Figure 6-7 (E))
offers certain advantages at the lower frequencies. However,
other grounding arrangements should be considered. At high
frequencies, multiple-point shield grounding is required.
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Low-level sensitive transmission lines may require multiple
shields. Single-point grounding of each shield is recommended.

GROUNDING BIBLIOGRAPHY
R.F. Ficchi, "The Grounding of Electronic Equipment," 8th

Tri-Service Conference on Electromaggetic Compatibility, October 1962,
ppo - .

U.S. Army Electronics Laboratories, Ft. Monmouth, N.J.,
"Interference Reduction Guide for Design Engineers," 1 August
1964.

National Aeronautics and Space Administration, "Radio
Frequency Interference Handbook," NASA SP-3067, 1971.

C.B. Pearlston, "Considerations in Electromagnetic Interference," IEEE
Transactions on Radio Frequency Interference, Vol. RFI-4, No. 3,

OCtO r ¢ pp . — ° .

AFSC Design Handbook DHI-4, Electromagnetic Compatibility.

I.M. Newman and A.L. Albin, "An Integrated Approach to

Bonding, Grounding and Cable Selection," 7th Conference on
RFI Reduction and EMC, November 1961.

Naval Air Systems Command, "Electromagnetic Compatibility
Manual,” NAVAIR .

GROUNDING



CHAPTER 7 NAVAIR AD 1115 FILTERING
7.0 FILTERING
7.1 GENERAL

Even when a system has been well designed and incorporates proper shielding
and grounding considerations, undesired energy can still be conducted
through the system to degrade performance or cause malfunction. Filters
can reduce this unwanted conducted energy to levels at which the system can
function satisfactorily. Because of this role, filters are important in
contributing to EMC. :

An electrical filter can be defined as a network of lumped or distributed
constant resistors, inductors, and capacitors or their equivalent, or any
combination thereof, that offers comparatively little opposition to certain
frequencies, or to direct current, while blocking the passage of other
frequencies [1]. The design of filters is an art as well as a science
since much depends on the judgment and techniques used by the filter design
engineer.

The purpose of this chapter is to provide the Avionics/GSE design engineer
with general filter design information that can be useful in the
development of compatible avionics support units. However, some overall
comments on EMI filtering are first considered appropriate.

First of all, it is important to point out that filters are often used only
as stop-gap measures to problems that might have been resolved in a
different way earlier in system design. For example, improved circuit
linearity requirements might have obviated the need for a harmonic filter.
Similarly, improved isolation of a relay circuit could have resolved a
problem that later had to be attacked with transient suppression filters.
An initial engineering effort should be made to design circuits that are
inherently free of EMI. As part of this engineering effort, filters should
be considered to limit the magnitude of EMI currents and to confine the
currents to the smallest practical physical area, but the decision to use a
filter should be made at a stage of development that provides maximum
choice in alternative EMC approaches.

The impetus to the establishment of equipment filtering requirements (or
shielding or grounding requirements for that matter) are the formal and
informal specifications imposed on the designer. Thus, formal interference
specifications such as MIL-STD-461 limit the amount of conducted
interference that may be introduced on a powerline. Tolerable interference
levels on critical internal equipment leads must be defined during an early
stage of Avionics/GSE design so that circuit designers know the conditions
their subassemblies must meet. The ability to comply with these
specification limits can then be continuously assessed in the breadboard
stage, etc.. Discrepancies between design objectives and actual EMI levels
can often be most easily resolved by adding or modifying filters,
particularly as portions of the design are frozen.

while filters are necessary and should be placed where needed, care should
be taken to avoid redundant filtering caused by uncoordinated efforts of
separate design groups. Redundancy usually occurs when each "black box" i
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required to meet an interference control specification regardless of final
location. Although trade-offs must be made, there is no substitute for a
well thought-out system EMC control plan. 1f formulated well ahead of the
system design, filter duplication can be avoided.

The effectiveness of any EMI filter is greatly influenced by the impedance
of its source and load terminations. Manufacturers of EMI suppression
filters normally specify the filter characteristics with fixed source and
load impedances (usually 50 ohms). The actual characteristics may be
different when used in a circuit that requires other terminations, or when
used in circuits whose impedances are not fixed. This aspect must be taken
into consideration when designing, specifying or using EMI filters.

The uncertainty in knowing the impedances into which a filter will work
when it is installed in an equipment makes it difficult to evaluate what
its effectiveness will be in a given situation. This is a particular
problem with regard to power line filtering. Initial steps have been made
to establish the statistics of filtering effectiveness based on measured
values of line and load impedance [20].

Certain quidelines are helpful in deciding what type of filter circuit to
apply in any given instance. For example, if it is known that the filter
will connect to relatively low impedances in both directions, then a
circuit containing more series filter elements is indicated (a "T"-circuit,
for instance). Conversely, a high-impedance system calls for a "n"-filter.
If the filter is connected between two severely mismatched impedances, then
an asymmetric filter circuit such as two "1"_gection elements can be used.
The series element faces the low-impedance side of the system.

The basic characteristic used to describe filter performance is its
insertion loss. Insertion loss is defined as the ratio of voltages
appearing across the system terminals immediately beyond the point of
insertion of a filter, before and after insertion [12], [14]. This ratio
is expressed in decibels (dB) as follows:

Insertion loss = 20 log (E, /E,] ‘ (7-1)
where:

E, = load voltage without filter.

E, = load voltage with the filter inserted.
A number of other filter characteristics are important. The input and
output impedance requirements have already been cited. Others include the
attenuation in the pass-band, the skirt falloff characteristic (rate at
which the filter insertion loss changes as a function of frequency),
steady-state and transient voltage ratings, etc.. These and other
parameters will be discussed in more detail in Section 7.8 of this chapter.
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7.2 FILTER DESIGN'

As indicated previously, filters are designed to attenuate at certain
frequencies while permitting energy at other frequencies to pass unchanged.

Reflective filters do this by using combinations of capacitances and
inductances to set up a high series impedance or a low shunt impedance for
the interfering currents. Lossy filters do this by absorbing the
interference energy. ‘

The passband of a filter is the frequency range in which there is little or
no attenuation. The stopband is the frequency range in which attenuation
is desired. The attenuation may vary in the stopband and is usually least
near the cutoff frequency (the frequency at which a 3 dB insertion loss is
obtained), rising to high values of attenuation at frequencies considerably
removed from the cutoff frequency.

Filters can be grossly classified according to the relative positions of
the passband and stopband in the frequency spectrum. There are four
classes: low-pass, high-pass, bandpass, and band-reject, and the
discussions to follow will deal with these classes. Attenuation as a
function of frequency for each of the classes is shown in Figure 7-1.

Design considerations for these four filter classes will next be presented.
It should be pointed out that the Tables and Nomographs chapter of this
design guide (Chapter 8) contains several normalized graphs and nomographs
for convenience in making insertion loss calculations or defining filter
parameters for selected filter types. .

7.2.1 Lowu?ass Filters

EMI control usually requires filters of the low-pass type. Power line
filters are low-pass filters that pass dc or power frequency currents
without significant power loss, while attenuating signals above these
frequencies. Filters incorporated in amplifier circuits and transmitter
output circuits are usually of the low-pass type so that the fundamental
signal frequency can be passed while harmonics and the spurious signals are
attenuated.

7.2.1.1 Shunt Capacitive Filters, and General Capacitor Characteristics
The simpleét low-pass EMI filter is a shunt capacitor connected from the

interference-carrying conductor to ground. It serves to bypass HF energy,
as indicated in the ideal representation of Figure 7-2.

T. Except for ferrite filters, only lumped constant filters are considered
in this design guide.
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Figure 7-2 Capacitor Low-Pass Filter
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Under these circumstances, the insertion loss of a shunt capacitor filter
is defined [1], [3] by the relationship:

IL(dB) = 10 log (1 + F*) (7-2)
where:

F = nfRC

f = frequency, in Hertz

R = driving or termination resistance, in ohms

C = filter capacitance, in farads

An actual capacitor incorporates both resistance and inductance. These
effects are due to such factors as the foil inductance of the capacitor
plates, lead inductance, foil resistance, and lead-to-foil contact
resistance.

The variations in these inductive and resistive effects depend upon the
type of capacitor. Metalized paper capacitors, while small in physical
size, offer poor RF bypass capabilities because of high resistance contact
between the leads and the capacitor metal f£film. They are also a source of
radio noise as the dielectric punctures and self-heals by burning away the
metal film. This effect is indicated by the switch in the equivalent
circuit shown in Figure 7-3. The standard wound aluminum foil capacitor
may be employed as a radio frequency bypass in the frequency range up to 20
MHz. Its useful frequency range of operation is a function of capacitance
and lead length. Its equivalent circuit is the same as that of the
Metalized paper capacitor, but R, and S of Figure 7-3 are not in the
circuit.

Lead-to-Foil Contact Resistance

Resistance of Metallized Foil

Lead Inductance

Capacitance NN VA ¢ . L

Foil Inductance .
short Circuit Resistance s
Short Circuit due to Voltage Pu.cture - .

Figure 7-3 Metalized Capacitor Equivalent Circuit

(2 nor o
nounononnu

As a result of these inductive effects, a capacitor will exhibit a
capacitive reactance at low frequencies, and this situation will be
maintained until its self-resonant frequency is reached. Above this
frequency, the capacitor behaves like an inductive reactance. This effect
is illustrated in Figure 7-4. Also note the effect of changing capacitor
lead length on this self-resonant frequency.

Mica and ceramic capacitors of small values are useful up to about 200 MHz.
A capacitor of flat construction, if the capacitor plates are round as in a
ceramic disc capacitor, will remain effective to higher frequencies than
one of square or rectangular construction.
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Figure 7-4 Insertion Loss of an 0.05-yf Aluminum Foil Shunt Capacitor

Other factors must be considered in selecting ceramic filter capacitors. A
ceramic capacitor element is affected by operating voltage, current,
frequency, age, and ambient temperature. The amount the capacity varies
from its nominal value is determined by the composition of the ceramic
dielectric. The dielectric composition can be adjusted to obtain a desired
characteristic such as negative temperature coefficient, or minimum size.
In obtaining one characteristic, other characteristics may become
undesirable for certain applications. For example, when the dielectric
composition is adjusted to produce minimum size capacitors, the voltage
characteristic may become negative to the extent that 50 percent capacity
exists at full operating voltage, and full ambient temperature may cause an
additional sizable reduction in capacity. Also, from the time of firing of
the ceramic, the dielectric constant of the materials used may decrease;
after 1000 hours, the capacitance may be as low as 75 percent of the
original value. The designer should make ceramic capacitor selection based
on required capacity under the most adverse operating conditions, and
taking into account aging effects.

Capacitors of short-lead construction, and feed-through capacitors, are
three-terminal capacitors designed to reduce inherent end lead inductances.
Figure 7-5 shows the construction of these three-terminal types [4]. 1In
each case, the inductance of the lead is not included in the shunt circuit.
The wound foil short-lead capacitor is made with an extended foil type
construction so that each plate of the capacitor can be soldered to a
washer-shaped terminal. One washer is, in turn, soldered to the center
lead, while the other is soldered to the case that is the ground terminal.
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FEED-THROUGH CAPACITOR .

Figure 7-5 Three-Terminal Capacitor Construction

Theoretical insertion loss of three-terminal capacitors is the same as for
an ideal two-terminal capacitor. However, the insertion loss of a
practical three-terminal capacitor follows the ideal curve much more
closely than does a two-terminal capacitor. The useful frequency range of
a feed-through capacitor is improved further by its case construction,
enabling a bulkhead or shield to isolate the input and output terminals
from each other.

While the short-lead construction capacitor is ideally suited for EMI
suppression in the frequency range of 1 to 1000 MHz, feed-through
capacitors are available with a resonant frequency well above 1 GHz. The
feed~through current rating is determined by the stud diameter. Figure 7-6
shows the insertion loss characteristics of typical feed-through
capacitors, while Figure 7-7 indicates the construction details of a
feed-through unit.

Capacitor selection for shunt capacitive filters, or any other filter
application, is determined in part by the voltage, temperature, and
frequency range in which the filter must operate. For 28 V dc
applications, capacitors rated at 100 working volts dc (WVDC) are adequate.
Metalized mylar capacitors offer the most compact design and good
reliability. Their dissipation factor is very low, and lead length can
generally be kept short to improve high frequency performance.

Wet-type electrolytic capacitors are used for dc filtering and sometimes in
EMI filters. They are single polarity devices, and their high dissipation
factor or series resistance make them poor RF filters. An RF bypass
capacitor should be placed across the output of dc supplies using
electrolytics. The dissipation factors of electrolytic capacitors
increase, and their capacitances decrease with age.

If a large value of capacitance is required in a small space, tantalum
capacitors may be considered. Because tantalum capacitors are

electrolytics, they are more sensitive to over-voltages, and are damaged by
reverse polarity. The dissipation factor is considerably higher than for
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mylar or paper capacitors, and high frequency characteristics are poor. A
large tantalum capacitor reaches its minimum impedance at 2 to 5 MHz or
less, depending upon construction and capacitance value.

Capatitors for 120 V ac applications should be rated at 400 WvDC and be
suitable for ac use. A unit of mylar and foil or of paper-mylar and foil
is recommended. Dissipation factor is low and high frequency performance

is good. For 240 V ac applications, an oil-impregnated paper and foil unit
is recommended.

1f good capacitor performance is to be expected above about 50 MHz, it is
necessary to use designs incorporating feed-through techniques. As noted
previously, lead inductance in a feed-through capacitor is not part of the
shunt circuit, so that, compared to capacitors with leads, its insertion
loss is not degraded as rapidly with increase in frequency.

EXTERNAL TOOTHED HEX NUT
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PART NO.4-2-9 <y 1 x 28UNF-24 THD
X268 UNF-2ATHD

, l )
0.400 B 4 \
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.400 . ;
o o 4 N/
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Figure 7-6 Typical Feed-Through Capacitor Characteristics

FILTERING



-T_ : roiLs

By =

SOLDER COMNECTION YO | L":f”":' [:!

7LD —THAOUEN U3

SOLDER CONMECTION

ALL CXTENDED FPOILS ‘.-l—_
- TO HOUSING

SOLDERED TOCLTHMEIR

Figure 7-7 Construction of Feed-Through Capacitor

7.2.1.2 Series Inductive Filters, and General Inductor Characteristics
Another simple form of low-pass filter is an inductor connected in series
with the interference carrying conductor. It is ideally represented in
Figure 7-8. 1In practice, its insertion loss can be defined [1],[3] by the
relationship:
IL(dB) = 10 log (1 + F*) ' (7-3)
where:

L
F=nf -

R
f = frequency, in Hertz

R = driving or termination resistance, in ohms.

L

O

Figure 7-8 Inductor Low-Pass Filter

In practice, an inductor exhibits inductive reactance only until its
self-resonant frequency is reached. Above self-resonance, it appears as a
capacitive reactance, with the interwinding capacitance becoming dominant.

Filter inductors are usually toroidal, wound on cores of powdered iron,
molybdenum permalloy, or ferrite material. The size of the core is
determined by required inductance and current rating. The magnetic flux
(number of turns multiplied by the peak current) should not drive the core
to more than 50 percent of magnetic saturation.
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The choice of core materials is determined by operating frequency and
current rating. Powdered iron cores can be used for all dc applications
and for most 60 Hz applications. For high current 60 Hz devices, and for
all 400 Hz applications, molybdenum permalloy cores should be used.

Ferrite materials can be considered when the current that will flow through
the inductor will not saturate the core.

Stray or distributed capacitance in a filter inductor has two detrimental
effects: EMI may be coupled from input to output of the filter via the
capacitance, and the capacitance may cause the filter to become
self-resonant at one or more critical frequencies. Windings should be
placed on the coil so that input and output turns are separated as much as
possible to keep stray capacitance low. Distributed capacitance effects
may be reduced by a careful arrangement of turns. In some cases, two or
more coils wound on separate cores are connected in series to raise the
self-resonant frequency.

Coil loss resistance is a measure of all power losses, hysteresis losses,
and frequency-dependent absorption losses in the core. Loss resistance
increases with frequency because of skin effect in the conductor, and due
to changes in core loss with frequency. An increase in loss resistance
represents an increase in attenuation in the filter passband. Losses in
the core are not particularly detrimental, except that the insertion loss
in the passband must be kept low.

7.2.1.3 Low-Pass "L" Section Filters

A primary disadvantage of single element filters is that their out-of-band
falloff rate is only 6 dB per frequency octave (20 dB per decade). By
combining both a shunt capacitor and a series inductance single element
filter into an "L" configuration, a falloff rate of 12 dB per frequency
octave can be obtained.

The two possible representations of low-pass "L" section filters are shown
in Figure 7-9. 1In 7-9a, the capacitor shunts the source impedance, while
in 7-9b, the capacitor shunts the load impedance. The insertion loss for
the "L" section filter is independent of the direction of inserting the "L"
section into the line, if source and load impedances are equal. When
source and load impedance are not equal, the greatest insertion loss will
usually be achieved when the capacitor shunts the higher impedance.

a)

b)

VVVY
-

Figure 7-9 Low-Pass "L" Section Filter
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The insertion loss of an "L" section lumped-constant network into 50 ohm
resistance source and load impedances is [3]:

F°D’ \ :
IL(dB) =10 log (1 + —— + F") (7-4)
2
where:
1-4d

D= ——om

Va

d= L/R = damping ratio

\VZ (R) \V7
L RC

w (ifd=1)

o

w =\/2/LC (if d # 1)

[<]

F= ww =f/f = normalized frequency
w = 2nf = angular frequency (radians/second)

The "damping ratio", d, relates the magnitudes of the filter elements to
the magnitudes of the source and load impedances. It is defined so that
setting d equal to one (ideal damping) results in the elimination of the
squared frequency term from the insertion loss equation and produces an
abrupt transition from the pass-band to the stop region. The equations for
Butterworth filter designs are obtained when d is set equal to one.

Values of d less than one result in insertion loss curves identical to
those obtained when d is greater than one. That is, for two element
filters:

IL (for d = n) = IL (for d = 1/n), for n = any real number (7-5)

The insertion loss of a two-element filter is not changed when it is .
"turned around" so that the source and load terminals are transposed, so
long as the source and load impedances are equal.

The physical size of an "L" section filter depends upon insertion loss
requirement, current rating, and voltage rating, with the first two usually
predominant. The "L" section type of filter may give poor high frequency
attenuation because of stray inter-turn capacitance. In some cases, the
"L" type may resonate and oscillate when excited by transients.

Figure 7-10 provides an example of a commercially available "L"-section
low-pass filter. This type of configuration enables a unit to be
manufactured that can maintain an adequate rejection level to 1 GHz.
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Figure 7-10 Example of Commercial "L" Section Filter
7.2.1.4 n-Section Filters

The "n-" section filter is the most common type of radio frequency
interference suppression network. Figure 7-11 shows the circuit of the
n-section filter. Advantages are ease of manufacture, high insertion loss
over a wide frequency range, and moderate space requirements. Although
voltage rating must be considered, current rating and attenuation are the

most important factors in determining the size of the filter.

I T

Figure 7-11 Low-Pass n Filter
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INSEATION LOSS - @

The insertion loss of a lossless n-section network operating with equal
source and load impedance is [3]:

IL (dB) = 10 log (1 + F°D* — 2F'D + F°) (7-6)
where:

l1-4d
D= T—

vd
d = L/2CR = damping factor
w = \/2/LC = 2R/L = 1/RC (if d=1)

(-]

w, =V2/RC (ifd#1)

F = uyh%
w = 2nf = angular frequency

Unlike the "L" section filter case, overdamping or underdamping of
n-section (and T-section) filters result in entirely different effects.
This is discussed further in Section 7.2.1.6 of this design guide.

A typical attenuation curve of a n-section filter has a slope of
approximately 18 dB per octave; the high frequency performance can be
improved by internal shielding within the filter case. However, the "n"
circuit is very susceptible to oscillatory ringing when excited by a
transient. Representative data on a series of commercial low-pass “"n"
filters are shown in Figure 7-12.

Courtesy of

. .
T rIm R.F. Interonics

Figure 7-12 Representative n-Section Filter Characteristics

The multiple n-section filter (cascaded n-sections) has characteristics
identical to those of the multiple L-section filter. The attenuation curve
of the theoretical multiple n-section filter rises at a rate of 20 dB more
per decade of frequency than does a multiple "L" filter of the same number
of sections. Although this may not be a significant factor when three or
more sections are used, it does provide a capacitive input at both ends of
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the filter that is sometimes advantageous. An extensive use for this type
of network is as a power-line filter in large installations, and for
shielded enclosures where high attenuation is needed at very low
frequencies.

7.2.1.5 "T" Section Filters
The "L" type low-pass filter can also be improved by the introduction of
another series inductor. This addition forms a "T" section filter, which
consists of two inductors in series with a shunt capacitor connected from
the junction of the two inductors to ground (see Figure 7-13). Insertion
loss is given by:
IL (dB) = 10 log (1 + F°D’ - 2F'D + F°) (1-7)
where:
1-~4d
Vd
d = R’C/2L = damping factor
w = \/2/LC = R/L = 2/RC (if d = 1)

5 _
w =Y2RA’C (if d # 1)

F = ay%%

D =

w = 2nf

VVVY

Figure 7-13 Low-Pass "T" Filter
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The "T" type of filter is a very effective form of the lumped-constant type
of filter for reducing transient interference. Its major disadvantage is
the requirement for two inductors, which under some circumstances may
present a size penalty. It provides the same out-of-band falloff rate as
the n-section filter, that is, 18 dB/octave (60 dB/decade) for a single
section.

Figure 7-14 provides representative information on commercially available
T-section low-pass filters.
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£ V.
60
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LOCKWASHER, INTERNAL TOOTH 74
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060 X .125 174-25 UNF 2A THREAD . ° i
HOLE TYPICAL 10KHZ 100KHZ 1MHZ 10MH2Z 100MHzZ 1GH2
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)

. Tolerance: *0.010 unless otherwise specificd.

Case material and finish: stecl, gold plated (optional).
Casc marked with Genisco G and part number.

Typical weight: 5 to 12 grams.

Recommended torque during installation: 40 in. oz.

. Each filter is supplied complete with lock washer

and nut.

SR

Courtesy of Genisco Technology Corp.

Figure 7-14 Representative Commercial Low-Pass T-Section
Filter Characteristics

7.2.1.6 1Insertion Loss Calculations for "n" and "T" Section Filters

The equations for the insertion loss of a T-circuit and a n-circuit as
given by Equations (7-6) and (7-7) are of the same form, but differ with
respect to the definition of the equation parameters. The equation has
three modes of response. When d equals one, the response is optimally
damped and is the ideal (Butterworth) response curve. When 4 is greater
than one, the response is in an overdamped mode. When d is less than one,
the response is in an underdamped mode. In the underdamped case, the curve
has a maximum in band loss of:

IL = 10 log (1 + 4D’ /27) (7-8)

at the frequency where F = D/3. A minimum loss point will also occur at
the frequency where F = D,
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7.2.1.7 Lossy Line Filters

While the input and output impedances of some filters can be expected to
match their intended source and load impedances over a fairly broad
frequency range, it is more often the case that such matches will not
occur. For example, the input impedance of a powerline filter almost never
achieves a match with the impedance of its associated powerline. As
another example, a transmitter harmonic filter is generally designed to
match the transmitter output stage over the fundamental frequency range,
but not necessarily at its harmonic frequencies.

Because of such mismatch situations, there have been many cases when the
insertion of a filter into a line carrying interference has actually
resulted in more, rather than less, interference voltage appearing on the
line beyond the point of its application [3]. This deficiency in all
filters composed of low loss elements has led to the development of
dissipative filters that take advantage of the loss-versus-frequency
characteristics of magnetic materials such as ferrites.

Ferrites are inert ceramics containing granulated iron compounds. They are
free of any organic substances, and are not degraded by most environments.
Ferrites have both a large relative permeablllty (u,) and a large relative
permittivity (€ ). When 4 = ¢ for a given ferrite the wave 1mpedance of
the material is equal to the wave impedance of free space, and an impinging
EM wave is absorbed without reflection [39]). This occurs over a small
relative bandwidth and is the reason for the loss-versus-frequency
characteristics of ferrites.

One form of dissipative filter uses a short length of ferrite tube with
conductive silver coatings deposited on the inner and outer surfaces to
form the conductors of a coaxial transmission line. The line becomes
extremely lossy at radio frequencies, that is, it has high attenuation per
unit length in the frequency range where either electric or magnetic
losses, or both, become large. An example of the performance of a lossy
line filter of this type is shown in Figure 7-15.

Dissipative filters of this type are necessarily low-pass. One of the
large uses of such filters is in general-purpose power-line filtering, in
which the dissipative filter is combined with conventional low loss
elements to obtain the necessary low cutoff frequency.

Another method of achieving a dissipative filter is by use of lossy beads.
Tubular ferrite toroids offer a simple, economical method for attenuating
unwanted high frequency noise or oscillations. One bead slipped over a
wire produces a single-turn RF choke that possesses low impedance at low
frequencies and moderately high impedance over a wide high frequency band.

FILTERING
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Figure 7-15 Insertion Loss of a Ferrite Tube Low-Pass EMI Filter

The presence of a ferrite bead on the wire causes a local increase of
series impedance (largely resistive) presented to currents in the wire.
Figure 7-16 illustrates the effects of one ferrite bead on a length of wire
[4]. Adding more or longer beads provides additional units of series
inductance and resistance in direct proportion. Extra turns of wire can be
passed through the bead, increasing both resistance and inductance in
proportion to the square of the number of turns. Because of distributed
winding capacitance, this technique is most effective at the lower
frequencies. Because of the high resistivity of ferrite beads, they may be
considered insulators for most applications.
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Figure 7-16 Filter Characteri