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AFSC DESIGN HANDBOOK 1-4
ELECTROMAGNETIC COMPATIBILITY
FOURTH EDITION, REVISION 1

This handbook provides system designers with electromagnetic compatibility design principles, information,
guidance, and criteria; and establishes a central source of electromagnetic compatibility design data (any
type of factual information that can be used as a basis for design decisions). This handbook partially
implements AFSCR 8-4.

CONTENTS
CHAP 1 o e e e GENERAL INFORMATION
CHAP 2 .. PLANNING THE EMC DESIGN PROCESS
CHAP 3 . e EMI CHARACTERISTICS AND EFFECTS
CHAP 4 . INTERFERENCE PREDICTION
CHAP § o BASIC EMC DESIGN
CHAP 6 ... i TEST PROCEDURES AND EQUIPMENT
CHAP 7 .o LIGHTNING AND STATIC ELECTRICITY

APPENDICES AND INDEX

1. COPYRIGHTED MATERIAL. Copyrighted material is identified by a code symbol consisting of a
number followed by ©. Material identified in this manner may not be reproduced from this handbook
without permission of the copyright owners.

2. RESPONSIBILITY. The responsibility for preparing, revising, and distributing this handbook is
delegated to the Directorate of Support Systems Engineering of Aeronautical Systems Division. The
Responsible Engineering Offices (REOs) for the technical content of this handbook are identified at
the bottom of the first page of each Design Note. The addresses for the REOs are contained in
Design Note 1A3.

3. DISTRIBUTION. Handbooks are provided without charge to qualified agencies supporting USAF
technical interests and objectives. Government organizations will justify requests based on need for the
handbook in carrying out assigned missions and functions. Requests by non—-Government organizations
should either reference a Government contract which requires their compliance with this handbook or
show how their having it will benefit the Government. Direct requests to ASD/ENES, Wright—Patterson
AFB OH 45433-6503. Requesters may use AFSC Form 2614 or AFSC Form 2615a, as appropriate.

4. RECOMMENDATIONS. Users are invited to submit recommendations to ASD/ENES,
Wright-Patterson AFB OH 45433-6503, to correct inaccuracies, provide additional information, or
otherwise improve the handbook. The Reader’s Service Letter (AFSC Form 2363) may be used for this
purpose.
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DESIGN NOTE 1At

DN 1Al

INTRODUCTION

1. PURPOSE

The primary purpose of the AFSC Design Handbooks is
to document Air Force technical knowledge for use in
support of acquisition programs. They are intended to
reduce duplication of technical effort and to increase
application of technical knowledge.

1.1 CONTRACT APPLICATION

Design Handbooks are usually applied by (1) directly
incorporating their requirements into a contract or by (2)
translating handbook data into specific standards or
specifications called out in a contract.

2. SCOPE

Design Handbooks are a principal source of design
criteria and guidance in technical areas of Air Force

REO  ASD/ENES

2 MAR &4

systems and equipment design. They contain both
mandatory and nonmandatory statements.

2.1 MANDATORY STATEMENTS

Unless otherwise specified, imperative statements (e.g.,
Use the equipment.) are mandatory when applied to a
contract. Waivers to them should be obtained through
established management procedures.

2.2 NONMANDATORY STATEMENTS

Design information of a nonmandatory nature is
provided to increase understanding of technical problems
and to facilitate their solution. Nonmandatory statements
are for guidance and may be deviated from without a
formal request.
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DESIGN NOTE 1A2

DN1A2

HANDBOOK ORGANIZATION AND MANAGEMENT

1. TEXT

The Chapter is the main division within each AFSC
Design Handbook. Chapters are broken down into
Sections. Each Section contains Design Notes
(DN) which are a reasonably complete, self-
contained coverage of a specific topic. For easy
reference, the Design Note consists of numbered
paragraphs, subparagraphs, and occasionally sub-
subparagraphs.

2. UNITS OF MEASUREMENT

Measurements contained in the Handbooks are
normally given in metric units. When a metric unit
of measurement is followed by its equivalent US
customary unit contained in parentheses, the
measurement was originally given in US customary
units and has been “soft converted” into metric
units. When a measurement is given in metric units
only, the metric unit is the original unit of
measurement and has not been converted from US
customary units. (See App A for definitions of
metric terms.)

3. ILLUSTRATIVE MATERIAL

Tables, drawings, and other illustrative material are
called Sub-Notes (SN) within a Design Note. They
are identified by the number of the paragraph in
which they are first referenced followed by a
number in parentheses (e.g., the first Sub-Note in
Para 1.2 would be designated SN [.2(1); the
second SN 1.2(2); etc.).

4. NUMBERING

Paragraphs and pages are numbered consecutively
within each Design Note. Design Notes are
numbered consecutively within each Section.
Sections are lettered alphabetically within each
Chapter. Chapters are numbered consecutively
within the Handbook. The Handbook and Design
Note are identified at the top of each page (see
above).

REO: ASD/ENES

!31 JAN 91

5. PAGE DATING

Each Handbook page has the publication date at
the bottom inner edge. A list of current pages
immediately follows the title page in the front of
each Handbook.

6. TABLES OF CONTENTS

Tables of Contents appear at the beginning of each
Chapter and Section.

7. REFERENCES

Each Handbook contains two types of references:
(1) cross-references to paragraphs in that or in
other Handbooks, and (2) references to other
documents.

7.1 CROSS-REFERENCES

Wherever possible, cross-references are used
within and between Handbooks to avoid
duplicating information.

7.2 REFERENCE DOCUMENTS

Documents referenced in Handbooks consist of
(1) specifications, standards, and related
documents and (2) technical reports and copy-
righted publications.

7.2.1  SPECIFICATIONS, STANDARDS,
AND RELATED DOCUMENTS. Specifications,
standards, drawings, technical orders, handbooks,
bulletins, manuals, regulations, and pamphlets are
referenced as shown in SN 7.2.1(1). The effective
date of these references shall be the date listed in
the latest issue of the Department of Defense Index
of Specifications and Standards (DODISS) and
supplements thereto, unless otherwise specified in
the individual contract or work statement.
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SUB-NOTE 7.2.1(1) Methods of Referencing Documents in Handbooks* (Sheet 1 of 2)

TYPE OF DOCUMENT

SAMPLE TEXT REFERENCE

SPECIFICATIONS

Aerospace Material Specifications AMS 999
Federal Specifications Fed Spec QQ-Q-1111
Military Specifications MIL-A-1111
National Aeronautics and Space Administration Specifications KSC-C-123
STANDARDS AND DRAWINGS

Air Force-Navy Aeronautical Design Standards AND 10070
Air Force-Navy Aeronautical Standards ANT111
American National Standards Institute Standards ANSI A24.10
American Society for Testing and Materials Standards ASTM D86
American Welding Society Standards AWS AZ2.2-66
Federal Standards Fed Std 595

International Electrotechnical Commission Recommendations
international Standards

IEC 184(1965)
STANAG, ABC, etc.

Military Standards (Book Form) MIL-STD-111
Military Standards (Sheet Form) MS21348
National Aeronautics and Space Administration Standards KSC-STD-E-0001
National Aerospace Standards NAS2115
National Fire Protection Association Standards NFPA 11-1970
Society of Automotive Engineers (SAE) Aerospace Standards SAE AS 219
SAE Aerospace Information Reports SAE AIR 720
SAE Aerospace Recommended Practices SAE ARP 321
USAF Standard Drawings Dwg 721111
HANDBOOKS

AFSC Design Handbooks DH 1-3
Department of Defense Handbooks DOD 5010.8-H
Federal Handbooks Fed Hdbk H-28
Military Handbooks MiL-BUL-130
Cataloging Handbooks H2-6
BULLETINS AND LISTS

Air Force-Navy Aeronautical Bulletins ANA Bul 111
Data item Descriptions (indexed in DOD 5000.19-L, Vol i DI-R-3531
Military Bulletins MIL-BUL-400

USAF Specification Bulietins

USAF Spec Bul 111

MANUALS

Air Force Flight Test Center Manuals

Air Force Test Range Manuals

Air Force Manuals

Air Force Logistics Command Manuals

Air Force Systems Command Manuals

1st Strategic Aerospace Division Manuals
Department of Defense Manuals

Navy Manuals

Space and Missile Systems Organization Manuals
Space and Missile Test Organization Manuals
Federal Manuals for Supply Cataloging

AFFTCM 55-2
WTRM/ETRM 127-1
AFM 86-1

AFLCM 86-1
AFSCM 86-1
1STRADM 127-200
DOD 4120.3-M
NAVAIR 01-1A-509
SAMSOM 127-1
SAMTOM 127-1
M1-2

*For sources of Design Handbook references, see App B.
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SUB-NOTE 7.2.1(1)

Methods of Referencing Documents in Handbooks (Sheet 2 of 2)

TYPE OF DOCUMENT

SAMPLE TEXT REFERENCE

REGULATIONS

Air Force Flight Test Center Regulations AFFTCR 55-15
Air Force Regulations AFR 86-1
AFSC Regulations AFSCR 8-4
Federal Aviation Administration Regulations FAR 25
Armed Services Procurement Regulations! ASPR 3-100
Defense Acquisition Regulations? DAR 3-100
PAMPHLETS

Aeronautical Systems Division Pamphlets ASDP 127-1
Air Force Pamphlets AFP 88-27
Air Force Systems Command Pamphlets AFSCP 80-5
Federal Aviation Administration Advisory Circulars AC 20-53

National Aeronautics and Space Administration Procedures

MSFC-PROC-151

TECHNICAL DOCUMENTS

Technical Reports (TR), Journal Articles, Manuals, Books,

Bulletins, Symposium Proceedings Ref 126
Copyrighted Publications Ref 525©
TECHNICAL ORDERS
USAF Technical Orders TO 11-1-1

Regulations (FAR).

THave been replaced by Defense Acquisition Regulations (DAR) or Federal Acquisition

2Have been replaced by Federal Acquisition Regulations (FAR).

7.2.2 TECHNICAL REPORTS AND COPY-
RIGHTED PUBLICATIONS. Technical reports,
journal articles, book, etc., are assigned numbers
in sequence from a consolidated master list and
referenced by number only (e.g., “See Ref 112” or
“Extracted in part from Ref 25”). Material
extracted verbatim from copyrighted publications
15 1dentified by the symbol © following the reference
number. Such material may not be reproduced in
any manner without permission of the copyright
owner. Numbered references used in each
Handbook are listed in App C.

8. INDEX

At the back of each Handbook is a detailed index
of subject matter keyed to paragraph numbers. A
general subject index for all Design Handbooks is
contamned in AFSC DH 1-1.
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S. GLOSSARY

Each Handbook contains a glossary in App A. The
glossary consists of terms applying to specialized
areas. If a term appears only once (or infrequently)
in the Handbook, it is explained where it occurs.

10. CHECKLISTS

Checklists are used in establishing design require-
ments and in verifying that the requirements have
been met. Checklists for each Handbook are
contained in the DH-X series (DH I-X, DH 2-X,
as applicable).

11. HANDBOOK REVISIONS

Each handbook is scheduled for a semiannual
revision.
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11.1 SPECIAL SAFETY ITEMS

Information on a critical or extremely hazardous
design situation may be issued at any time in the
form of a “Design Bulletin.” This type of
publication will be limited in size not to exceed one
complete Design Note.

11.2 IDENTIFYING REVISED MATERIAL

A black line to the left of the text or title shows that
a technical or significant nontechnical change has
been made at that place. A black line beside the
date on a page (bottom inside corner) indicates
editorial changes only have been made on the
page. An asterisk (*) beside the number in a
Design Note title or after the title of a paragraph
shows that either new material of considerable
length has been added or extensive changes have
been made in the text or illustrations. An
appropriate footnote informs the use of the extent
of the changes. For other needed reference marks
on the page, single character symbols used in
sequence are dagger (}), double dagger (%),
section mark (§), and parallel {(//). Then, if more
symbols are needed, these may be doubled or
tripled. The date of the page is the effective date of
all marked changes.

11.3 LIST OF CURRENT PAGES

Each handbook includes a “List of Current Pages”
showing the latest date of each page; in revisions an
asterisk (*) indicates a new or replacement page.
The symbol (#) denotes pages to be deleted
without replacement. Treat any classified pages
being replaced as classified material until
destroyed.

12. STANDARDIZATION

Detailed information on standardization programs
is covered in DN 1A4.

12.1 IMPLEMENTATION OF
INTERNATIONAL AGREEMENTS

Some international agreements are implemented
by Design Handbook requirements. Where a

AFSC DH 1-4

handbook implements an international standard, it
will do so by specifying the applicable data from the
international agreement together with the interna-
tional standard document number (STANAG,
ABC, ASCC, etc.) and title. When a deviation
from such a requirement is sought, the requester
must state that the deviation involves an
international agreement.

13. HANDBOOK ACQUISITION

Design Handbooks are supplied without charge to
qualified organizations furnishing technical support
to the US Air Force. Use AFSC Form 2614 (for
unclassified) and AFSC Form 2615a (for classi-
fied) to request Design Handbooks. (See Para 16,
below, for obtaining a description of the contents
of each Design Handbook.) The Design Hand-
books are not considered “records” according to
AFR 12-30; therefore, they are not subject to the
requirements of the Freedom of Information Act.

13.1 UNCLASSIFIED HANDBOOKS

All US Government organizations must justify
handbook requests based on specific needs to carry
out assigned missions. Non-Government organiza-
tions requesting handbooks must meet at least one
of the following requirements:

a.  The specific handbook is cited in an active
US Air Force contract or current Invitation for Bid
(IFB) or Request for Proposal (RFP).

b.  The specific handbook is needed in private
or educational technical assignments which will re-
sult in direct technical benefits to the
US Air Force.

These requests must (1) identify the handbook (s)
needed, (2) identify contract, IFB, or RFP
number, and (3) explain use to be made of the
handbook by giving the requesting organization’s
specific assignment and stating the expected
benefits to the US Air Force.

13.2 CLASSIFIED HANDBOOKS
Automatic distribution of classified handbooks in

the AFSC DH-series will be restricted to those
organizations having a known continuing need.
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Also, quantities requested will be closely con-
trolled. A separate decision will be made on each
request as to whether a classified Design Handbook
will be required and released to prospective
bidders. Justification for continued need for
classified handbook(s) is required at least every
3 years.

13.2.1 JUSTIFICATION AND ORDERING
PROCEDURES. To order any classified Design
Handbook, complete AFSC Form 2615a. The
“Verification of Need-To-Know” section will be
completed by the organizations indicated on the
form. Requesters must furnish the following
information: contract number(s) and termination
dates, and their facility security clearance.
Classified handbook, AFSC DH 2-9, is no longer
an approved document for distribution. (See also,
Para 14.)

13.3 FOREIGN DISTRIBUTION

Design Handbook requests from foreign govern-
ments or foreign nationals must be cleared through
that nation’s Embassy in Washington DC, then
through AFSC/DLXI, Andrews AFB DC 2(334.
United States citizens or industries wishing to take
Design Handbooks into a foreign country must
submit a request (with justification) directly to
AFSC/DLXI, Andrews AFB DC 20334, for
approval.

13.4 GENERAL DISTRIBUTION

Approved handbook users are placed on automatic
distribution for all rewvisions and handbook
changes. If their requirements change, users must
submit a new request and justification using AFSC
Form 2614 or AFSC Form 2615a, as appropriate.
Because of copyright limitations, Design
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Handbooks cannot be legally sold. Copies of the
handbooks are available in many technical
libraries.

14. HANDBOOK DISPOSITION

All handbooks (including binder and contents)
remain the property of the US Government. They
are loaned without charge for as long as a need
exists. When the user can no longer satisfy the
requirements in Para 13.1 or Para 13.2 above, the
binders are to be returned to: 2750ABW/IMP,
Wright-Patterson AFB OH 45433. The contents
are to be destroyed in an approved manner.
Classified handbook AFSC DH 2-9 has been
withdrawn from circulation. All copies of this
document (contents and binders) are to be

lretumed to: 2750ABW/IMP (VAULT), Wright-

Patterson AFB OH 45433.
15. COMMENTS AND RECOMMENDATIONS

A Reader’s Service Letter is provided with each
handbook for comments, recommendations, or
change of address. Comments and recommenda-
tions are encouraged from all users so that the
information in the Design Handbooks will continue
to be current and useful to designers.

16. COMMUNICATIONS

Direct all communications concerning AFSC
Design Handbooks to:

ASD/ENES

Wright-Patterson AFB OH 45433-6503
Tel: (513) 255-6281

AUTOVON: 785-6281.
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DN 1A3

ELECTROMAGNETIC COMPATIBILITY HANDBOOK

1. PURPOSE

The Electromagnetic Compatibility (EMC) design
handbook is devoted to promoting overall system
compatibility with emphasis on reducing the
problems generated by the interference of
overlapping electromagnetic fields. Each part of
the system must be studied for possible deleterious
effects. This study program determines test
equipment used to evaluate the functional
performance of the system prior to combat or
mission readiness; equipment that supplies power
or signals to the system during test, checkout,
alignment, or launch preparation; the characteris-
tics of the site on which the system is deployed; and
any industrial, commercial, military, or natural
phenomena which may affect the system by
conduction, induction, or radiation of electrical
energy.

2. SCOPE

Electromagnetic compatibility includes the proce-
dures utilized by the operational unit; the amount
and nature of energy in the aerospace region

through which the vehicle travels; the physical
characteristics of the operational environment; the
amount of rain, snow, moisture, heat, impurities,
salt spray, and other environmental factors to
which the system is subjected; and the telephone,
communication, and power lines of the operations
area which may be a source of propagation of
interference and interaction. Electromagnetic
compatibility means that all electrical components
of the system must function as intended. No
degradation caused by the surrounding environ-
ment or by the conditions and procedures involved
in operational use will be permitted to continue
unchecked. The definitions and system units used
in EMC are contained in MIL-STD-463.

3.  RESPONSIBLE ENGINEERING
OFFICE(S) (REO)

The REO is the activity assigned the final
engineering or technical surveillance function for a
specific discipline. Sub-Note 3(I) contains the
mailing addresses and telephone numbers for all
REOs contained in this handbook.

SUB-NOTE 3(1)

Responsible Engineering Office(s) (REO) List (Sheet 1 of 2)

ADDRESS AND TELEPHONE NUMBER

AREA OF RESPONSIBILITY

AERONAUTICAL SYSTEMS DIVISION

ASD/ENACE

Wright-Patterson AFB OH 45433-6503
(513) 255-5986
AUTOVON 785-5986

Electromagnetic Effects Branch—Engineering develop—
ments in avionics subsystems principally for determination
of electromagnetic interference and compatibility.

ASD/ENES

Wright—Patterson AFB OH 45433-6503
(513) 255-6295

AUTOVON 785-6295

Engineering Documents Division—DoD, Air Force, and
local engineering standardization programs in support of
ASD and the AFSC laboratories at Wright—Patterson AFB;
Air Force Characteristics Guides; the AFSC Design
Handbook (DH) series; DoD and Air Force control for
type designation of military aircraft, rockets, and guided
missiles.

ASD/ENFEF

Wright—Patterson AFB OH 45433-6503
(513) 255-3451

AUTOVON 785-3451

Fuels and Hazards Branch—Fuel systems, aerial refueling
systems, tank inerting, passive defense, hazards detection,
and extinguishing systems.

REO: ASD/ENES
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SUB-NOTE 3(1)

Responsible Engineering Office(s) (REQ) List (Sheet 2 of 2)

ADDRESS AND TELEPHONE NUMBER

AREA OF RESPONSIBILITY

AIR FORCE CRYPTOLOGIC SUPPORT CENTER

AFCSC/SRVT
San Antonio TX 78243-5000
(512) 977-2511

AUTOVON 969-3149

Engineering Division—Focal point for engineering
assistance and testing in the area of TEMPEST and
communication security.

WRIGHT RESE

ARCH AND DEVELOPMENT CENTER

WRDC/AAAI

Wright-Patterson AFB OH 45433-6543
(513) 255-4947

AUTOVON 785-4947

Information  Transmission  Branch—Accomplishes
exploratory and advanced development programs
which will provide and demonstrate the technology base
for secure, jam-resistant, and reliable links for the
effective transfer of information to, from, and between
aerospace vehicles. Conducts investigations ranging from
basic research to advanced development, as assigned, in
the areas of coding, signal processing image bandwidth
reduction, radio system design and related areas germane
to avionic communications.

WRDC/MLSA

Wright-Patterson AFB OH 45433-6533
(513) 255-5117

AUTOVON 785-5117

Materials Integrity Branch—Develops programs to solve
problems relating to detection, control and prevention of
corrosion or deterioration.

WRDC/MTEM

Wright—Patterson AFB OH 45433-6533
(513) 255-2461

AUTOVON 785-2461

Electronics Branch—Formulates programs for the produc-
tion of new electronic materials and full scale components
as a result of technical analyses of current research
and projected requirements in the areas of electronic circuit
design, thermionics, heat transfer, chemistry, solid-state
physics, crystallography, thermodynamics, and light and
electron optics.

ROME A

IR DEVELOPMENT CENTER

RADC/RBCT
Griffiss AFB NY 13441-5000
(315) 330-2519

AUTOVON 587-2519

Compatibility and Measurements Branch—Development
of techniques, components, and equipment to predict,
measure, control, and minimize electromagnetic
interference.
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DESIGN NOTE 1A4

DN 1A4

STANDARDIZATION

1. INTRODUCTION

Although the Design Handbooks are not an integral part
of the Defense Standardization Program, they are fre-
quently applied as an additional medium for achieving
standardization objectives.

2. INTERNATIONAL MILITARY
STANDARDIZATION

The United States participates in International Military
Standardization programs which involve allied nations.
The Air Standardization Coordinating Committee
(ASCC) consists of the United States, Great Britain,
Canada, New Zealand, and Australia. Prior to the
inclusion of Australia and New Zealand, the ASCC was
referred to as the “ABC Standardization Committee.”
The North Atlantic Treaty Organization (NATO)
Standardization Program results in NATO Standardiza-
tion Agreements (STANAG). The Military Agency for
Standardization (MAS) fosters NATO military stan-
dardization within the policy established by the Standing
Group. The MAS is composed of a chairman and three
Service Boards (Army, Navy, and Air Force). Each board
consists of service members from Canada, France, the
United Kingdom, and the United States. Accredited
representatives are provided to each of the Service Boards
from the remaining NATO countries. The nations which
have entered into these standardization programs have
agreed to conform with the adopted standards, and many
of these standards are implemented through Design
Handbook requirements. International military stan-
dardization is effected through the actions of combined
commanders and staffs, various agencies and activities,
and formally established programs. The broad objectives
are:

a. To ensure that in future war or emergency action
there will be a minimum of logistical, technical,
procedural, and operational obstacles to combined
operations.

b. To realize the economy in combined effort and in the
use of combined resources.

3. DEPARTMENT OF DEFENSE
STANDARDIZATION

In this era of rapidly changing technology associated with
the development of complex systems, standardization
should be applied from conception through acquisition.
Wherever practicable, standard parts, components. and

REG  ASD/ENES
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subsystems should be used ina system. and the number of
unique component items and design prerogatives in
system development and production should be reduced.
It is important that Government and industry coordinate
their efforts toward this achievement. These efforts
include: (1) standardization of materials, components,
equipment. and processes, and (2) standardization of
engineering practices and procedures essential to the
design, procurement, inspection, application, preserva-
tion, and preparation for delivery of items of military
supply. There 1s a Congressional mandate to standardize
the Federal Supply System, applicable to all areas where
specific benefits can be seen. The objectives of the Defense
Standardization Program are:

a. To improve the efficiency and effectiveness of
logistical support and operational readiness of the Army,
Navy, and Air Force.

b. To conserve money, manpower, time, production
facilities, and natural resources by: (1) adopting the
minimum number of sizes, kinds, and types of items and
services essential to military operations, (2) gaining the
greatest practical degree of component interchangeabali-
ty, (3) developing standard terminology. codes, and
drawing practices, (4) preparing engineering and pur-
chase documents which provide for the design, purchase,
and delivery of items consistent with the objectives of the
Department of Defense Standardization Program, and
(5) supplying the military departments with the most
reliable equipment possible by adoption of materiel
which has been evaluated according to established
Government specifications and standards.

4. CONTRACTOR STANDARDIZATION

Wherever possible and practicable, standardization of
contractor-furnished parts, components, assembiies, and
subsystems within a system 1s required. Maximum
application of the principle of using the minimum number
of different items will greatly affect maintainability,
rehability, supply, and cost. Where identical or similar
functions are performed in more than one application
within a system, contractors must strive to use only one
design for all applications. Requirements to use standard
items of proven design and known availability are called
out in various parts of the Design Handbooks. The prime
contractor for a system should use the handbooks in
monitoring the efforts of subcontractors to achieve the
same standardization objectives.
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SECTION 1B ELECTROMAGNETIC SPECTRUM
DN 1B1 - ELECTROMAGNETIC RADIATION 2.1 World and United States
2.1(1) Man’s Use of the Electromagnetic

1. RELATION BETWEEN Spectrum

FREQUENCY AND I 2.2 US Telecommunications Policy

WAVELENGTH 2.3 Federal Communications
2. ELECTROMAGNETIC SPECTRUM Commission
2(1) Frequency Spectrum Chart 2.3(1) Frequency Spectrum Designations
2.1 Sonic Spectrum 2.4 USAF Frequency Management
2.2 Radio Waves 2.4.1 AF Regulation 100-31
2.3 Infrared 2.4.2 Voice Communications
2.4 Light 3. INTERFERENCE
2.5 Ultraviolet
2.6 X rays
2.7 Gamma Rays DN 1B3 - HARMONICS
2.8 Cosmic Rays
DN 1B2 - MAN’S USE OF THE SPECTRUM 1. GENERAL

1.1 Calculations

1. HISTORICAL 2. HARMONIC INTERFERENCE
2, FREQUENCY ALLOCATION 2(1) Harmonic Relationships
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ELECTROMAGNETIC SPECTRUM

1. RELATIONSHIP BETWEEN FREQUENCY
AND WAVELENGTH

Electromagnetic radiation can be considered a wave
phenomenon, having a frequency of oscillation and a
wavelength. As with any oscillation, the relation between
frequency (F) and wavelength (A) can be expressed by the
formula

F M M (Eq 1)
=—or A = —

A F
where V is the velocity of the wave. For electromagnetic
radiation, this velocity is C, the velocity of light.

2. ELECTROMAGNETIC SPECTRUM

Historically, radio waves, X rays and gamma rays were
discovered at different times and were first treated as in-
dependent phenomena, but it was eventually realized that
they differed from visible light only in wavelength and
could be arranged in sequence along an expanded version
of the familiar color spectrum. The chart in SN 2(1)
juxtaposes several wave phenomena for comparison. The
top scale gives wavelength and the bottom scale gives the
corresponding frequency for electromagnetic radiation
(EMR). At the left end, the chart approaches infinite
wavelength, which is direct current, and at theright end it
approaches zero wavelength. Other wave phenomena
shown are sound waves through air, sound waves through
water (SONAR), water surface waves, seismic waves, and
atomic and subatomic vibration. The frequencies shown
vary from 5 X 10" Hzto 6 X 10% Hz; the wavelengths
vary from the diameter of an electron to the diameter of
the largest star, which is about four times the distance
from Earth to the Sun. Off the frequency scale to the left
would be lunar and solar ocean tides and radio waves gen-
erated by rotating stars (10~° Hz). Off the chart to the
right would be the most energetic known cosmic rays
(10" Hz).

2.1 SONIC SPECTRUM

The sonic spectrum is divided according to the normal
frequency range of the human ear, 20 to 20 000 Hz. The
upper frequency limits for ultrasonic waves approach the
relaxation frequencies of metals,around 10'* Hz, beyond
which materials can no longer respond to the input of
mechanical wave energy.

REO: ASD/ENACE
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2.2 RADIO WAVES

The term radio waves is used for electromagnetic
radiation longer than infrared waves and includes radio,
television, and radar waves.

2.3 INFRARED

In the infrared region the energy is generated by oscil-
lations within the molecular and atomic structures.

24 LIGHT

In the visible region, the transition of energized or
“excited” electrons to lower energy levels results in the
emission of photons whose frequencies excite the naked
eye as visible light. This one octave visible band is a
“window” into space.

2.5 ULTRAVIOLET

The increased energy of the electromagnetic (EM) waves
in this region excites the valence (bonding) electrons in
the molecules causing chemical reactions to take place.
Ultraviolet rays actually drive electrons out of the
molecules resulting in their ionization. All EM waves
above approximately 10 electron volts are very energetic
ionizing waves and can be harmful to life. Mutations can
result from irradiation. The atmosphere gives protection
from the ionizing rays of the sun by absorbing them.

2.6 X RAYS

X rays are produced when highly accelerated electrons
bombard the atoms of a metal such as tungsten. The
impact of the charged particles causes the electrons in the
inner orbit of the atoms to be ejected. X rays are pro-
duced when electrons from the outer orbits of the atom
fall into the vacated inner orbits. The higher the anode
voltage, the harder the X rays become and the greater
their penetrating power. X rays have the same fundamen-
tal nature as gamma rays, differing only in the means of
production.

2.7 GAMMA RAYS

Gamma rays are produced during the disintegration
occurring in radioactive materials. They are also
produced when an extremely high-energy particle,
measured in millions of electron volts, penetrates the
nucleus of an atom. Secondary cosmic rays are con-
sidered high-energy gamma rays and are produced when
very high-energy particles (usually positive charged
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atomic nuclei) arrive from outer cosmic space and
bombard the atoms and molecules in our atmosphere.

2.8 COSMIC RAYS

Primary cosmic rays are electrically charged particles,
largely protons, that travel in space at speeds nearly equal
to that of light. They are generated in solar flares, novas
and supernovas, certain red giant stars, galactic magnetic
fields, the galactic halo, and some other places. When one

AFSC DH 14

of these particles collides with atoms in the air, it produces
a “shower” of secondary radiation which may include any
of the known elementary particles. A very high-energy
primary cosmic ray has been recorded as producing
10 billion photons, electrons, and positrons in a single
shower. Cosmic rays from solar flares can cause storms in
the earth’s magnetic field, resulting in disruption of high-
frequency radio communications. (See also DN 3E3,
SN 1(1).)

2 MAR 84
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SUB-NOTE 2(1) Frequency Spectrum Chart |
(TNS scale is also used as size comparison)
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0.001 Hz 0.01 Hz 0.01 Hz 1 Hertz 10 Hz 100 Hz 1000 Hz 104 Hz 105 Hz 108 Hz 10’ Hz 10% Hz 10° Hz
1 mililhertz 10 mHz 100 mHz 1 kliohertz 10 kHz 100 kHz 1 megahertz 10 MHz 100 MH2 1 gigahertz
FREQUENCY (F)
1 Xngstrom
1 centimetre 1 milimetre 100 um 10 um 1 micrometre 100 nm 10 nm 1 nanometre 100 pm 10 pm 1 picometre 100 fm 10 fenometre
LELE LA | HireTr i 1 mrrrrT 1 mrrrt T T llllll 1 T T mriri T T Terrea LR mrvid 1 I TIErrnr T 7 LA o0 AR SRR LRARLLBA 1 { LRR R T T LARS
654 3.2 087654 3 2 08765 4 3.2 9878654 3 2 98765 4 3| 2 987654 3 2 987654 3 2 88765 4 3| 2 087654 3 2 987654 3 2 987654 3 2 987654 3 2 987654 3 2 9876 5
) ! | ] MOLECULAR STRUCTURE STUDIES T ATOMIC STRUCTURAL STUDIES | NUCLES STRUCTURE | morope | | ELECTRON
TELEPHONE I joxv T t t T t T T SOFT X-RAYS HARD X-RAYS ] STUDIES | OIA
WATER nssonmcs | pe RROTATONAL  BI ACK BODY | ] 1 | VSBLE | | DIA LARGEST ATOM —~ ; | PHOSPHORUS P 32 | |
_hw REI.A'Y RESOACE | SPECTRA TEMP 100°K | 109K | ik - | 105°K ] _ — [DIASMALLESTATOM _ i _ i _ | |
oEeP | | : ] MEASURE";ENT ) I JET tev ! 100V | ] 100 (eV) ELECTRONVOLT  1keV | }PHOTgN 10 keV ] 100 keV | YMev | | 10 Mev! | 10 Mevl
WATER ABSORPTION 1.8x 1079 1.6x 1077 18x10-'%y J ENERGY 16 10“5.) 16x10°'2, 18x10-'2y I
SPACE SPACE | | ' | IMOLECULAR ROTATION) | HUMAN BODY - EXHAUST IR PHOTO ceRmiciDAL | ! i L 1extoy X ' LEVEL GAUGES | ORIOY N W N i
RESEARCH l | -— g ™ =T IONIZATION ’ ; ! | X- RAY ! ISOTOPE [ \ | SECONDARY |
RADAR |+ L| EXPERIMENTAL| INFRARED  sateLUTE TRACKING VISIBLE ———— | ULTRAVIOLET | X-RAY TELESCOPE | GAMMA RAY

A I | | | \ — HEATING AND SUNTAN ' POLIO [ T X-RAY I CARBON14 | ! [ COSMIC RAY |

| 8ano | | | | | COOKING  FLUORESCENGE VIRUS | METALCEASES | CRYSTALOGRAPHY | T [ ISOTOPE } VAN ALLEN BELT RADATION 4
Hyld J 3 Kly Ly M | | PEAK EARTH ' SIZE TO REFLECT ! ! b raoium COBALT ' T | y

! . MAX MATERAL | HORIZON RAD  FORESTFIRE |smp! k1 OPTICAL | I | [ ELECTRON MICROSCOPE | Gaua aav| €0 60 ! ONE SOLAR

WEATHER oK) e I RELAXATION | RADIOMETER 1 DETECTION | vag AUBY_a | MICROSCOPE - I | X-RAY EXAMINATION PESOLUTIONLIMIT [ I =| _ MIGHEST NATURAL _ XUNIT [ FLARE
CLOCK) WSPEC FREQ - —1 NdYaG 1§ RESOLUTON | | | - PROTONS
RADAR | EASURE h 1 | RAD THERAPY RADIOACTIVE SUBSTANCE | }
(i | MEASUREME - | co. HeNe I umr | | | 1 : } ISOTOPE |
I i LASER—» 2 CO DF|_HF GaAs | | t T THORIUM 208 |
! RADIO ASTRONOMY ! I | — == o h I | I I | I il CANCER TREATMENT = 1 10DINE T131 | |
s 6780|0112 3'450709, 2 34386789 2 3456789 23458789[ 2 3456789 2 34586789 2 3456789 2 3456789 234567ag| 2 3456789 2 3456789 23456789] 2 3458
Lild L1 til Ll 1 111 L 11 1111l L1 1 1 L1 11 1 ill L 11 1 11} Lt L L 1111 N EeE L1 11 1 114 N et Ll 1 1 11l Lot 13 1311 [ ]
1010 Hz 1011 Hz 1012 4z 10131z 1014 HZ 1015 Hz 1018 Hz 1017 Hz 1018 Hz 1019 Hz 1020 Hz 1021 Hz 1022 Hz
10 GHz 100 GHz 1 terahertz 10 THz 100 THz 1 petahertz 10 PHz 100 PHz 1 exahenz 10 EHz 102 EHz 10° EHz 10 EHz
LEGEND: ) .
The frequencies shown on this chart vary from 5 x 10 4 to 6 x 1022 cycles per second (now called Hertz Hz) and the wavelengths The wavelength or frequency of electromagnetic radiation is determined by the amount of energy carried by that
vary in length from the diameter of an electron to the diameter of our Iargest star, this dimension being equal to four times radiation. As the energy content increases the frequency in¢reases, while the comesponding wavelengh }
the distance to our sun. To show this tremendous range, advantage is taken of the compressibility offered by the logarithmic decreases. Gamma rays are examples of high energy-radiation while radio waves may be considered to have low
scale. Not shown is Light Years = 9.5 x 10'*m. energy radiation.
* Contributed by Luther Monell, Rockwsll Intemational. Copyrighted in part by IEEE, Ref. 11©.
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DESIGN NOTE 1B2

DN 1B2

MAN’S USE OF THE SPECTRUM

1. HISTORICAL

Early use of radio began in the radio frequency part
of the spectrum and provided maritime communi-
cations and navigational aids. In the early 1920’s
amateurs pioneered the use of middle and high
frequency bands for long-distance communica-
tion. Single sideband dates from 1927. The 1930’s
saw the extension of spectrum use to include VHF,
UHF, and SHF, a result of continuing impro-
vements in oscillators. Radar was invented in the
early 1940’s, transistors and experiments in the
EHF band began in the 1950’s, and the first laser
dates from 1960. The National Bureau of
Standards operates radio stations (WWV, WWVB,
WWVL) giving precise frequency and time signals.
Electromagnetic (EM) waves begin to penetrate
the ionosphere at about 30 MHz. Commercial
broadcasting in this area is limited to line—of-sight
broadcasts such as television. However, this
penetration makes possible space communications
and radio astronomy. Much of radio astronomy
centers around the hydrogen line at 1420 MHz,
which is the radio frequency emitted by atomic
hydrogen in interstellar space.

2. FREQUENCY ALLOCATION

2.1 WORLD AND UNITED STATES

Increasing use of radio for all forms of
communication has made it necessary to assign
frequencies to various users. Worldwide, frequency
allocation is handled by the International Telecom-
munications Union (ITU). The ITU meets
irregularly. The chief issues before the 1979
meeting are the demands of the developing
countries for a greater share of frequencies, their
practice of broadcasting on frequencies presently
assigned to other countries, and the use of
communications satellites. Sub-Note 2.1(1) is a
frequency spectrum chart showing the commonly
used telecommunication frequency range (3 MHz
to 300 GHz) as a function of frequency. The chart
shows man’s use and the natural phenomena of
EM energy as a function of frequency. An attempt
has been made to place activities in their proper

REO: ASD/ENACE
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frequency relationships. The assigned frequencies
shown are current allocations used in the
United States. Broadband interference indicates
the frequency ranges at which there is generation of
spurious or unwanted EM energy resulting from
man’s use of electric and electronic products.
Radiated and conducted signals are also included
in the broadband range. The listing of an item in
the “biological effects” column indicates the
frequency at which experiments have been
performed but does not imply evidence that the
effect is unique to that frequency, nor does it
indicate the intensity and duration of exposure
necessary to induce the effect. See also DN 3E4,
Para 5.4.

2.2 US TELECOMMUNICATIONS POLICY

Knowledge of Department of Commerce,
National Telecommunication and Information
Administration (NTIA), (formerly Office of
Telecommunication Policy, OTP) is important to
all EMC engineers as NTIA standards and criteria
become national policy, and they automatically
take precedence over documents published by
individual Government agencies (i.e., DoD, FCC,
etc). The following documents are not intended to
be used for procurement; however, they are
essential for those engineers who  write
specifications for equipment that use the frequency
spectrum:

a.  “Manual of Regulations and Procedures for
Federal Radio Frequency Management.” NTIA,
Department of Commerce. Available f{rom
Superintendent of Documents, U.S. Government
Printing Office, Wash DC 20402.

b.  “Frequency Spectrum Policy Concerning
the Development andlor Procurement of
Communication-Electronic Systems.” Available
from NTIA, Department of Commerce, Wash DC
20230.

c. “Planning Guide for the Review of Telecom-
munication Systems for Frequency Availability and
Electromagnetic Compatibility.” NTIA Report
84-141, Department of Commerce, Wash DC
20230.
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2.3 FEDERAL COMMUNICATIONS
COMMISSION

The present Federal Communications Commission
(FCC) standard band designations are listed in
SN 2.3(1). Symbols and frequency spectrum
designations are contained in MIL-STD-463.

2.4 USAF FREQUENCY MANAGEMENT

2.4.1 AIR FORCE REGULATION 700-14.
Air Force Regulation 700-14, Radio Frequency
Spectrum Management, contains literature, graphs,
and charts in the field of frequency management as
it is related to electromagnetic compatibility.

.2.4.2 VOICE COMMUNICATIONS. Commu-
nication subsystems now used by Air Force
aircraft, commercial aircraft, and spacecraft are of
the following types:

a. HF radio (3 to 30 MHz) normally is used for
voice communications over medium distances but
can be extended by skywave propagation.

AFSC DH 1-4

b. VHF radio (30 to 300 MHz) is used
exclusively in commercial aircraft and in
some USAF aircraft. It is used for line—of-sight
distances.

c. UHF radio (300 MHz to 3 GHz) has been
standardized as the equipment used in all USAF
aircraft and is for line—of-sight transmission.

3. INTERFERENCE

Interference is any electromagnetic (1) distur-
bance, (2) phenomenon, (3) signal, or
(4) emission, man-made or natural, which causes
or can cause undesired response, malfunctioning,
or degradation of performance of electrical and
electronic equipment. Interference is caused by the
radiation or conduction of undesired transient or
steady disturbances and steady-state susceptibility
to such disturbances. From a military point of view,
interference can cause premature and undesired
location, detection, or discovery by enemy forces.
The ways in which electromagnetic interference
(EMI) can be generated and the ways it can affect
equipment performance are discussed in Chap 3
and Chap 7. Techniques for counteracting
interference are discussed in Chaps 3 through 7.

SUB-NOTE 2.3(1)

Frequency Spectrum Designations

FREQUENCY RANGE CORRESPONDING ADJECTIVAL
BAND | (LOWER LIMIT EXCLUSIVE METRIC BAND
NUMBER* | UPPER LIMIT INCLUSIVE) SUBDIVISION DESIGNATIONS

4 3 to 30 kHz

5 30 to 300 kHz

6 300 kHz to 3 MHz
7 3 to 30 MHz

8 30 to 300 MHz

9 300 MHz to 3 GHz
10 3 to 30 GHz

11 30 to 300 GHz
12 300 GHz to 3 THz

Myriametric waves
Kilometric waves
Hectometric waves
Dekametric waves
Metric waves
Decimetric waves
Centimetric waves
Millimetric waves

Decimillimetric waves

VLF (very low frequency)

LF (low frequency)

MF (medium frequency)

HF (high frequency)

VHF (very high frequency)

UHF (ultrahigh frequency)

SHF (superhigh frequency)
EHF (extremely high frequency)

TF (transition frequency)

*Band number “n” extends from 0.3 X 10" to 3 x 10n Hz.
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SUB-NOTE 2.1(1)

Man's Use of the Electromagnetic Spectrum*
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—e
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3MH: 4 5 6 7 8 9 ’1
L 1 | | L1
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[ ] ] 1SM
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a -
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[ 1 T ! | [ 1

*Contributed by Luther Monell, North American Rockwell Corp. Copywrighted by IEEE. Ref 11.©
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SUB-NOTE 2.1(1) Man's Use of the Electromagnetic Spectrum*
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DESIGN NOTE 1B3

DN 1B3

HARMONICS

1. GENERAL

Oscillating bodies, including circuits, may oscillate at
more than one frequency at a time. These frequencies are
called harmonics. The lowest is called the first harmonic,
or fundamental. The frequencies of harmonics are always
an integral multiple of the fundamental.

1.1 CALCULATIONS

To calculate the harmonic frequencies (f.) of a given
fundamental frequency (fo), use the formula

fon = fh, (Eq l)

where n = the number of the harmonic.

To find the frequencies that a harmonic may emanate
from, use

fh

— = fo.
n

(Eq 2)

REO: ASD/ENACE
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2. HARMONIC INTERFERENCE

The harmonics of a lower-frequency EM signal can cause
distortion of a higher-frequency signal if the higher
frequency is an integral multiple of the lower. The in-
terfering harmonics are known as spurious emission and
the two frequencies are said to have a harmonic relation-
ship. Sub-Note 2(1) charts a segment of the harmonic
relationships of the 200- to 400-MHz band. The three
lower scales show frequencies whose 2nd, 3rd, or 4th
harmonics may interfere with the 200- to 400-MHz band.
The three upper scales show bands that may be distorted
by harmonics from the 200- to 400-MHz band. The
harmonic relationships of a given frequency may be
found by placing a straight-edge at right angles to the
scales through the point representing that frequency and
reading from the other scales. See DN 3B2, Para 4.3 and
4.4, for more information on harmonic interference.
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SUB-NOTE 2(1)

Harmonic Relationships
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CHAPTER 2

CHAP 2

PLANNING THE EMC DESIGN PROCESS
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INCORPORATING EMC DURING SYSTEM LIFE CYCLE

1. INTRODUCTION

Management and engineering personnel must establish
and implement a procedure for integrating EMC into the
various phases of the life cycle of systems and equipment.
This approach is required to assure early consideration of
EMC as well as to provide the necessary continuity for
achieving and maintaining the required EMC. The
approach, in the case of a complex system, usually
includes modeling, analyzing, simulating and testing to
determine emission and susceptibility characteristics and
operational constraints. Final requirements are
postulated by tailoring of general standards to the pecu-
liar characteristics and operational requirements of the
item in its individual specification. See MIL-HDBK-237
for additional information.

2. ELECTROMAGNETIC ENVIRONMENT

The electromagnetic (EM) environment in which military
systems and equipments must operate is created by a
multitude of sources. Primary contributors are inten-
tional and unintentional, friendly and hostile emitters,
electromagnetic pulses, atmospheric, solar and galactic
emissions, lightning, etc. See MIL-HDBK-235. The
contribution of each emitter may be described in terms of
its technical characteristics, such as power, modulation,
frequency, bandwidth, etc. Effects depend on the
receiver’s characteristics, relative locations of emitters
and receptors, operational concepts, etc. However, it can
be concluded that the EM environment can adversely
affect all electronic, electrooptical, electrical and electro-
mechanical equipment and systems, personnel, fuels,and
weapons. Various terms have been used to describe the
programs established to reduce or prevent adverse effects
from electromagnetic energy. These terms in-
clude: EMC,EMI,EMV,EMP,ECCM, EM-power, P-
static, HERO, EME, E3, HERF, LIGHTNING, HERP,
and RADHAZ. To avoid confusion, the term EMC will
be used in this Design Note to describe the condition
which prevails when equipment and systems operate in
their intended operational electromagnetic environment
without causing or suffering unacceptable degradation or
other adverse effects due to electromagnetic energy to or
from other equipment or systems in that environment.
EMC is concerned with any source of electromagnetic
energy and any type of potential victim. EM interactions
between elements of a system is termed intrasystem EMC
whereas EM interactions between systems is intersystem
EMC.

REQO  ASD/ENACE
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3. SYSTEM LIFE CYCLE AND EMC

The principal phases in the life cycle of a major system are
generally delineated as:

e Concept Development

e Concept Validation

e Full Scale Engineering Development
¢ Production

e Deployment

A flow diagram depicting the approach which should be
taken to integrate an EMC program into the overall
acquisition process for major defense systems is shown in
SN 3(1). The relationship between these activities and
specific actions required by the manager is presented in
other sections of this handbook. The EMC documents
which may be used to assist in carrying out these actions
are listed in App B.

3.1 CONCEPT DEVELOPMENT

During this phase, technical and financial baselines for a
development and acquisition program are established.
Included are definitions of required operational capa-
bility, doctrines, and specific material requirements.
Critical technical and operational issues will be identified
for study and resolution in subsequent phases, whereas
performance characteristics are established only in
general terms. Outputs of this phase are alternate
concepts, estimated operational schedules, and estimated
procurement costs. During this phase, proper considera-
tion of EMC will have a significant impact throughout the
life cycle. For example, preliminary selection of operating
frequency band modulation and other technical
parameters must be consistent with established inter-
national and national frequency management policies.
Also, an assessment of the ability of a system to perform
its function during its life cycle must include a threat
analysis using both the friendly and hostile EM environ-
ment which may be encountered. These factors must be
addressed not only in performing trade-off studies and
risk assessments, but also in estimating total program
costs. The culmiriation of these activities will be the first
major design review DSARC 1. the program mitiation
decision.

3.1.1 EMC TASKS DURING CONCEPT
DEVELOPMENT. A list of EMC tasks which should be
addressed during this phase of the program is provided in
a. through h. On large programs, it is recommended that
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the program manager either consult with the EMC
authority within his activity or designate an EMC Task
Manager to support him on EMC matters throughout the
program.

a. Prepare EMC Plan.
b. Budget for EMC effort during program.
¢. Establish an EMCAB (see Para 4.2).

d. Determine spectrum requirements and submit
request for frequency allocation (see Para 4.1).

e. Define EM environment which may be encountered
during life cycle (see Para 4.3 and DN 2A42).

f.  Perform an analysis to determine if proposed system
can operate in the anticipated EM environment (see
Para 4.5 and Chap 4).

g. Establish initial EMC requirements for system (see
Para 4.5 and DN 2A2).

h. Update EMCP and refine schedules and cost
estimates.

3.2 CONCEPT VALIDATION

The primary objective of this phase is the selection of the
single concept which will be carried out through full scale
development. To accomplish this. the estimates made in
the concept development phase must be refined. Areas of
risk must be reassessed to assure that they have been
adequately defined and can be resolved or minimized.
Frequently. this phase includes the construction of proto-
types to evaluate operational, technical and environ-
mental factors as well as to refine costs. The studies,
analyses and testing are culminated in the second design
review DSARC II where a decision is made as to whether
to proceed to full scale development.

3.2.1 EMC TASKS DURING CONCEPT
VALIDATION. A hist of EMC tasks which should be
addressed where applicable during this phase of the
program is provided in a. through j.

a. Continuation of EMCAB (see Para 4.2).

b. Review/update anticipated EM environment (see
Para 4.3 and DN 2A42).

¢. Refine analyses to determine 1if proposed system will
satisfactorily operate in the latest estimated EM
environment.

d. Define acceptable performance criteria.

e. Evaluate EMC standards and criteria, EM environ-
ment and acceptable performance criteria to determine if
system will meet general EMC critenia (see Para 4.5).
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f.  Develop tailored EMC requirements for acquisition
and corresponding statement of work (SOW) for
preparation and submission of contract data items (see
Paras 4.4, 4.4.1, 4.4.2 and DN 2A2).

g. Submit request for developmental frequency alloca-
tion (see Para 4.1).

h. Specify operability analyses and testing require-
ments for inclusion in TEMP (see Para 4.4.1).

i. Refine cost estimate for EMC effort, including
testing.

j.  Update EMCP.

3.3 FULL SCALE DEVELOPMENT

The primary objective of this phase is the design and
fabrication of a system in accordance with requirements
tailored to the specific procurement, mission, environ-
mental factors, etc. The system must be fully evaluated
and tested to verify that the design not only meets its
specifications, but that the system satisfactorily performs
its stated missions in the operating environment. This
phase must also provide the documentation, including
testing and analysis reports, to enable a decision to be
made as to whether to proceed to production. Approval
for service must be obtained prior to proceeding to
production.

3.3.1 EMC TASKS DURING FULL SCALE
DEVELOPMENT. A list of EMC tasks which should be
addressed during this phase of the program s provided in
a. through j.

a. Continue EMCAB (see Para 4.2).

b. Finalize EMC requirements and SOW for acquisi-
tion of preproduction model. This includes requiring the
preparation and delivery of contract data items, such as
EMC control plans, test plans and test reports (see Para
4.4,44.1, 44.2, and DN 2A42).

c¢. Review and comment on contractor’s data items.

d. Monitor and review ECPs and requests for waivers
to contract EMC requirements.

e. Develop and implement comprehensive program to
demonstrate by simulation, analysis and test that the
system will perform its mission in the operational EM
environment. The testing program will be described in the
TEMP or TEP.

f.  Submut request for assignment of specific frequen-
cies for testing (see Para 4.1).

g. Document EMC aspects of maintenance, produc-
tion and training plans.
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h. Develop EMC specification requirements for inclu-
sion in production contract (see Para 4.3 and DN 2A42).

1.  Develop installation criteria and guidance to
preclude EM problems.

). Submit request for operational frequency allocation
(see Para 4.1).

3.4 PRODUCTION

This phase encompasses the program from approval for
production to delivery and acceptance of the last item
being procured. Acceptance tests will be performed to
demonstrate conformance to the requirements in the
production specification as well as to assure satisfactory
performance when the item is in operational use. Strict
quality control methods are required to ensure that
proposed changes to the configuration do not degrade the
performance of the item. When acquisition is complete,
responsibility to support the system is turned over to the
logistics manager.

34.1 EMCTASKS DURINGPRODUCTION. A list
of EMC tasks which should be addressed during this
phase of the program is provided in a. through g.

a. Review contractor’s EMC test plan and report for
acceptance tests.

b. Perform special EMC acceptance tests.

c. Finalize EMC aspects of maintenance and training
plans.

d. Develop and document
management/ usage plan (see Para 4.1).

frequency

e. Update EMCP and turn it over to the logistics
manager.

f.  Ensure ECPs are reviewed for EMC impact.

g. Include EMC condition report in status report of
design, maintenance and support deficiencies.

3.5 DEPLOYMENT

This phase begins with the acceptance of the first opera-
tional system and extends until all are phased out of the
inventory. There is usually an overlap with the produc-
tion phase. In-service performance must be monitored by
a reliable, established feedback system to detect, report
and correct operational problems. Any modifications,
ECPs and overhaul plans must be reviewed in accor-
dance with the program configuration control system.

3.5.1 EMC TASKS DURING DEPLOYMENT.
EMC tasks which should be addressed during this period
are: 7
a. Implement maintenance, training and frequency
management/usage plans.
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b. Maintain configuration control during systems
modifications. ECPs must be reviewed for EMC impact.

¢. Investigate and fix reported EM problems.

4. PROGRAM MILESTONES AND TASKS

The following tasks are essential for preventing EM
problems:

e Frequency Management

e EMC Plan (EMCP)

e EMC Advisory Board (EMCAB)

e Tailoring General EMC Standards

e Data Items

® Analyses and Simulation

e Approval for Service Use

e Training

e Configuration Management and Control

The depths to which all the efforts are pursued will
depend on the program costs, schedules, and goals. The
proper application of the management controls, electro-
magnetic compatibility controls, and practices are the
responsibility of the Program Manager.

4.1 FREQUENCY MANAGEMENT

The first action required of the Program Manager is to
initiate a request, where applicable, for experimental
frequency allocation. The Program or Acquisition
Manager is responsible for submitting the completed fre-
quency allocation request (DD Form 1494). Data on
DD Forms 1494 are reviewed for conformance
tonational and international criteria. Failure to comply
could result in denial of frequency allocation request.
Frequency allocation approval is required before a
contract can be let. Approval of frequency allocation
requests (DD Form 1494) provide an authorization to
utilize defined frequency bands or frequencies for the
accommodation of a specific electronic function.
However, such allocations do not, per se, provide
authorization to operate equipment on specific frequen-
cies, (i.e., frequency assignment) within the tuning range
of the equipment.

4.1.1 CONTRACTOR FREQUENCY ASSIGN-
MENT APPLICATIONS. An allocation does not give
authority to operate on a specific frequency. Following
allocation, the Military Departments may assign fre-
quencies for use by a contractor having a valid contract, if
contractor operations are to be conducted:

a. On a military installation, or
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b. At a contractor’s plant

under control of the installation commander or a Military
Department representative, respectively. Requests for
Military Department frequency support should be
through appropriate channels. If neither a. norb. above is
the case, the contractor should request frequency support
from the Federal Communications Commission (FCC)
by filing an FCC form for a station license. Coordination
between contractors and cognizant procuring activities is
recommended before action is taken.

4.2 EMC ADVISORY BOARD (EMCAB)

An EMC Advisory Board (EMCAB) should be establish-
ed within the EMC program by the Program Manager (or
contractor if required by contract) for the design and pro-
curement of all platforms. The EMCAB constitutes a
major resource for control, review, advice, technical con-
sultation, and other assistance to the Program Manager.

4.2.1 OBIJECTIVE The objective of the EMCAB s to
assist the Program Manager in controlling the system
EMC Program, and to provide means of expediting solu-
tion of problems. In fulfilling the objective, the EMCAB
can:

a. Assist in generating the EMCP.

b. Assist in identifying and resolving EM problems that
may arise during the life cycle of the procurement.

c. Act in an advisory capacity in all EM aspects of a
program.

d. Serve as a formal adjutant to the procuring activity
change control process concerning EMC matters.

e. Review predicted and reported EM problems to
determine their applicability as potential problems in the
specific procurement.

f. Direct required tasks and analyses, and report
findings via appropriate channels for action.

422 RESPONSIBILITIES. The Board’s responsi-
bilities include, but are not limited to:

a. Reviewing, coordinating and monitoring all EMC
requirements.

b. Providing EMC design requirements, which shall be
available for the contract design phase.

c. Providing an effective method of monitoring EMC
efforts and programs.

d. Scheduling periodic EMC program design reviews.

e. Identifying deficiencies and making recom-
mendations.
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4.3 TAILORING OF EMC SPECIFICATIONS

The complexity of EM problems requires a full scale
EMC Program tailored specifically to mission and
mission requirements. including the intended EM opera-
tional environment. Compliance with general military
EMC standards, by itself, can result, in some cases, in un-
necessarily costly design to requirements, and in others,
requirements that are inadequate for a particular opera-
tional environment. EMC requirements must be tailored
to specific needs with program risks and costs considered
and trade-offs established. The application and tailoring
of EMC standards and requirements is to be based on
adequate analysis and should be initiated in the con-
ceptual phase of system acquisition and updated as
required during the acquisition process. In tailoring,
factors such as the intended operational environment, the
program risks, interference characteristics, cost, etc.,
should be considered and trade-offs established. Tailor-
ing of EMC requirements by Program Managers is
reflected in the preparation of solicitation documents.
Tailoring takes the form of deletion, alteration, or
addition of EMC requirements. In tailoring the require-
ments, the depth of detail and level of effort required, and
the intermediate and output data expected should be
defined. Subsequent tailoring of EMC requirements may
be recommended by the contractor but is subject to
approval by Government during contract negotiations.
The agreement reached on the engineering effort will be
reflected in the resultant contract. Additional factors to
be considered when tailoring are described in DN 2A2.
Subsequent to contract award, the contractor should be
required to perform other analyses and predictions for
critical items, including a simulation of their functioning
in the intended operational EM environment. Effective
use of EMC analysis and modeling techniques can
provide the necessary EM data and obviate many specific
tests which are usually called out for EMC Programs.

44 DATA ITEMS

EMC Plans are required by MIL-STD-461 for equip-
ment and MIL-E-6051 for aerospace and associated
weapons systems. Content requirements for these control
plans are specified in existing Data Item Descriptions
(DIDs), DD Form 1664, in these documents. The EMCP
will not be prepared, delivered or updated, uniess
specifically required by Contract Data Requirements List
(CDRL), DD Form 1423. When required by the con-
tract, the EMC Plan is prepared by the contractor, sub-
mutted for review, and approved by the Program
Manager and EMCAB. See DN 2BI. The Plan isadocu-
ment that identifies how all EMC requirements will be
implemented. It contains summaries of parts of the
EMCP, where applicable, but also emphasizes the
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specific techniques to be employed in the system of
interest. It basically is a detailed, yet comprehensive,
account of all those things which will be done in the EMC
Program to ensure meeting contractual EMC require-
ments in the end product. The Plan describes in detail the
contractor’s effort used for controlling electromagnetic
environmental effects, beginning with program initia-
tion, through final design and production, and through-
out the operational life of the system being procured.

44,1 EMCTEST PLAN. Thecontent of the EMC test
plan (procedures) for demonstrating compliance with
contract requirements should be in accordance with
applicable DIDs and the CDRL. See DN 2B2.

e Test plans are required by the various EMC stan-
dards, i.e., MIL-E-6051, MIL-STD-462,
MIL-STD-469, and MIL-STD-449, to verify com-
pliance with the contractual EMC requirements. In gen-
eral, the plans indicate measurement objectives, test con-
figurations, test points, detailed measurement
procedures, and the formats for recording data. The
specific test techniques should be based on procedures in
the EMC standards and specifications referenced in the
contract. The test procedures should be described in suf-
ficient detail to enable the procuring activity to duplicate
the proposed methods.

e The contractor should be required to submitan EMC
test plan conforming to its content requirements to the
procuring activity for approval.

e Specific details regarding intersystem and intra-
system EMC testing, and emission and susceptibility
testing of equipment and subsystems provided by sub-
contractors must be considered and included by the over-
all system contractor in his test plan.

442 EMI TEST REPORT. The results of all EMC
tests must be presented to the procuring activity for
evaluation before acceptance of the equipment or system.
The EMC standards and corresponding DIDs specify the
content requirements for completely certified test reports.
When required by the contract, the contractor will
forward the test reports to the procuring activity for
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approval. The formats for recording and reporting test
results have been established to aid in the analyses that
follow. The EMI test report format should be in
accordance with the DID. Omissions of apparently minor
facts can render data worthless. See DN 2B3.

45 EMC ANALYSIS

One of the most vital elements of the EMC program is
prediction of electromagnetic problems. It is far less
costly to analyze, predict, and prevent problems at the
outset than to be overtaken by problems late in the
schedule—problems whose solution will probably be ex-
tensive, time-consuming and costly. In some cases, EMC
analysis will show that the entire system is infeasible. An
EMUC analysis should include the following:

o Intended operational EM environments
e System design concepts
e Mission requirements

e EM characteristics of interfacing equipment and
systems

e Signal flow, power distribution and installation
diagrams

e Equipment EM characteristics
e See also Chap 4.

The Program Manager will define the initial or baseline
EMC requirements that will be included in the request for
proposal (RFP) or invitation for bid (IFB) including
anticipated uses for the item. It should specify the tailored
EMC requirements which the equipment or system will be
required to meet. Subsequent to RFP or IFB, the bidder
may determine the adequacy of the baseline require-
ments. If they are not considered feasible, the bidder may
propose alternate requirements. The mission objectives,
operational electromagnetic environment, minimum
acceptable system functional requirements, desired
technical performance and system figures of merit for
EMC effectiveness as stipulated in the RFP or IFB should
be examined for consistency and attainability.
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DESIGN NOTE 2A2

DN 2A2

TAILORING GENERAL EMC STANDARDS

TO EM OPERATIONAL REQUIREMENTS

1. INTRODUCTION

The basic step in any engineering effort is to define what
the end product is intended to accomplish in as complete
and exact form as possible. The definitive statement is up-
dated as often as more precise statements become
possible. The engineer will thus be working with the sys-
tem developer from general conceptual statements
toward increasingly precise technical specifications
“tailored” to operational requirements to provide cost-
effective EMC design. Closely associated with the state-
ment of operational requirements is a statement of pre-
liminary system design—the technological features that
should make the system operate as required. The systems
engineer can provide invaluable guidance to the Program
Manager early in the conceptual phase of system develop-
ment by determining the feasibility of meeting various
electromagnetic requirements and presenting alternative
means to achieve the desired results. Early feasibility and
trade-off studies with EMC in mind can save con-
siderable effort later.

2. EM OPERATIONAL ENVIRONMENT

While “operational environment” properly includes the
entire EM situation in which a system is to be placed, such
a definition would be prohibitively expensive to acquire
and would be too voluminous to handle. It is adequate
and much more practical to restrict the gathering of the
data to all those systems and equipments which there is
some reason to believe could interfere with intended
operations and performance.

3. SYSTEM EM ENVIRONMENT

The system EM environment is composed of the EM
characteristics of the total parts of all the subsystems and
equipment within the system. The definition of the
environment is dependent upon the detailed subsystem
and equipment information supplied to the EM analysis
group. Aninitial gross analysis will indicate where further
detailed analysis is required. Refer to MI/L-HDBK-235
for general information on maximum EM environment
characteristics.

4. DEFINITION OF EM OPERATIONAL
REQUIREMENTS

Early in the conceptual phase of system development, the
Program Manager should require the users, engineers

REG  ASD/ENACE

2 MAR 84

and system developers (1) to provide information which
can impact on EM considerations, and (2) to include this
information in the definition of system development,
whenever more precise information is available. The
following is a typical checklist which may be used (with
modifications when necessary) for gathering the kind of
information needed for defining EM operational require-
ments and environment:

(1) What is the system intended to do?

(2) Is it to be a tactical, mobile system; transportable;
fixed plant, point-to-point, or repeater-dependent?

(3) Does it stand alone, or is it part of a larger system?

(4) What are the inputs and outputs, and their range of
frequency and power?

(5) What are the frequency constraints and
requirements?

(6) What are the basic power requirements?
(7) What are the range and power requirements?

(8) What is the sensitivity requirement for the receiving
equipment?

(9) Where will the system be used?
(10) What will the system EM environment be?

(11) Is the system required to operate continuously or
intermittently?

(12) Are there any location, size, or weight restrictions?
(13) When is the system to be operative?
(14) Who will maintain and operate the system?

(15) To what extent is the system manned during
operation?

(16) What are the classification aspects of the system and
1ts application?

(17) Will classified information be accessible in clear-text
form at any point?

(18) Is the system critical to some mihtary operation; and
if so. what?

(19) Are there critical sequences of operations involving
this system?

(20) To what extent will malfunction affect mission suc-
cess or personnel safety?

(21} What 1s the medium of the transmission?
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(22) How is the system matched and/or coupled to the
medium?

(23) If antennas are involved. what special character-
istics should be considered?

(24) Is the system active or passive (that is, does it trans-
mit, receive, or both)?

(25) Is signal processing equipment required?

(26) With what equipment does the system interface
directly?

(27) What modulation system will be used?

(28) What waveforms are involved?

(29) What are the frequency and spectrum requirements?
(30) What sensitivity and resolution are required?

(31) What are the minimum threshold responses, both
amplitude and duration?
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(32) What are the accuracy requirements?
(33) Is this an analog or digital operation?
(34) Are there any special remote control requirements?

(35) In what type of facility is the equipment to be
installed?

(36) What other equipment will be in the same
installation?

(37) Are there any inherent, definable problems ex-
pected as a result of grounding systems used?

(38) Are there to be

anticipated?

space-available problems

(39) Are there any special cosite problems anticipated?

(40) What are the inherent shielding characteristics of the
installation?
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DESIGN NOTE 2A3* EMC PROGRAM CONTROLS

DN 2A3

1. EMC PROGRAM CONTROLS

Use the guidelines in SN /(1) through /(5)for setting up

electromagnetic compatibility program controls.

SUB-NOTE 1{1}  EMC Requirements Analysis Controls

e Establish system EMC requirements and EMC resource allocations.
o Establish EMC team in accordance with MIL—£—6051.
o Review all system requirements and guidelines.

o Establish operational compatibility, mission and time compatibility, interference definition, and minimum
acceptable degradation for the mission.

e Perform spectrum studies to evaluate frequency allocation.

o Develop alternate methods to perform the same function.

¢ Develop the necessary information studies and guidelines for achieving compatibility and stability.
e Use trade-off studies to optimize EMC and cost.

o Translate meaningful equipment EMC requirements into specific design, manufacturing, and operational
cniteria.

e Prepare EMC specifications for subcontractors.
o Prepare lists of hardware types with EMC requirements.
o Establish the depth and scope of repair at different repair levels.

o Specify training for the various supply and maintenance personnel with respect to proper handling, storage, and
care.

e Determine training needs in the broad sense and in the specialized areas.

o Analyze skills and abilities needed by field engineers, maintenance, and operating personnel.

SUB-NOTE 1{(2)  EMC Environmental Determination Controls

e Determine and establish the specifications that define the environments to which the items will be subjected.

e Promulgate and maintain environmental criteria for handling, storage, ground operations, and the definitions of

environmental test hmits.

REO  ASD/ENACE

*Extracted in part from Ref 108
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SUB-NOTE 1(3)  EMC Prediction Controls

Develop EMI susceptibility predictions of flight-critical equipment.

Generate performance specification requirements and tolerances.

Observe out-of-tolerance effects of EMI generators and flight-critical equipment.
Provide information that would allow logical test point selection.

Formulate an EMC demonstration plan.

Evaluate prototype demonstration tests.

Use test results and design analyses to demonstrate EMC tests.

Collect and analyze parts characteristic data to develop and revise specifications.

Measure attained electromagnetic compatibility.

SUB-NOTE 1(4)  EMC Specification and Drawing Review Controls

Review preliminary specifications and procedures to determine feasibility and adequacy.
Make certain that operating procedures and hardware are compatible.

SUB-NOTE 1(5)  EMC Parts Control

Develop test methods to simulate environment and establish EMC criteria.
Define test conducted criteria.

Design the experiments.

Write the test plans and procedures.

Prepare the item for test.

Conduct and monitor test and test results.

Negotiate production environmental test plans with the procuring activity.

Prepare the EMC demonstration plans and the integration of the demonstration provision in specifications.

2. DATA REPORTING CONTROL

Use the lists given in SN 2(1) through 2(6) to set up an
EMC reporting system integrated with the reliability
reporting system.

SUB-NOTE 2(1)  Data System and Process Control Requirements

integrate the EMC data into the established data center to receive, compile, and analyze EMC information.

Integrate pertinent EMC information into the data processing system.

Prepare significant summaries of EMC data, such as EMC trends, spectrum signatures, and possible troublesome

areas.

Provide for interchange of pertinent EMC information with Government agencies.
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SUB-NOTE 2(2)  EMI Analysis Control

e Formulate the detailed plan and the writing of the operating procedure for the interference and susceptibility
characteristics of parts.

e Conduct EMI analyses to determine criticality, system identification of potential interference, and susceptibility.

o Analyze operating procedures and instructions to ensure that interference and susceptibility modes are not
introduced.

SUB-NOTE 2(3)  Control Change Requirements

e Review and approve changes in manufacturing processes, specifications, and procedures.
e Provide for rebuilding or reworking of returned components to a higher EMC configuration.

e Provide for spares that satisfy the system requirements and necessary checks.

SUB-NOTE 2(4)  Corrective Action Control

e Prepare operating procedures delineating responsibilities for corrective action.
o Prepare follow-up action reports when data indicates a problem is present.
e Assure the compatibility analyses and corrective action through document review.

e Monitor vendor and subcontractor interference and susceptibility analyses and subcontractor compatibility
analyses and corrective action for adequacy.

e Assure the vendor and subcontractor of corrective action on EMC problems.

SUB-NOTE 2(5)  Controls for EMC Improvement Studies

e |[nitiate and prepare detailed plans for parts improvement when information indicates the allocated EMC
requirements will not be attained.

s (Conduct EMC improvement studies to predict the compatibility of potential interference and susceptibility
modes.

e (Conduct studies and research in design improvement, costs, EMC methods, procedures, and manufacturing
techniques.

e (oordinate advanced EMC techniques to all program EMC effort.

SUB-NOTE 2(6)  Vendor Control

o Establish and maintain a supplier selection program based on facilities, past experience, and EMC, reliability,
and quality efforts.

o Assure that supphers conform with EMC and other performance requirements.

e Provide the vendor with test, receiving, and other applicable data on the product
e Evaluate the subcontractor's proposed EMC program.

® Prepare and include qualitative and quantitative EMC and test requirements.

¢ Monitor vendor's preparation and release of procedures and specifications with periodic design reviews.
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3. PRACTICES AND STANDARDS

The practices and standards of design, manufacturing,
quality assurance, and system test and operation are the
cornerstones to program success. Follow those given in
SN 3(1) through SN 3(4).

4. EMC ENGINEER’S APPROACH

Many of the EMC controls are already built into the re-
liability program. The reliability function and the electro-
magnetic function are closely related in this respect. There
are other similarities, such as those of starting the pro-
gram in the concept stages, prediction, optimum design,
and environmental and acceptance testing requirements.
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The big differences are in the approaches used and the
highly specialized skills required to resolve their respec-
tive problems. The EMC engineer approaches his
problems from the standpoint of degradation due to
interference rather than that of part failure as does the
reliability engineer (although parts failure can also be a
factor in EMC control). In addition to the environmental
tests required in the reliability program (most of which
are also required for the compatibility function), in-
terference and susceptibility tests must be conducted in
the EMC program. Through careful consideration of the
various functions of these programs, it is evident that
some can be integrated, while others must be performed
separately for an effective and efficient overall approach.

SUB-NOTE 3(1) Practices and Standards—Design

e Prepare a standard design manual.
e Prepare a standard parts manual.

o Use safety margins judiciously.

e Use standard parts.

o Prepare a drafting practice and drawing specifications.

o Apply spectrum signatures based on critical review of application.

o Devise rules to be followed when nonstandard parts are used.

SUB-NOTE 3(2) Practices and Standards—Manufacturing

not used.

the degradation of the design EMC.

e Participate in vendor selection surveys.

o (learly mark identification on external packages.

e Establish production tooling controls to ensure that tooling is within tolerance and that out-of-tolerance tooling is

e Establish manufacturning processing procedures and inspection checks.
o Furnish special equipment when handhing, storing, or instalting delicate items.
e Require that critical items be conveyed by protective means.

e Prepare and evaluate process specifications and procedures for manufacturing activities with respect to lessening

e Develop training aids, equipment, and standards to be used in manufacture.
e Formulate and implement training programs for manufacturing personnel.

o Furnish the correct packaging to protect equipment during handling, transportation, storage, and field use.
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SUB-NOTE 3(3)  Practices and Standards—Quahty Assurance

Establish detailed inspection and acceptance testing documentation plus instructions for the care and
use of the test equipment.

Develop a qualification test program for parts.
Formulate and implement a production test plan.

Establish acceptance test parameters (including time) for maxymum screening effectiveness and minimum
life expenditure.

Participate in establishing and monitoring a vendor control program to ensure fully qualified parts.
Develop acceptance criteria to assure compliance with specifications.

Establish methods, procésses, and procedures for inspecting equipment.

Operate an electrical standard laboratory to calibrate and maintain electrical measurement equipment.
Operate a mechanical laboratory to calibrate and maintain gages and mechanical measurement equipment.
Establish classification of characteristics for selected items.

Perform recurring inspection on all incoming material.

Participate in materials review board.

Perform inspections at specified check points on various assembly lines.

Inspect packaging of outgoing items.

Establish and implement controls to assure that the required physical and performance variations fall within the
desired distribution set for the production process.

Furnish management with the necessary documentation in the areas of receiving, inspection, fabrication,
assembly, and functional testing.

SUB-NOTE 3(4)  Practices and Standards—System Test and Operation

Make available field manuals and technical orders which fully describe the proper methods and procedures for
setting up, checking, adjusting, ahigning, cahbrating, and operating equipment prior to test or operational use.

Establish policies and procedures for repair and maintenance for the various phases in the field.
Assure avaiability of procedures to isolate interference to the level required in the field.
Develop testing procedures to determine degradation from storage or use.

Establish policies and procedures for disposition of unacceptable or rejected test items.

2 MAR 84
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DESIGN NOTE 2A4

DN 2A4

TEMPEST

1. INTRODUCTION

TEMPEST is an unclassified short name referring
to investigations and studies of compromising
emanations. When designing new equipment,
TEMPEST should be considered. Compromising
emanations are unintentional, data-related
or intelligence-bearing signals which if intercepted
and analyzed disclose the classified information
transmitted, received, handled, or otherwise
processed by an  information-processing
equipment.

2. TEMPEST DOCUMENTS

The following documents should provide designers
and engineers with guidance for controlling
TEMPEST:

a. Air Force Regulation 56-16, CONTROL
OF COMPROMISING EMANATIONS
(TEMPEST) (U). This regulation prescribes
responsibilities of Air Force organizations and
overall guidance to the user on controlling
compromising emanations (TEMPEST) of
electrically operated equipment and facilities
which process national security information.
It implements the effective edition of DOD
Directive 5200.19R and affects development,

AFCSC/SRV
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procurement, installation, and operation. This
regulation applies to all Air Force personnel
including Air Force Reserves, Air National Guard,
and contractors who do business with the
Air Force.

b. NACSIM 5100A, COMPROMISING
EMANATIONS LABORATORY TEST REQUIRE-
MENTS, ELECTROMAGNETICS (U), contains
the laboratory TEMPEST test limits used to
evaluate equipment that processes national security
information.

c. NACSEM 5201, TEMPEST GUIDELINES
FOR EQUIPMENTI/SYSTEM DESIGN (U),
provides circuit-level guidelines for designing
TEMPEST compliant equipment.

d. NACSIM 5203, GUIDELINES FOR
FACILITY DESIGN AND RED/BLACK
INSTALLATION (U), provides TEMPEST guid-
ance for the installation of classified information
processing equipment on a system/facility level.

The documents cited above are Confidential
Nonforeign. The Air Force (and all Air Force
contractors) will not impose any TEMPEST
requirements without first contacting the support-
ing MAJCOM TEMPEST Officer (IAW
AFR 56-16).



AFSC DH 1-4

NOILVINIWNOOAQ ON3 €2 103S



iy

AFSC DH 14 SECT 2B
SECTION 2B EMC DOCUMENTATION
DN 2B1 - EMC PLAN (EMCP) 2.1 Scope
2.2 Applicable Documents
I. INTRODUCTION 2.3 Test Site
2. PURPOSE 2.4 Test Instrumentation
3. CONTENT 2.5 Test Sample Setup
3.1 Technical Guidance 2.6 Test Sample Operations
32 Spectrum Conservation 2.7 Test Procedure
33 Electromagnetic Interference 2.8 Subsystem Test
34 Electrical/ Electronic Wiring 2.8(1) Sample Test Matrix
Design 2.9 Recorded Data
35 Electrical/ Electronic Circuit
Design
3.6 Analysis DN 2B3 - SUBSYSTEM/EQUIPMENT EMI AND
3.7 Problem Areas SUSCEPTIBILITY (EMI&S) TEST
3.8 Updating REPORTS
1. INTRODUCTION
DN 2B2 - SUBSYSTEM/EQUIPMENT 2. QUICK-LOOK REPORTS
ELECTROMAGNETIC 3. EMI&S TEST REPORTS
INTERFERENCE AND 3.1 Format
SUSCEPTIBILITY (EMI&S) TEST 3.2 Content
PLAN 3.2 Sample Data Sheet—Emission Tests
3.2(2) Sample Data Sheet—Susceptibility
1 INTRODUCTION Tests
. 2 CONTENT 33 Recommendations and Conclusions
2 MAR 84 i



AFSC DH 1-4

DESIGN NOTE 2B1

DN 2B1

EMC PLAN (EMCP)

1. INTRODUCTION

One significant phase of the Electromagnetic
Compatibility Program, whether it is a complete
aerospace system or subsystem/equipment, is the
Electromagnetic Compatibility Plan (EMCP). The
Air Force’s interference and compatibility program
requires the contractor to be responsible for
submitting an Electromagnetic Compatibility Plan.
This plan is a detailed description of the
contractor’s overall approach for assuring electro-
magnetic compatibility. It relates the nature and
magnitude of the effort to be implemented, the
organization responsibilities for implementation,
and the milestones to be used for status indication
of the effort. The plan is the basis for all program
EMC requirements. Without it, all subsequent
EMC documentation, requirements, specifica-
tions, etc., are without foundation and cannot be
enforced. Details of the EMC plan are contained in
DOD 5000.19L, Vol I, Acquisition Management
Systems and Requirement Control List. It is
recommended that Chapters 2 and 3 of NASA’s
EMC handbook, (Ref 108) be used for guidance in
the role of EMC in the system engineering process.
Chapter 2 of the NASA handbook covers the
organization of an EMC group, responibilities for
design reviews, and qualification of personnel.
Chapter 3 covers consideration of cost effective-
ness, controls for the systems engineering process,
use of systems documentation, and the relation of
the EMC task to the overall program.

2. PURPOSE

The EMC plan is one that will place into effect the
methods to allow the contractor to meet the
commitments of the bid proposal and the contract.
It is the document that will communicate to each
engineer, each department head, each subcontrac-
tor, and the procuring agency the work effort, the
emphasis, and design guides to be utilized to avoid
practices that may cause serious interference
problems at a time when delays can be ill afforded.
It is the document that will establish the
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engineering and management milestones. This
document also assures the Air Force of the
eventual achievement of a compatible system.

3. CONTENT

Present the EMC plan in detail, specifying the
interference and susceptibility control, prediction
and analysis program, proposed engineering design
procedures, and the techniques that will be used
to achieve conformance with contractual require-
ments. Such conformance will enable the
subsystem/equipment to perform its operational
function within its specified parameters without
adversely affecting or being affected by collocated
subsystems/equipments. Approval of design proce-
dures and techniques does not relieve the
contractor of the responsibility of meeting the
requirements specified in the procurement docu-
mentation. Deliver the EMCP to the procuring
activity for approval prior to the start of the
acquisition phase. Update the EMCP when
necessary at intervals specified in the procurement
documentation including all changes, deletions,
improvements, and new information on the
emission and susceptibility characteristics of the
equipment or subsystem. Update the original
EMCP documentation when new information is
obtained and submit to the procuring activity for
approval. Include the following in the control plan.

3.1 TECHNICAL GUIDANCE

Include in the EMCP, the specific organizational
responsibilities, lines of authority and control, the
implementation plan, and milestones and sched-
ules. Also include the detailed requirements to be
imposed on suppliers and subcontractors for
vendor items, test requirements to be placed on
independent testing laboratories, a complete listing
of all EMI/EMC requirements in supplier’s
procurement documentation, and enumerate
additional requirements for support equipment.
Include a description of the subsystem/equipment
and its characteristics, where known.
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3.2 SPECTRUM CONSERVATION

Define the program to be employed to minimize
emission spectrum and receiver bandwidths and to
control oscillator frequencies, pulse rise times,
harmonics, side bands, and duty cycles within the
specified design constraints of the equipment or
subsystem. Include a completed copy of
“Application for Frequency Allocation Date,”
(DD Form 1491).

3.3 ELECTROMAGNETIC
INTERFERENCE (EMI)
MECHANICAL DESIGN

In the control plan, describe the material and con-
struction to be used to provide the inherent
attenuation to electromagnetic emissions and sus-
ceptibilities while still meeting the contract end
item specification requirements. Include specific
data on the following. Expand as necessary.

a. Types of metals, castings, finishes, and
hardware employed in the design.

b. Types of construction, such as compartmen-
tizing, filter mounting, and isolation of other parts;
types and characteristics of filtering used on open-
ings including ventilation parts, access hatches,
windows, meter faces, and control shafts; and types
of attenuation characteristics of RF gaskets used on
all internal and external mating surfaces.

c.  Shielding and design practices employed for
determining shielding effectiveness.

d.  Corrosion control procedures.

3.4 ELECTRICAL/ELECTRONIC
WIRING DESIGN

Describe in accordance with the classification pro-
cedures in DN 5B5 the proposed electrical/
electronic wiring design, cable separation, and
routing to minimize emision and susceptibilities.
Fully describe modifications to the applicable cate-
gories. Describe in detail the grounding philosophy

AFSC DH 1-4

and enumerate methods of shielding and routing of
cables. Supply interconnecting cabling diagrams
for equipment or subsystems, consisting of a
number of black boxes.

3.5 ELECTRICAL/ELECTRONIC
CIRCUIT DESIGN

Describe fully the EMI control and suppression
techniques which will be applied to all parts and
circuitry, whether capable of generating undesir-
able emanations or suspected of being susceptible.
Include, as a minimum, the following specifically
required design data:

a.  Choice of parts and circuitry, criteria for use
of standard parts and circuitry, and bonding and
grounding techniques.

b.  Justification of selected filter characteristics,
including types and attenuation, and technical
reasons for selecting types of filters.

¢. Part location and separation based on
orientation of electromagnetic fields for reduction
of emissions, susceptibility, or both.

d. Discussion indicating valid technical reasons
for selection of pulse shape. Use pulse shapes to
minimize the electromagnetic spectrum employed
consistent with achieving design performance.

e. Location of critical circuits and decoupling
techniques employed for each.

f. Shielding and isolation of critical circuits.
3.6 ANALYSIS

Include prediction or analysis techniques employed
to determine adequacy of supplier’s conclusions.
Include specific aspects of the mechanical,
electrical, and electronic design as follows:

a. Adequacy of mechanical construction, and
an analysis of the shielding afforded by the
proposed designs over the specified frequency
range and energy level.

31 JAN 91
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b.  Complete frequency matrix of all frequencies
associated with receivers and transmitters,
expected spurious responses of receivers at input
signal levels and at frequency range(s) specified in
MIL-STD-461, and expected spurious output of
items such as transmitters, local oscillators, and fre-
quency synthesizers. Some spurious responses will
be determined by use of the following equation:

pflo + fit
fsp = — (Eq 1)
q

Where:
fsp = Received spurious frequency, hertz

p = All integers, including zero, represent
harmonics of the local oscillator, hertz

q = All integers, except zero, represent
harmonics of the spurious signal, hertz

fio = Local oscillator frequency, hertz
fif = Intermediate frequency, hertz

Use the frequency matrix to formulate a subsystem
test matrix in the subsystem test plan.

c. Worst-case analysis of multivibrators,
switching (single and repetitive) and logic circuits,
clock signals and strobe signals.

l31 JAN 91
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d.  Analysis of circuitry, subassemblies, and total
equipment or subsystem, including cabling and
loads for: (1) the prediction of susceptibility to
internally and externally generated fields and
voltages, whether below or above the limits
specified in the contract, and probability of
occurrence, and (2) the prediction of emissions,
whether below or above the limits specified in the
contract, and probabilities of occurrence.

e.  Subsystem EMC analysis for mobile or fixed
installations with two or more antennas, including
descriptions of fundamental and spurious radiation
characteristics from antennas and discussions on
how to minimize antenna coupling and obtain isola-
tion by the placement and location of antennas.

f. Recommended tailored requirements and
justification, including assumptions, and sufficient
information to verify analyses.

3.7 PROBLEM AREAS

Discuss plans for potential EMI problems, includ-
ing the procedure for defining problems, formulat-
ing solutions, implementing and testing the
solutions, and documentation procedures.

3.8 UPDATING

Discuss the method of updating the control plan.
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DN 2B2

SUBSYSTEM/EQUIPMENT ELECTROMAGNETIC

DESIGN NOTE 2B2

INTERFERENCE AND SUSCEPTIBILITY (EMI&S) TEST PLAN

1. INTRODUCTION

This Design Note details the means of implementation
and application of MIL-STD-462 test procedures to be
used to verify compliance with contractual requirements.
Do not begin formal testing without approval of the test
plan by the procuring activity. The procuring activity will
review test plans or procedures prepared by the prime
supplier for use by independent testing laboratories to
determine accuracy of requirements and consistency with
the contractual requirements. When a number of sub-
system equipment are involved, the plan may be divided
into appendices or sections for each sub-
system/equipment.

2. CONTENT

The following paragraphs describe the EMI&S test plan.
21 SCOPE
Include the following introduction or scope:

a. An opening statement indicating the purpose of the
plan and its relationship to the overall EMC program for
the subsystem equipment.

b. A table listing all the tests to be performed, the
paragraph number of the plan, and corresponding test
method of the basic standard.

2.2 APPLICABLE DOCUMENTS
List the following applicable documents:
a. Military (standards, specifications, etc.).

b. Company (any in-house documents for calibration
or quality assurance).

¢. Other Government or industry standards, specifica-
tions, or documents.

2.3 TEST SITE
Include the following data regarding the test site:

a. Description of test facility, shielded enclosure, or
anechoic chamber (size, power availability, filters,
attenuation characteristics of room to electric, magnetic,
and plane waves).

b. Description of ground plane (size and type) and
methods of grounding or bonding test sample to the
ground plane in order to simulate actual equipment
installation.

REO: ASD/ENACE
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¢. Spot-check measurements of the ambient electro-
magnetic emission profile of the test facility, both

| radiated and conducted, to determine ambient suitability.

24 TEST INSTRUMENTATION
Describe the following test instrumentation to be used:

a. When matching transformers or band-reject filters
are used, describe their characteristics.

b. Specify the bandwidth of the measurement
instrumentation.

c. List all test equipment.

d. Identify scanning speed used to drive EMI measur-
ing equipment.

e. Describe monitoring equipment utilized during
measurements.

f. Describe antenna factors of specified antennas,
transfer impedances of current probes, impedance of line
impedance stabilization network (LISN), and insertion
losses and impedance curves of 10-microfarad (uF)
capacitors.

2.5 TEST SAMPLE SETUP

The test sample includes actual physical layout of equip-
ment under test, depicting positions of test sample and
feed-through capacitors or line impedance stabilization
networks on the ground plane; lead dress; bond straps;
real or simulated loads, electrical or mechanical; and any
test sets employed in the test, (Notes may be used to
indicate height above ground plane for leads.)

2.6 TEST SAMPLE OPERATION
Include the following test sample operation description:

a. Modes of operation for each test and operation
frequency.

b. List of control settings on the test sample.

c. List of confrol settings on any test sets employed or
characteristics of input signals,

d. Test frequencies at which oscillators, clocks, etc.,
may be expected to approach test limits.

e. Performance checks initiated to designate the equip-
ment as meeting minjmal working standard
requirements.
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f.  Enumerate circuits, output, or displays to be moni-
tored during susceptibility testing as well as the criteria
for monitoring degradation of performance.

g. Describe malfunction and degradation of perfor-
mance criteria (that is, change in output spectrum, change
in (S+N)/ N ratio, loss of synchronization, and changes in
output waveform for susceptibility testing).

2.7 TEST PROCEDURE

Fully describe test procedures to be employed to demon-
strate compliance with the contractual requirements. Asa
minimum, include the following:

a. Block diagram depicting test setup for each test
method.

b. Test equipment used in performance of the test and
methods of grounding, bonding, or achieving isolation
for the measurement instrumentation.

c. Detailed step-by-step procedures enumerating
probing of the test sample, placement and orientation of
probes and antennas, frequency range of test, selection of
measurement frequencies, detector functions used, data
to be recorded, frequency of recording data, and the units
of recorded data.

AFSC DH 14

d. During susceptibility testing, specify the actual
modulation characteristics of the interfering signal
(amplitude, type, degree, waveform, etc.).

2.8 SUBSYSTEM TEST

Include a test matrix similar to SN 2.8(1) in subsystem
test plans and enumerate potential for the following:

a. Receiver to receiver interactions.
b. Transmitter to receiver interactions.

c. Transmitter to active and passive devices (magnetic
device).

d. Active devices to receiver interactions.

e. Active devices to passive devices (magnetic devices).

2.9 RECORDED DATA

Outline the data to be recorded as follows:
a. Sample data sheet.

b. Sample test log.

c. Sample graphs.

SUB-NOTE 2.8(1) Sample Test Matrix

I. _ RECEIVER-TO-RECEIVER INTERACTION:

Source Victim
receiver receiver Test
Source Victim frequency frequency frequency
receiver receiver (MHz) (MH2) (MHz) Interaction
AN/ARC-100BX | AN/ARC-1000 230.00 17.1 17.1 1st LO of source with victim
AN/ARC-100BX AN/ARC-1000 238.80 25.1 25.1 1st LO of source with victim
1l.  TRANSMITTER-TO-RECEIVER INTERACTION:
Source Victim
transmitter receiver Test
Source Victim frequency frequency frequency
receiver receiver (MHz) (MHz) (MHz2) Interaction
AN/ARC-1000 AN/ARC-100BX 3.85 225.95 385 Source frequency with 2nd
{F of victim
AN/ARC-1000 AN/ARC-1008BX 22.50 232.50 22.50 Source frequency with IF
of victim
AN/ARC-1000 AN/ARN-115E 22.00 110.00 110.00 5x source frequency
with victim
AN/ARC-1000 AN/ARN-115E 2900 116.00 116.00 4x source frequency
with victim
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DESIGN NOTE 2B3

DN 2B3

SUBSYSTEM/EQUIPMENT EMI AND

SUSCEPTIBILITY (EMI&S) TEST REPORTS

1. INTRODUCTION

In the EMI&S test report, detail the results of the
test performed to determine compliance with the
contractual EMI&S requirements. Submit test
reports in accordance with contract. Paragraph 3
gives the test report content requirements which
are forwarded to the procuring activity for
evaluation prior to acceptance of the subsystem/
equipment.

2. QUICK-LOOK REPORTS

If required by the contract, prepare a “quick-
look” report in Teletypewriter Exchange Service
(TWX) form announcing the accomplishment or
occurrence of a significant test event. Identify the
specific events along with prevalent test conditions
and important results or happenings affecting
program objectives. Identify problems requiring
immediate attention by the procuring activity.
Provide the complete details of the test in the
formal test report.

3. EMI&S TEST REPORTS

Include the following in the subsystem/equipment
EMI and susceptibility (EMI&S) test report:

3.1 FORMAT

Use the test report format specified in
MIL-STD-831 with the following supplements:

a. A cover page is required.

b. Include the following administrative data
which may be supplemented: (1) test performed
by prime supplier or independent testing laborato-
ry, (2) contract number, (3) authentication by the
supplier personnel responsible for performance of
the test and required inspection or witnessing
organization, (4) disposition of the test specimen,
(5) description of test specimen, function, and
intended use and installation, if known, (6) list of
individual tests performed and changes in limits or
test frequencies previously authorized.

REO: ASD/ENACE
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¢. Use a separate appendix for each test.
Include the applicable test procedure, data sheets,
graphs, illustrations, and photographs in each
appendix. Include the log sheets as a separate
appendix which will be last. In another appendix,
include definitions of specialized terms or word
usage.

3.2 CONTENT

Assure that the test report contains the following
factual data:

a. Nomenclature and serial numbers of interfer-
ence measuring equipment.

b. Data of last calibration of interference
measuring equipment, procedures used, and their
traceability to National Bureau of Standards
(NBS).

c. Photographs or diagrams of test setup and
test sample with identification.

d. Transfer impedance of current probes.

e. Antenna factors of specified antennas,
impedance of Line Impedance Stabilization
Network (LISN), and insertion loss and imped-
ance curve of 10-f capacitor.

f. Measured levels of emission of each
frequency (before and after the application of
suppression devices), including data specified in
SN 3.2(1).

g. Graphs or X-Y recordings of applicable
contractual limits and measured data in units
specified in MIL-STD-461 for that limit.

h. Data to show compliance with susceptibility
requirements and thresholds of susceptibility or
limitations of test equipment, including data
specified in SN 3.2(2).

i. If suppression devices are employed to meet
the contractual requirements, identify them using
schematics, performance data, and drawings,
except where these data are in other documents
required by the contract.

j. Sample calculations, if any.
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SUB-NOTE 3.2(1)

Sample Data Sheet—Emission Tests

Technician:

Equipment Nomenclature:

Test Method:

Measurement Point:

Frequency Range of Test:

Date:
Serial:

Type of Measurement:
(Check as applicable)
Radiated:
Conducted:

NB [] BB[]
NB ] BB[]

Measurement Technique:
Calibrated voit O

Mode of Operation: Slideback O '
Test Equi t Used Substitution O
e n :
st Equipme se Automatic ]
Correction l
Test Meter Attenuator Factors Corrected
Frequency | Indication Setting |® ® © ©® | Reading Limit Remarks '
@ Current Probe Bandwidth @ Cable Losses @ Antenna Factor .
SUB-NOTE 3.2(2) Sample Data Sheet—Susceptibility Tests .
Technician: Date: I
Equipment Nomenclature: Serial:
Test Method: Type of Measurement: (Check) l
Radiated O
Measurement Point: Conducted []
Frequency Range of Test: Mode of Operation: '
Test Equipment Used: Description of Test Signal: '
Meets Susceptibility Description Maximum Test
Test Limits? Threshold of Signal Applied l
Frequency | Yes No Level Degradation If Not Susceptible Remarks

|31 JAN 91 l
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3.3 RECOMMENDATIONS AND
CONCLUSIONS

Include in the recommendations and conclusions
a brief narrative form of test results, a discussion
of remedial actions already initiated, and proposed
corrective measures which will be implemented
to assure compliance of the equipment or
subsystem with the contractual EMI requirements.
In addition, discuss any test sample characteristics
which may influence the equipment’s ability
to meet the contractual EMI requirements.
These characteristics may include: power
consumption, shock hazard, weight, water—
tightness, and utilization of nonferrous
materials.

|31 JAN 91
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CHAPTER 3

CHAP 3

EMI CHARACTERISTICS AND EFFECTS

SECT 3A - SYSTEMS
DN 3A1l - Aerospace Systems
SECT 3B - SUBSYSTEMS

DN 3B1 - Flight Control, Inertial

Guidance, and
Infrared Subsystems

3B2 - Communications

3B3 - Computers/Data Processing

3B4 - Electrical Subsystems

3BS - Electrical Ignition of Combustible
Mixtures

SECT 3C - SUSCEPTIBILITY
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3C2 - Propagation and Interaction
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SECTION 3A SYSTEMS

DN 3A1 - AEROSPACE SYSTEMS

. INTRODUCTION

1.1 Electromagnetic Interference
Environment

1.2 Compatibility Environment

1.3 Other Environmental Effects

1.4 Subsystem and Equipment
Compatibility

2. INTERFERENCE CONTROL

2.1 Bonding

2.2 Shielding

2.2.1 Extent of Cable Shielding

2.2.2 Electrical Continuity

2.2.3 Isolation

2.2.4 Breakouts

2.3 Wire Routing

2.4 Ground Loops

2.5 Single Point Versus Multipoint
Grounding

2.6 Low Signal Level Circuits
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DESIGN NOTE 3A1

DN 3A1

AEROSPACE SYSTEMS

1. INTRODUCTION

Electromagnetic interference (EMI) suppression
measures are general requirements for the design
of all aerospace systems, subsystems, and compon-
ents. Interference suppression, to the degree
necessary for compatible operation of electrical
and electronic equipment used in an aerospace
system, is a military requirement. Interference is
defined as any electromagnetic (1) disturbance,
(2) phenomenon, (3) signal, or (4) emission
(man-made or natural), which causes or can cause
undesired response, malfunctioning, or degrada-
tion of performance of electrical and electronic
equipment. Interference can also cause premature
and undesired location, detection or discovery by
enemy forces. Interference is caused by the
radiation or conduction of undesired transient and
steady-state susceptibility to such disturbances.
Design aerospace systems and equipment installa-
tions to ensure that electrical and electromagnetic
compatibility exists between equipments in the
system. See Ref 27 and 208 for interference
prediction techniques. Also see Ref 325 for
additional information on interference. A system
includes:

a. Equipment installed in aircraft or missiles.

b. Combinations of aircraft, missiles, or
weapons which must operate together to fulfill a
military requirement.

c. Combination of airborne and ground
equipment which must operate together to fulfill a
military requirement.

1.1 ELECTROMAGNETIC
INTERFERENCE ENVIRONMENT

The electromagnetic interference (EMI) envi-
ronment existing within an aerospace system is a
function of: (1) the external couplings between
subsystem antennas, (2) the manner in which the
subsystem components are installed, (3) the
interconnected, spurious outputs of all subsystem
components, and (4) the susceptibility characteris-
tics of low circuit level subsystem components. The
environment is not uniform at all places in the
aircraft. The local environment may be determined
by empirical or analytical methods. Analytical
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methods are required if electromagnetic compati-
bility is to be controlled (in design) before
prototype articles are available.

1.2 COMPATIBILITY ENVIRONMENT

The compatibility of systems to the electromagnetic
environment should take into account both
conducted and radiated interference. Design
systems for minimum interference and susceptibil-
ity according to MIL-STD-461. Provide additional
design factors (as necessary) to meet susceptibility
requirements. The responsibility for obtaining
systems compatibility divides equally between the
installation design engineer and the systems and
equipment design engineers. Ideally, an investiga-
tion of all equipment in the aircraft to determine
the interference and susceptibility characteristics is
required for full compatibility determination.

1.3 OTHER ENVIRONMENTAL EFFECTS

Heat, vibration, and moisture can also cause EMC
problems. Sockets and connectors can become
loose or undone by vibration. Solder joints can
break or debond on printed circuit boards (PCBs)
due to a combination of heat and vibration.
Moisture can cause corrosion in equipment, and
leakage paths on PCBs. Even though electronic
boxes may be airtight, water vapors may still enter
that compartment. See Refs 655 and 656 for more
detailed information on how to prevent these
problems.

1.4 SUBSYSTEM AND EQUIPMENT
COMPATIBILITY

The operational integrity of electrical and electron-
ic subsystems requires that information bearing
signals, conveyed by subsystems and equipment, be
free of extraneous electromagnetic energies. The
introduction of interference (including transients
and harmonics to such signals conveying electrical
intelligence) (1) may cause errors in computer
outputs; (2) may result in adverse reaction of flight
control and ECM subsystems; (3) may introduce
errors and false targets in fire—control subsystems;
and (4) could degrade the performance of
bombing-navigational and communication subsys-
tems. The same suppression principles that apply to
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system also apply to subsystems and equipment.
Design all subsystems and equipment to meet the
minimum interference control requirements of
MIL-STD-461. Provide additional design factors
and installation techniques (as required) to obtain
low susceptibility, particularly to low frequency
transients and 400 Hz induction fields. See Ref 54
for techniques to effect interference control during
design and Ref 209 for general approaches to
interference control in aerospace systems.

2. INTERFERENCE CONTROL

The following paragraphs give some basic system
design considerations for EMI control. (See
Chap 5 of this handbook for more extensive
coverage of this subject.)

2.1 BONDING

Design and execute bonding to achieve the
following results:

a. Protect the aircraft and personnel from
hazards associated with lightning discharges (see
Chap 7 of this handbook and Ref 89, 147, 211,
212, and 213).

b.  Provide power—current and (where applica-
ble) fault-current return paths.

c. Provide sufficient homogeneity and stability
of conductivity for RF currents affecting radio
transmission and reception.

d.  Prevent the development of RF potentials on
conducting frames and enclosures of electrical and
electronic equipment and conducting objects
adjacent to unshielded, transmitting antenna
lead-ins.

e.  Protect personnel from shock hazards caused
by internally power-faulted equipment. Shock
hazards may be nonexistent for system voltages of
less than 50 volts. This in no way obviates the other
requirements for bonding (if and when applicable).

f. Prevent the accumulation of static charge
which produce (by periodic spark discharge) (1)
radio interference, (2) explosion hazard, or (3) a
shock hazard.
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2.2 SHIELDING

Shielding is used to prevent the coupling of
undesired radiated electromagnetic energy into
susceptible equipment. In aircraft, structural
shielding effects can range from 20 to 100 dB. This
degree of shielding attenuation is generally not
sufficient to protect external antennas from
electromagnetic energy generated within the
aircraft.

a. Equipment shielding enclosures are also
required to prevent intrasystem and intersystem
radiated couplings within the aircraft. A shielded
enclosure can seldom be constructed of one
continuous sheet, because openings are necessary
for (1) control and power leads, (2) ventilation,
(3) doors and covers, (4) control shafts, (5) seams,
and (6) other mechanical features that will
introduce discontinuities in the shield. Keep
mechanical discontinuities to a minimum. All joints
and flat metal seams must be electrically
continuous across the interface.

b.  Hold leakage due to seams, doors, removable
panels, and holes to a minimum by (1) welding,
brazing, or soldering the seams, (2) removing the
finish around doors, (3) using RF conducting
gaskets on removable panels, and (4) keeping
holes as small as possible. Grounding sleeves on
metallic control shafts or using nonconducting
control shafts reduces or eliminates shielding
leakage from control shafts.

2.2.1 EXTENT OF CABLE SHIELDING.
Shield all audiofrequency (af) signal circuits and
ground the shield at the signal source end only.
Carry the shield through a pin of the connector and
bond internally to the equipment enclosure.
Multiple circuits from the same signal source may
have common shields and be carried through a pin
of the connector and bonded internally to the
equipment. Shield each RF signal circuit by
grounding the outer braid of a coaxial cable at both
ends. Do not shield power leads between a power
supply and a subsystem, or between units of a
subsystem.

2.2.2 ELECTRICAL CONTINUITY. Maintain
electrical continuity and isolation of signal circuit
electrical shields through connectors, equipment,
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and junction boxes intermediate between the signal
source and the signal load. Shield any intermediate
terminal strip or block by a metallic enclosure
properly bonded to the structure.

2.2.3 ISOLATION. Ensure each cable shield is
electrically isolated from other cable shields within
a harness.

2.2.4 BREAKOUTS. Position shield breakouts
for all shielded wires so that not less than 12.7 mm
(/2 in.) nor more than 25.4 mm (1 in.) of
unshielded insulated wire shows aft of each
connector solder pot.

2.3 WIRE ROUTING

Do not route wires carrying af signals at levels less
than 10 mW with electrical control, pyrotechnic
circuits, and RF circuit wiring. Maintain a
minimum separation of 50 mm (2 in.) between af
signal wires and such wiring. Do not route or group
antenna lead-ins with other electrical wiring.
Install electrical and electronic wiring according to
MIL-W-8160 (modified as necessary) to meet the
compatibility and interference control re-
quirements of MIL-E-6051. Comply with wiring
requirements outlined in DN 35BS of this
handbook.
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2.4 GROUND LOOPS

Analyze each subsystem and each interface
between subsystems, to determine the magnitude
of dc and ac paths, and to detect the existence of
loops of nominally zero ohms impedance
(commonly known as ground loops). These ground
loops will result in undesirable dc and ac magnetic
fields and generate interference currents in signal
or control circuits due to magnetic field coupling.

2.5 SINGLE POINT VERSUS MULTIPOINT
GROUNDING

The technical merits of single point versus
multipoint grounding have never been fully
resolved. Strong technical support can be gener-
ated for each type of grounding. Engineering
agreement has been reached, however, that when
major subsystems are to be mated together, full
consideration must be given to the type of
grounding, bonding, and shielding each subsystem
uses, so that groundings are compatible.

2.6 LOW SIGNAL LEVEL CIRCUITS

Apply existing MIL-STD-461 requirements for
minimum susceptibility. Design and maintain signal
levels above the predicted noise level. Restrain the
response of signal paths to the required frequency
band and apply filtering and isolation of auxiliary
input leads as required.
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FLIGHT CONTROL, INERTIAL

DESIGN NOTE 3B1 GUIDANCE AND INFRARED SUBSYSTEMS

1. FLIGHT-CONTROL SUBSYSTEMS

The great increase in airplane performance has been
accompanied by a continual decrease in airframe inherent
stability. Increased speeds require hydraulic power to aid
the pilot in moving the control surfaces.

a. The hydraulic boost subsystem is increased to the
point that almost 100% of the surface hinge moment is
supplied by the hydraulic subsystem. It is necessary to
include stability devices to fly the aircraft safely. For
compatibility considerations, no demarcation need be
made between unmanned and manned vehicle flight-
control subsystems.

b. Automatic control devices for improving vehicle
stability have been labeled in the past as (1) stabilizers,
(2) autopilots, (3) stability augmenters, (4) dampers, etc.
The term “stability augmenter” will be used for the
generic description of all of these. This type of subsystem
senses one or more airframe motion and moves a control
surface to oppose this motion.

c. Imagine a block diagram of the airframe control
loop which uses a stability augmenter to increase the
damping of the airframe yaw mode of oscillation. In
practice, yaw rate is a mode of oscillation and is sensed by
a rate gyro that produces an output voltage proportional
to the rate of yaw. This signal is amplified and equalized
(as required) from servomechanism considerations. The
resulting signal is used to operate the servo actuator
which (in turn) produces the appropriate rudder motion.
This is proportional to the control unit output signal and
is phased in such a manner as to oppose the yaw rate.
Besides the function of damping, a stability augmenter
can perform most of the flight functions.

d. The flight-control subsystem has elements through-
out the entire vehicle. Information is thus transmitted
over long cables into which signals may be conducted or
radiated. Transients that result when (1) switches close,
(2) heaters turn on, (3) power subsystem loads change,
etc., can be propagated into the flight-control subsystem
and appear as a signal. Such a transient actuates the sub-
system just as a signal from a gyro or an accelerometer
would. A spurious motion of the control surfaces can
result in an uncoordinated maneuver of the vehicle. Use
extreme caution to avoid such errors. Consider the
problems of bonding, shielding, and grounding (see Sect
5D and 5F of this handbook).

REO: ASD/ENACE
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2. INERTIAL GUIDANCE SUBSYSTEMS

Inertial guidance subsystems offer completely self-
contained attitude reference and distance measurement
outputs. The heart of such a subsystem is a gyro-stabilized
platform which may be carrying the rectangular coor-
dinate system. The axes are kept aligned at all times to
true North, East, and the local Earth’s gravity vector,
respectively. The position of the airframe, relative to this
coordinate system, is made available in the fois. of
synchro voltages or other means of data transmission.
The output is made available in the form of voltages
which are proportional to the distance traveled along
each of the three axes.

a. The stable platform is suspended within three or
more servo-driven gimbals which serve to isolate the
inertial instruments from accelerations and motions of
the vehicle carrying the guidance subsystems. To
maintain proper control of the platform, it is necessary ta
pass the output of the roll and pitch gyros through a
resolver which sends the appropriate signals to the corres:t
SEIvos.

b. Also, it is necessary to add isolation amplifiers to
prevent the resolver from loading the outputs cf the
gyros. The resolver performs a coordinate rotation when
receiving the output of the gyros, giving error signals
which have appropriate magnitude and polarity to the
servo motors.

c. Ensure that the electrical power required to operate
an inertial guidance subsystem is obtained from a
transient and interference-voltage-free supply. Because of
the accuracy required, it is usually not possible to simply
filter the power from the main source. In some cases,
complete isolation (as provided by a motor generator set)
is required. The motor is driven from the main power
source and the generator supplies the electrical power.
This is especially necessary when the navigational
computer is digital in nature, because any transients on
the power source supplying the computer appear as
additional pulses and can cause error in the output.

3. INFRARED SUBSYSTEMS

Interference is less of a problem to infrared subsystems
than to radar subsystems. Ground clutter and sea return
has a much smaller effect on the infrared detector.
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Auxiliary infrared trackers have been used to assist radars
operating against ground targets. Infrared detection
capabilities are limited by noise and simulation the same
as radar subsystems. Noise is a random fluctuation that
interferes with the transmission of the signal. These
fluctuations may be electrical or thermal. The term noise
may include anything that interferes with the detection of
the target. Infrared subsystems are susceptible to the
following types of noise:

a. Thermal noiseis caused by fluctuation of electrons in
resistors. This noise is flat (or white), which means that
the spectrum is flat for all frequencies.

b. Shot noise is an electrical noise arising from the
random manner in which electrons are emitted from
vacuum tubes or through active elements. This limits the
sensitivity of amplifiers and photoconductive devices.
The spectrum of shot noise is flat and can be considered a
white noise.

¢. Photon noise or radiation noise is caused by the
fluctuation in the rate at which photons fall on the
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detector. The spectrum of this energy is flat and follows
the response curve of the infrared detector.

d. Temperature noise is caused by the temperature
variations of the thermal detector which is a function of
the interchange of heat energy between the infrared cell
and 1ts environment. This noise also has a flat power
spectrum density.

e. Current noise is produced by the current load
through a resistor. It is not as fundamental as the other
types, and can be a contact noise somewhat like that
generated between carbon grains in a carbon pile. The
power spectrum may be inversely proportional to the fre-
quency and directly proportional to the square of the
current.

f.  Scintillation noise comes from objects in the area
being scanned. Clouds and thermal gradients are
potential false targets for scanning subsystems. These can
be considered noise, since their presence decreases the
effectiveness of the infrared subsystem. Sea and land
backgrounds produce additional interference which can
cause some degradation of the infrared subsystem.

2 MAR 84
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DESIGN NOTE 3B2

DN 3B2

COMMUNICATIONS

1. INTRODUCTION

This design note (DN) discusses interference
and susceptibility characteristics of communication
subsystems. This includes (1) telemetry,
(2) receivers, (3) transmitters, and (4) radar.
For additional information on communication
subsystems, see Ref 721.

1.1 CONSERVATION OF SPECTRUM AND
SYSTEM COMPATIBILITY

To conserve the spectrum and improve system
compatibility, restrict intentional signal generators
to the minimum bandwidth required to contain the
useful information and restrict the amplitude to the
minimum level required for satisfactory informa-
tion transfer.

a. Use pulse shapes with the slowest rise time
practicable and minimum amplitude. Generate
them at the location where they are required and
do not transmit them over long lines.

b. In system design, consider filtering sideband
components, using subsystems which do not
transmit unnecessary signals (such as carriers), or
reducing carriers to an acceptable level.

c. Carefully review antenna  directivity,
reduction of side lobe gain, and development of

increased frequency stability.

d. Enclose broadband generation devices
properly. Shield and/or decouple their leads.

e. Carefully review all interface connections to
avoid redundant filtering at both ends and to assure
proper routing and grounding of wires and shields.

1.2 SUSCEPTIBILITY BANDWIDTH

Conservation of the frequency spectrum is as
important for the design of the receiver as for the
design of the transmitter. Acceptance of unwanted
signals is the reciprocal problem to spurious
emission. Thus, it is important to restrict bandwidth
to that which is necessary for information
acquisition. Where feasible, store information
known in advance at the receiver location instead
of transmitting it over a communication channel.

REQ: ASD/ENACE
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a. Calculate rejection of signals outside the
desired band to be consistent with the levels
anticipated in the environment. Do this not only
for signals appearing at the input circuitry, but also
for signals on interconnecting leads and power
supply wires.

b.  Avoid spurious responses at image frequen-
cies or intermediate frequencies and avoid spurious
modulation of the desired signal. To maintain
minimum acceptance bandwidth, design the local
oscillator in heterodyne receiving equipment to
have adequate stability.

c. Carefully consider the dynamic range of
receiving equipment to avoid subjecting signals to
nonlinear regions of operation which will result in
the production of interference frequencies internal
to receiving equipment. The problem of dynamic
range is particularly important in receiving
equipment which may be subjected to high level
impulse interference.

d. Also take acceptance bandwidth problems
into account when designing amplifiers and other
assemblies which respond to relatively low power
levels.

2. TELEMETRY SUBSYSTEMS

Interference in telemetry subsystems falls into
these two categories: (1) interference due to
extraneous signals received by the ground station
(both man-made and atmospheric) and (2) self-
generated interference occurring as an undesired
byproduct of the normal transmitter and receiver
operation. Such interference may exhibit its effects
in the subtle form of residual errors in the
decommutated data or may contribute to actual
malfunctioning of the equipment whose perfor-
mance is being monitored. The telemetry standard
is MIL-STD-1572 and test methods for telemetry
systems and subsystems are in MIL-STD-1573.

2.1 INDUCTIVE TRANSDUCERS

Inductive transducers are used to vary the
frequency of the subcarrier oscillator by acting as a
portion of a frequency—determining resonant
circuit. Conequently, they are subject to thermal
variations, and in order to improve stability, a
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heater element should be incorporated. The
thermostatic heater contacts produce broadband
interference which may be conducted into the
power lines.

2.2 COMMUTATOR AND DRIVE MOTOR

The commutator consists of a switching device used
to sample information from dc circuits or slowly
varying ac sources. Any abrupt change of current
may result in the generation of interference
because the typical mechanical commutator is a
prolific source of broadband noise. This interfer-
ence results from two primary sources: arcing at
the drive motor brushes and at the commutator
brushes. A Fourier analysis of the output spectrum
shows a dc component in the output, plus
harmonics at the rate the information is sampled.
These harmonic components exist in the form of
noise in the audiofrequency range, but are readily
removed by the low-pass filters employed in
telemetry. The high frequency components,
exhibiting high orders of magnitude insofar as
radio-frequency potentials are concerned, are
significant up to 10 or 20 MHz. In this range, the
usual low-pass filter applications are not effective
over the radio-frequericy spectrum, due to
coupling between the input and output circuits and
inherent inductance of the capacitors employed
therein. The usual commutator employs a
governor—controlled dc motor, which exhibits all
the attendant interference of a conventional dc
machine.

2.3 SUBCARRIER OSCILLATOR

To prevent overloading, the commutated output
passes through an amplitude limiter to a subcarrier
oscillator. In many subsystems, an appreciable
signal may be found on the oscillator grid, capable
of being transferred back to the commutator and
induced or conducted into other circuits. The
subcarrier oscillator frequencies range from audio
through radio frequencies and may produce
harmonics extending into the megahertz region.
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2.4 TRANSMITTER APPLICATIONS

Transmitters for telemetry applications consist of a
crystal-stabilized, modulated oscillator, followed
by one or more frequency multiplier stages and a
power amplifier. The final stage operates as a
Class C amplifier, with the resultant harmonic
output. Coupling between the power supply leads
and the transmitter tank circuit may result in
transfer of RF energy to other equipments
operating from the same power source. Radiation
of energy may occur from openings in the
transmitter housing and from the cables entering or
leaving the enclosure.

3. RECEIVERS

Receivers are designed to offer extreme sensitivity
to signals at their desired or resonant frequency
and to present a high attenuation to off-frequency
undesired signals. Unfortunately, this is not always
the case due to a number of degrading factors. See
DN 4A1l of this handbook for the mathematical
approach to nonlinear devices.

3.1 IMAGE RESPONSE FREQUENCIES

In general, image rejection is improved if the
frequency of the local oscillator is above the
desired signal frequency for low-frequency
receivers and below the desired signal in
high-frequency receivers. Therefore, the following
equation can be used to relate the three variables if
the proper sign is chosen:

flo * fir=fo (Eq 1)
Where:
fo = receiver tuned frequency
fif = receiver intermediate frequency

local oscillator frequency.

="
o
i

3.2 LOCAL OSCILLATOR HARMONICS
Sound design practice requires a large local

oscillator drive to the mixer tube or crystal to
obtain good sensitivity, so the mixer is driven into

|31 JAN 91
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the nonlinear region. A general result can be
written since a large number of harmonics will be
generated in the mixer:

pfio * fif = f5p (Eq 2)
Where:
fsp = spurious frequency
p=0,1,2,..

The value p =0 is included because the
intermediate frequency itself is also a special
spurious response.

3.3 RESPONSES BELOW THE TUNED
FREQUENCY

If the local oscillator frequency is below the signal
frequency, all the preceding spurious responses
except two (the IF and the image) are above the
receiver—tuned frequency. However, an additional
set of responses exists below the tuned frequency
due to nonlinearities in the RF mixer stages
generating harmonics of the interfering signal.
These are defined by:

fio £ fif = qfsp (Eq 3)
Where:
q=123,..

These responses are located at submultiples of the
tuned frequency. Additional responses are gener-
ated by a combination of the results of Eq 3 which
may be expressed by:

pfio * fif = qfsp (Eq 4)

or

pfio + fif
fsp = — (Eq 5)
q

This is the spurious-response equation so often
used in interference frequency calculations. Up to
this point, only the first local oscillator has been
considered, but the above equations also apply to
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the second and third conversion stages in a triple
conversion receiver. Not many responses are
attributed to the second and third mixers except in
special cases. In some receivers, strong signals
applied to the antenna terminals leak around the
selective circuits and arrive at the third detector in
sufficient amplitude to create a considerable
number of spurious response frequencies.

3.4 CROSS MODULATION

A change in the notation is necessary when cross
modulation, as opposed to intermodulation, is
being examined. Cross modulation involves only
two signals: one is the signal of the desired channel
and the other is the signal of one undesired
interfering channel. All even orders of cross
modulation are mathematically nonexistent.
Therefore, the output signal of an amplifier having
input signals at the desired and one undesired
frequency and having sufficient selectivity after the
nonlinearity to reject all signals except those at the
desired frequencies will be:

i = Cjeq sin wgt
(Eq 6)

3 .
+ ? C3en2ed sin wgt +...

The first term represents the desired output, while
the second and remaining terms represent the
cross-modulation output. The various orders of
cross modulation are difficult, if not impossible, to
separate entirely from each other by direct
measurements. If cross—-modulation data are to be
of practical use in quantitative equipment analysis,
separation of the contributions made by each order
of cross modulation would be desirable.

4, TRANSMITTERS

Transmitters can be a source of EMI because they
have a Class C output stage which produces high
harmonic content. The oscillator, multiplier, and
modulator stages can also cause spurious signals
because they involve nonlinear elements. Ensure
that proper shielding, filtering, bonding, and
grounding are used so spurious signals will not
emanate outside the transmitter enclosure and that
the output waveform to the antenna is relatively
free of harmonics or spurious signals.
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4.1 SOURCES OF SPURIOUS VOLTAGE

From data taken on various transmitters, it is
apparent that the spurious voltages generated in a
particular stage, such as a multiplier or power
amplifier, are primarily dependent on (1) the
nonlinear operation of the tubes (the fact that
current flows for only a part of a cycle), (2) the
impedance presented to the plate of the tube by
passive circuitry, and (3) the input voltages to the
grid of the tube which includes all of the spurious
voltages from the previous stage. It is possible to
analyze active circuitry to show the effect of each of
these factors. Furthermore, such an analysis
provides a basis for predicting the frequency and
magnitude of spurious signals that will be generated
in a particular stage, and it offers a means of
evaluating possible remedial techniques.

4.2 DESIGN TO ELIMINATE
SPURIOUS VOLTAGES

One result of such an analysis shows that an ideal
parallel tuned circuit is not sufficiently selective to
reduce spurious signals close to the carrier. The
remedy requires either a more elaborate output
circuit or external filters to bolster the tank circuit.
In the latter case, there is usually an undesired loss
of carrier power. The surest method is designing to
eliminate the unwanted signals at their source. The
design of RF circuitry can include RFI control for
frequency ranges beyond that in which the
equipment is intended to operate. A series of
studies made to determine the significant parame-
ters in spurious signal generation disclosed several
practical approaches to the choice of components.
One of these involved the selection of coils and
capacitors for use in tuned circuits. It is known that
the impedance of a coil is a function of frequency
and that the distributed capacitance of the coil can
cause multiple resonances. The coil’s reactance,
therefore, alternates from inductive to capacitive
and back. If such a component is used with a
capacitor to form a tuned circuit, there will be as
many resonances as there are frequencies at which
the inductive reactance is equal to the capacitive
reactance. The solution to this problem is to choose
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an inductor whose reactance undulations remain
greater than the reactance of the capacitor at all
frequencies greater than the operating frequency.
In general, this means wusing high quality
components, keeping lead lengths short, and using
good judgment in component placement.

4.3 SPURIOUS AND HARMONIC
EMISSIONS

The most common off-frequency signals which
give rise to radio frequency interference are the
spurious outputs from transmitters. While one may
consider all outputs but the carrier and its required
sidebands as being spurious, the usual practice is to
identify spurious outputs with frequencies reason-
ably well-removed from the carrier. Generally,
these will be harmonics of the basic oscillator
frequency. Frequencies which are multiples of the
carrier frequency are distinguished with the name
“harmonic.”

4.4 SPURIOUS SIGNALS

It is beneficial to follow the course of the spurious
signals through at least one transmitter to develop
an appreciation of the mechanisms involved and to
understand the importance of rigid control at the
final stage of the transmitter. For this purpose,
neither the vintage nor the exact circuitry of the
transmitter is important.

4.4.1 OSCILLATOR HARMONICS. It may be
shown that the oscillator harmonics behave as a
function of frequency. For example, the funda-
mental at 1.2 MHz is greater than 100 V.
Harmonics of this fundamental diminish in
amplitude with increased frequency, but remain
significant at 180 MHz. The level does not
decrease uniformly, but rather rises and falls in an
undulating manner.

a.  First Multiplier Stage. Consider the spurious
outputs from the first multiplier stage. The
dominant frequency is now given as 3.6 MHz. The
original 1.2-MHz signal is present and many
signals that were not measurable in the oscillator
spectrum now become significant.

|31 JAN 91
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b.  Second Multiplier Stage. Consider the output
from the second multiplier whose dominant
frequency is at 10.8 MHz. The basic oscillator
frequency (1.2 MHz) is still present and is one of
the larger spurious signals.

4.4.2 OUTPUT MEASUREMENT. Consider
the transmitter output as measured across a
50-ohm dummy load. All the basic oscillator
harmonics will still be present even though they are
no longer called “harmonics.” Experience proves
that there are many signals larger in amplitude than
some of the harmonics of the transmitter
frequency.

4.4.3 EFFECT OF CIRCUIT IMPEDANCE.
The effect of the impedance of the various circuits
on the modulations of the spurious signal spectra
was investigated and from the results a rough idea
of the magnitudes of the currents flowing through
the stage can be derived. The general nature of the
impedance spectra suggests a correlation with the
spurious signal spectra. Measurements performed
on a different transmitter verified these
observations.

4.5 RF INTERMODULATION

Having observed the abundance of spurious signals
at each stage of a transmitter, it appears that these
signals could be eliminated at their source in each
stage but, in actuality, each nonlinear element in
succeeding stages would add back the signals that
were eliminated. Whenever a nonlinear element is
subjected to a signal, harmonics of the signal
frequency will be produced. The frequencies of
those products are simple to calculate (see
DN 4Al). The magnitudes are quite difficult to
predict and can best be determined by
measurement.

4.6 ELECTRONIC COUNTERMEASURES

Electronic countermeasures (ECM) can have a
severe impact on electromagnetic compatibility in
overall systems. A comprehensive systems analysis
of the overall mission requirements and subsystems
characteristics is necessary to achieve compatibili-
ty. Consider the harmonics of all transmitters and
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the measured spurious responses of receivers.
Equipment which must operate at the same time as
ECM equipment must be carefully designed to
ensure proper operation. In some cases, it may be
necessary to impose more stringent requirements
than those in MIL-STD-461. (See DH 2-4 for
more information on ECM.)

5. RADARS

It has been estimated that over 12 000 radars are
currently operating in the continental United
States. Many of these radars are situated in
congested areas and because of real estate
considerations are frequently collocated at specific
sites such as airport, military bases, and missile
launching sites. In addition, there has been and will
be in the future, an ever-increasing use of radar in
(1) airborne systems, (2) navigational aids,
(3) weather observation, and (4) satellites and
space probes. The trend toward greater spectrum
usage and congestion has resulted in a mutual
interference problem which is becoming increas-
ingly complex.

5.1 INTERFERENCE

A common form of radar interference is the
appearance of interfering dots or spirals on the
scope presentation of the radar caused by pulse
interference from other radars. This type of
interference is usually moving continuously and
may cover a large portion of the scope face, making
targets difficult to detect. Interference of this type
is annoying to the operator and (over a period of
time) causes fatigue which reduces effectiveness. If
the interference sector contains a target, delayed
detection is likely to result. If the interference is
extreme, false target reports become likely.

5.1.1 TRACKING RADARS. Pulse interference
to tracking type radars is possible especially during
the acquisition or lock-on phase. Once the
tracking radar has locked on, it is relatively difficult
for interference to cause a break because EMC
design considerations tend to make the system
invulnerable to jamming. However, interference
signals could cause acquisition difficulties by
presenting the tracking radar with strong returns
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which may be compatible with its tracking circuits.
In such a case, the tracking radar might be decoyed
and fail to acquire the true target.

5.1.2 MICROWAVE RELAY. Radar interfer-
ence to microwave radio relay is also a problem.
Radar interference appears (1) as a rough buzzing
noise in telephone circuits; {2) as moving, almost
randomly located, white dashes in a television
picture; and (3) as errors in data signals. The
first two cases are commercially objectionable, but
the latter is intolerable especially in circuits
carrying data signals for defense systems. Experi-
ments show that as the peak value of the
interference approaches the peak value of the
desired signal, the interfering noise in telephone
circuits rises rapidly. The noise is negligible when
the ratio of peak signal to peak interference is
more than S dB, but it is intolerable when the ratio
is unity. Similar tests have indicated data signals
are not seriously affected by radar interference
when the circuits do not have much interference
for ordinary telephone usage. On the other hand,
television signals are somewhat more sensitive
to radar pulse interference. A ratio of peak signal
to peak interference of more than 15 dB is
required to avoid degraded television pictures
(signal power = 32 X interference power).

5.2 DESENSITIZATION

Desensitization is not quite as obvious as pulse
interference, but the phenomenon is important in
radar. A pulsed radar operating in the vicinity of a
powerful continuous wave (CW) transmitter can be
rendered completely inoperative, if the CW power
level is sufficient to fire the transmit-receiver (TR)
tube continuously. In fact, lower levels of CW
power may be sufficient to maintain a TR tube arc
once the tube has been fired by its own transmitter.
Some tubes have been found to remain in
conduction when the CW power was reduced to 20
mW. If the CW power level is not high enough to
maintain the TR tube arc, desensitization can still
occur. The presence of the CW power at the radar
mixer can change the bias level of the mixer
crystal, thereby changing the noise level and
reducing maximum range performance.
Degradation of 1 dB in receiver response has been
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noted for CW power levels of 0.15 mW. Stronger
signal levels tend to change bias levels in both the
mixer and IF stages to a point where noise and
desired signals disappear entirely due to receiver
overload.

5.2.1 CRYSTAL DETERIORATION. Desensiti-
zation also occurs as the result of crystal
deterioration or burnout. The most common
causes of crystal burnout in microwave receivers
are:

a. Inadequate shielding of output leads from the
crystal. These leads can pick up large extraneous
voltages and consequently produce crystal burnout.

b.  Reception of strong signals by receivers
protected by transmit-receiver (TR) switches.

c. Failure of the duplexers and TR tube to
protect the crystals for one or more of the following
reasons:

(1) The TR tube has deteriorated
(2) Keep-alive does not function

(3) Frequencies outside the design band of the
duplexer have passed directly to the crystal with
very low loss.

5.2.2 AUTOMATIC FREQUENCY CONTROL
CAPTURE. In circuits employing automatic
frequency control (AFC), a sufficiently strong
undesired signal relatively close to the desired
signal may cause the AFC circuits to lock on the
undesired signal. The resulting shift in receiver
frequency may be sufficient to lose the desired
signal altogether.

5.2.3 OVERINTERROGATION. Identification
friend or foe (IFF) systems used in conjunction
with radars are generally susceptible to this type of
interference. The basic function of IFF has been to
establish the identity of an aircraft from a remote
point. This subsystem usually consists of a
ground-based interrogator-responder and an
airborne transponder, used in conjunction with a
surveillance radar. When the target is detected on
the radar display, the interrogator is activated and
transmits a series of coded pulses. The airborne
transponder (if properly adjusted) replies with
another series of pulses, which are received by the
responder and displayed in the vicinity of the target
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on the radar scope. In a heavily congested area, the
airborne transponder may be interrogated simulta-
neously by many IFF subsystems, resulting in a
subsystem overload. Subsystem overload results in
unsynchronized replies, erroneous range data, and
other subsystem errors. Part of the difficulty lies in
the fact that many subsystem antennas in use have
poor main-lobe to side-lobe ratios; therefore,
interrogations by side lobes are possible. This
results in needless interrogations, which contribute
to eventual transponder overload and increased
clutter on the scope display, by showing one
aircraft in many different places on the plan
position indicator (PPI) scope. The problem is
complicated by the appearance (on the PPI scope)
of transponder replies to interrogation by other
radars. These replies are unsynchronized and
appear at random positions on the scope display
causing scope clutter.

5.3 RADAR TRANSMITTERS

In theory, a radar transmitter is required to radiate
energy only over the band of frequencies necessary
to convey the intelligence which it is processing.
However, the practical transmitter may emit energy
at a great number of spurious frequencies. These
extraneous signals exist because the general system
design incorporates techniques involving applica-
tion of signals to, or generation of signals by,
nonlinear elements. This results in an output which
may contain the signal fundamentals and many
harmonics. In addition, spurious resonances
frequently produce spurious signals not related
harmonically to the fundamental. From its
contribution to the total environment, the
transmitter parameters affecting the environment
are (1) frequency, (2) tunability, (3) type of
modulation, (4) output power, (5) stability, and
(6) spurious emissions produced.

5.3.1 OPERATING FREQUENCY. The operat-
ing frequency (fundamental) determines the
location of the transmitter’s primary contribution
to the frequency spectrum. The operating
frequency for radars is normally specified as the
frequency in the center of the fundamental
emission bandwidth having the highest output
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power. Therefore, a powerful transmitter operating
at a given frequency denies spectrum occupancy at
this frequency to other adjacent systems in the
geographical area during its time on the air.

5.3.2 EQUIPMENT TUNABILITY. The ability
to tune most radar equipment permits an operator
to select a clear frequency in a congested area, and
thus serves to ease the interference problem.
However, many radar equipment operate on fixed
frequencies and conflicts are inevitable. This
situation is made more complex because manufac-
turers of radar tubes tend to make more tubes for
the center of an allotted band to minimize
out-of-band rejects. Thus, an uneven distribution
of frequencies occurs which leads to an uneven use
of the spectrum.

5.3.3 GENERATION OF SIDEBANDS. Radar
transmitters are the primary sources of interference
to other radar subsystems. This is due to the
radiation at the fundamental frequency and
harmonics, and to the number of sidebands which
are generated. Radar receivers are normally
designed so they use only the power contained in
the main lobe. The sideband lobes are not used
and actually reduce the effective power of the
radar. Moreover, these sidebands can cause an
appreciable degree of interference to other
equipment. As an example, the third side lobe, on
one side of the carrier, contains 0.43% of the total
radiated energy. Assuming a radar with 1-MW
peak power, this sideband contains approximately
4.3 kW. The sensitivity of an average radar
receiver is 10713 watts. Thus, the transmission path
between the radar receiver tuned to this ideband
and the transmitter must provide at least 167 dB of
attenuation. Several factors which can influence
the amplitude and number of sidebands are
described in the following paragraphs:

a. Pulse Shape. The shape of the modulated
pulse can influence the amplitude and number of
sidebands generated. Rather than being an ideal
rectangle, it is often trapezoidal in nature and this
modifies the RF output spectrum. Recent studies
have indicated that the number of sidebands and
their amplitudes can be reduced by using modified
pulse shapes. For example, cosine squared and
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gaussian shape pulses have been proposed.
Although the gaussian pulse envelope is difficult to
achieve in practice, some other pulses which can be
produced closely approximate the gaussian.

b. Frequency Shift. A second important devia-
tion from the ideal is the tendency of the average
magnetron or klystron to shift frequencies during
modulation. The periodic shift in frequency
introduces frequency modulation in the RF output
spectrum. Usually both effects are present.

c. Short Duration Pulse. Since many modulated
pulses are extremely short (2 us or less), their
spectrums can extend well into the HF or even
VHF regions. Thus, they can produce a major
source of interference to communications systems
operating in these bands and located a few
hundred yards away from the radar. Primary
sources of this type of interference are the
modulator case and pulse cable and other
modulator power control cables.

5.3.4 OUTPUT POWER. As equipment output
power increases, the amplitudes of the sidebands
and the power in harmonic and spurious emissions
are usually increased. Higher power thus denies a
larger portion of the spectrum to other users.

5.3.5 SPURIOUS EMISSIONS. Spurious
resonances can result in output signals unrelated to
the fundamental signal. For example, magnetron
moding may cause spurious outputs at frequencies
adjacent to, as well as some distance from, the
desired frequency. There are inherent nonlineari-
ties in microwave tubes which cannot be reduced
without sacrificing desirable operating characteris-
tics of the device.

5.4 RADAR RECEIVERS

Radar receivers, if not adequately shielded, also
contribute to the active environment. Local
oscillations can produce milliwatts of power that
can affect nearby receivers. Receivers with poor RF
hreselection and inadequate shielding are chief
offenders. The major factors in radar receivers
pertaining to interference include (1) frequency
and tunability, (2) sensitivity and selectivity,
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(3) spurious response, (4) intermodulation,
(5) desensitization, and (6) signal recognition
features.

5.4.1 TUNABILITY. Tunability is an asset in
seeking clear channels, even though in many
radars, the tuning procedure is slightly more
complex and time-consuming than merely turning
a dial as on communication-type receivers.

5.4.2 SENSITIVITY AND SELECTIVITY. The
sensitivity of a receiver is a measure of its ability to
receive low-level signals. In most receivers, the
lower limit of this level is determined by the noise
generated in the input stage. While the operational
advantages of sensitive receivers are obvious, it is
known that an increase in sensitivity at the desired
frequency also increases the sensitivity of the
receiver to noise. Selectivity of a receiver refers to
the ability of the receiver to discriminate against
signals at undesired frequencies. In radars,
transmitter drift can be compensated by broaden-
ing the receiver selectivity curve and providing
automatic frequency control of the local oscillator.
Some missile beacons use a very broadband
selectivity to allow the tracking radar to tune at will
to any frequency in the band. This makes the
beacon highly susceptible to interference from
other transmitters occupying the band. The crystal
video receiver, however, has a low sensitivity and
many of the weaker signals are not received.

5.4.3 SPURIOUS RESPONSES. When an RF
voltage is applied to the antenna terminals of a
receiver, and varied over a wide range of
frequencies, a number of receiver responses may
be noted. In general, a spurious response is caused
by the mixing of the spurious signals with the local
oscillator signals, all of which are generated in the
mixer stage, to produce a signal at the first
intermediate frequency (see DN 4Al).

5.4.4 DESENSITIZATION. Desensitization is
the effect of an undesired signal in the passband of
the receiver, which causes reduction of the desired
signal level. The gain reduction is due to overload
of some portion of the receiver, resulting in desired
signal suppression, because the receiver will no
longer respond to incremental input voltages. The
degree of desensitization experienced depends
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upon the dynamic range (linearity) and overload
characteristics of the receiver. If the receiver has
good linearity, the ratio of the signal-to—noise ratio
in decibels to an increase in undesired signal in
decibels, is approximately 1 to 1.

a. Effects of Strong CW Signal. In pulse
receivers, the sensitivity reduction, due to a
stronger CW signal, is on the order of 2 or 3 dB if
overloading is avoided. To prevent defocusing on
strong signals, intensity-modulated displays are
generally used in radar receivers. Video overload
can occur in the presence of CW signals due to the
limiting device used with this type of display. To
preclude this possibility, use a high—pass filter
between the second detector and the video
amplifier.

b. IF Amplifier Saturation. Intermediate fre-
quency (IF) amplifier saturation can also result,
due to the presence of a strong CW signal. If the
amplifier is inadequately shielded and decoupled,
IF oscillations may result. A significant test of radar
receiver stability and saturation effects in the
presence of CW interference is a plot of receiver
sensitivity as a function of on-frequency CW
interference. A stable receiver will exhibit
relatively little reduction of sensitivity, with
increase in interference power up to a point where
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the receiver noise is no longer visible on the radar
scope. Above this point, the curve displays a linear
relationship between the interference power and
sensitivity. The slope of the curve is such that for a
1-dB increase in interference power, the sensitivity
of the receiver is decreased 1 dB. Any erratic
departure from this linearity indicates an unstable
receiver.

5.5 INTERFERENCE REDUCTION
METHODS

Causes of interference may be classified as
(1) spectrum congestion and (2) subsystem incom-
patibility. Both of these categories are complex and
they overlap in many respects. Spectrum conges-
tion results when too many equipment in one
geographical area uses the same portion of the
frequency spectrum. Subsystem incompatibility
may result from as few as two subsystems, one of
which interferes with the other. Each specific cause
of interference tends to contribute to an increase in
spectrum congestion or to a decrease in system
compatibility, or both. While there are hundreds of
problems and appropriate fixes, only a few easily
understood principles of interference reduction are
applicable to all electronic systems. See Ref 634
and AFM 100-31 for more details on this subject.
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DESIGN NOTE 3B3

DN 3B3

COMPUTERS/DATA PROCESSING

1. INTRODUCTION

Many time computers are located near radar
installations and other similar interference produc-
ing devices where they are exposed to a high degree
of radiation and interference. Computer malfunc-
tion from radiation will occur when the following
general conditions exist:

a. There is a coincidence of computer pulses
with external interference pulses.

b.  The level of the external interference pulse is
large enough in amplitude to sufficiently deterio-
rate the computer pulse.

c. External noise source simulates computer
pulses.

2. DIGITAL COMPUTERS

A digital computer uses a binary number system to
perform its required functions. Information is in
the form of 1s and 0s. A binary 1 may be
represented by a positive voltage level or a pulse
with a defined amplitude, shape, and phase; a
binary 0 may be represented by a negative voltage
level, or the absence of a level, or the absence of a
pulse, or with a pulse of the 1 type, but at a
different phase. In computer operation, timing is
also a determining factor. A gate tube is normally
strobed at a defined time to sense a 1 or 0 bit. The
gate tube is normally opened by a level or pulse
which represents a 1 bit and is closed by the
absence of a level or pulse, which represents the
0 bit. For a computer to malfunction from external
radiation, an interference pulse must be of
sufficient amplitude to either subtract from or
deteriorate the computer information pulse, or
simulate a computer pulse and at the same time be
in coincidence with the strobing pulse.

2.1 ERRONEOUS ZERO BIT

Consider an interference pulse producing an
erroneous 0 bit; i.e., a 1 output was changed to a
0 output. When the strobing pulse is in coincidence
with a 1 output of the ferrite core the interference
pulse from a simulator produces no erroneous
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effects if it was not present at the sample time.
However, the same 1-bit pulse will be deteriorated
if the interference pulse is at sample time.
Deterioration occurs because of interaction of the
computer and the interference pulses. The result is
a 0 output instead of a 1 output.

2.2 ERRONEOUS ONE BIT

Consider a waveform which represents the output
of a sense amplifier, a circuit which senses and
amplifies the output of a ferrite core. The ferrite
core, heart of the memory subsystem, is able to
store 1 and 0 bits. Strobing pulses appear at sample
time. If, at sample time there is no core output
{0 bit), and the interference pulse appears some
time before the sample time, the circuit does not
see the effects of the interference pulse, although
the field intensity is greater than normally required
to produce an erroneous bit. However, if the same
interference pulse is in coincidence with the
strobing pulse there is a computer malfunction
because where there should have been a 0 output,
a 1 bit is induced.

2.3 SUSCEPTIBILITY

Overall computer susceptibility is determined by
utilizing a unit-by-unit test procedure. In a typical
computer many circuits of the computer do not
malfunction under intense electromagnetic field
radiation. Circuits in this category are high-level
circuits such as flip-flops, AND and OR gates,
pulse amplifiers, relay drivers, level inverters and
cathode followers. Low-level circuits of the
computer, whose normal input is within the range
of S0 mV to 2 V peak to peak, do malfunction
when subjected to moderate field intensities. Sense
amplifiers of the memory element malfunction at a
field intensity in the region of 15 V/m peak; the
tuning fork oscillator of the output section will
malfunction near 40 V/m peak. Data conversion
receivers of the input section malfunction at
50 V/m peak. The flux amplifier of the output
section fails at 100 V/m peak. In actual usage, the
susceptibility data levels of malfunction must be
identified with the specific parameters which
characterize the radar.
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2.4 SUSCEPTIBLE CIRCUITS

A few circuits are most susceptible. They represent
a comparatively small number of the total
computer circuits. In the remaining group, which
represents most of the computer circuits, malfunc-
tion does not occur at field intensity levels as high
as 400 V/m peak. Generally, when susceptible
circuits are subjected to radiation near the low end
of the 450-2900 MHz band, they are more
- susceptible than when subjected to the higher
frequencies in this band. Variations in susceptibil-
ity due to variations in pulsed width and PRF are
slight. Polarization of the signal is significant, but
varies widely by computer unit. Generally, the
computer is more susceptible to vertically polarized
signals. Resetting and clearing the circuits of
computer subsystems are particularly important to
prevent susceptibility problems that could result in
loss of, or more errors in, stored data.

2.5 INTERFERENCE REDUCTION

The effects of radiation on the equipment can be
reduced by shielding the susceptible circuits or by
redesigning the susceptible circuits. Changes to the
circuit include RF filtering of the interference at
the circuit input, reducing the circuit rectification
characteristics, and audiofrequency (af) filtering of
the rectified interference pulses. Shielding
techniques are discussed in Sect 5F of this
handbook.

3. ANALOG COMPUTERS

The many electronic parts of an analog computer
installation make it susceptible to interference
generated within the subsystem. Therefore,
consider the following:

3.1 DC POWER SUPPLIES

Power supplies are an integral part of any dc analog
computer and usually consist of a transformer—
rectifier and a regulator unit. The regulator unit
keeps the supply voltage constant, within specified
limits, in order to minimize dc amplifier drift. It
also keeps the power supply output incremental
impedance below a specified minimum value, not
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only throughout the range of expected computer
signal frequencies, but also throughout a range of
higher frequencies. This is necessary to avoid
undesirable coupling between different amplifier
stages and computing elements. Feedback effects
due to such coupling might otherwise lead to errors
in the computation or cause uncontrolled
oscillations.

3.2 AC AMPLIFIERS

In repetitive analyzers using ac amplifiers, power
supply regulation is not an essential requirement.
Eliminate interaction between computing elements
through the power supplies of repetitive computers
by the use of conventional decoupling filters.
Alternating current amplifiers used for controlling
two-phase motors require a high-voltage dc supply
which may or may not be self-contained in each
servo amplifier. If servo motors are operated at
high power levels, thyratron or SCR control of ac
motors can be used, but careful shielding and
isolation of the control device is necessary to
prevent their interaction with other computing
elements.

3.3 AMPLIFIER OSCILLATION

Another source of interference is the typing of a
large number of trunk lines onto the output of an
amplifier. This may yield a large enough
capacitance to throw the amplifier into oscillation.
Under certain operating conditions electronic
multipliers can also cause oscillations. If the
multipliers are set in a common chassis there may
be coupling from one unit to another. Eliminate
this problem by proper shielding.

3.4 INTEGRATORS AS INTERFERENCE
SOURCES

Integrators in analog computers can produce errors
due to conducted interference. In dc analog
computers, the output of each amplifier is balanced
to zero by some biasing arrangement before
computation. Ideally, only the desired signal
voltages should act on the integrator input
terminals. Actually, certain stray voltages occur
due to noise pickup and unbalances in the dc
amplifier resulting from grid current and drift.
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They are integrated and may lead to errors in the
integrator output voltages. Direct current integra-
tors are fairly susceptible to errors resulting from
pickup of 60-Hz ac hum. Keep hum voltages out of
the equipment by reasonable shielding and
placement of leads and power supplies which carry
alternating currents.

4. COMPUTER COMPATIBILITY

4.1 WIRING INTERFERENCE

Inter-unit wiring is a potential source of
interference in any complex computer installation.
Consider the following general recommendations:

a. Use common ground straps for all units. Do
not rely on chassis ground.

b. High-voltage power-supply wiring in com-
mon to more than one amplifier should have an
impedance of less than 2 ohms to minimize
coupling between amplifiers.

c. Patch cords may be of the ordinary telephone
variety, but it is desirable to have the shielded
typed to prevent crosstalk between adjacent cords.
Give careful attention to shielding to avoid
crosstalk if frequencies in excess of 3 Hz are
involved in the computation. Patch panels and
plugboards made of polystyrene minimize leakage
effects. Also, the higher frequencies used with
repetitive computers make the shielding of
computing elements and interconnecting leads
more critical than in the case of “slow” do analog
computers.

4.2 USE OF ENCLOSURES

In larger computers it is good practice to place
power supplies, dc amplifiers, and servomecha-
nisms in enclosed cabinets or racks separate from
the computing elements proper to avoid hum due
to the magnetic fields of their components. Locate
feedback networks inside the control console
where they are not affected by heat generated in
the amplifiers and power supplies. Interconnect the
various units with well-insulated cables.
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4.3 INPUT DATA

The input data is smoothed by filtering random
noise from the input data before being processed
by the impact prediction subsystem. The digital
input to the subsystem is recorded, usually on
magnetic tape, for later evaluation or simulation.
There are three main sources of noise in magnetic
recording: (1) inhomogeneity in the recording
medium, (2) variations in contact between the
medium and the recording heads, and (3) variation
in the cross section of the track. Strong
electromagnetic fields near the recording instru-
ment may also affect the quality of the recorded
data if shielding precautions are not observed.

4.4 OUTPUT DATA

The digital output of the computer is converted to
analog form and transmitted to the Range Safety
Officer. Television (TV) monitors and plotters
display the necessary information in useable form.
These may also be sources of interference. The
major sources of electric field interference from
TV monitors are (1) sweep output tube elements
and associated circuits, (2) high-voltage circuits
including the picture tube, (3) components of the
video amplifier, and (4) miscellaneous compo-
nents such as sweep transformers, deflection
yokes, etc. The major sources of magnetic field
interference are due to deflection yokes, sweep
transformers, and miscellaneous sources due to
connection of the other components to the sweep
circuits. For example, for the external fields,
incorporate a principal mode of coupling into the
power line. The following will occur:

a. The magnetic field created is a result of all
magnetic fields due to the mentioned sources.

b.  An external electric field results where there
is capacitance between “hot” components and
ground. The displacement currents flowing through
these capacitances return through the chassis—to-
ground impedance consisting of the chassis—to-
ground capacitance shunted by the power line
impedance. An external electric field may also
result from a potential difference between chassis
and power line.
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¢.  There is also the possibility of push—pull
currents flowing in the power line as a result of
coupling with the receiver.

4.5 POWER LINE INTERFERENCE

The highest levels of RF energy in many data
processing machines appear as conducted
interference on the power lines. This type of
interference is suppressed quite effectively with an
L-type filter properly installed in series with the
main supply lines. Often, this filter is all that is
required to reduce the interference levels to
comply with the specification limits. For machines
which still require additional suppression after
the installation of such a filter, it usually suffices
to locate the offending component and either
adjust the circuitry or apply some simple
inductance-capacitance (LC) network to filter out
the interference. Avoid shielded wiring as much as
possible, except in cases of absolute necessity, due
to its high cost as well as the possible detrimental
effects produced by the added capacitance. The
usual method of protecting digital information
channels against interfering noise involves the
insertion of redundant digits. Various coding
systems are used, including parity check, fixed
count coding, recurrent burst correcting codes, and
interlaced parity checks. These methods attempt to
compensate for rather than reduce the interfering
noise levels, and from a compatibility viewpoint do
not provide the ideal solution. If the source of
interference, both internal and external to the
equipment, can be suppressed or confined, a more
satisfactory solution to the interference problem is
obtained. Included within these machines are such
interference generating devices as DC motors,
commutators, emitters, clutch magnets, solenoids,
relays, switches, tubes, transmitters, amplifiers and
associated electronic circuitry; as well as
fluorescent and mercury arc lamps, functional
corona, and high voltage supplies. Each of these
devices presents varied interference problems.
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4.6 BONDING OF COVERS

A very important part of developing interference—~
free data processing equipment lies in the retention
of energy inside the unit. It is necessary to enclose
the interfering unit in a well grounded, electrically
tight enclosure, but an electrically tight enclosure is
not always feasible with this type of equipment.
Some modifications to existing covers and the
screening of some functional open areas can result
in a reduction of interference. Provide good
electrical bonding between the covers and the
machine frame, which is at ground potential, to
reduce the RF energy present on the covers and the
leakage through the seams and openings. Cover—
screws with star washers under the screw heads
must be tight to ensure good contact with the metal
base. Electrically conducting glass and plastic
panels could be used where it is necessary to have
visual indication but these make the problem of
confining radiated interference more difficult. A
material is desired which will compensate for the
natural shielding that is lost with the removal of
steel covers. Shielding effectiveness of various
metals is listed in SN I(1) of DN 5F5 of this
handbook. The shielding effectiveness to the
electric field using reinforced plastic covers sprayed
with 10 mils of copper averages 25 dB between
0.015-20.0 MHz, and averages 8 dB to the
magnetic field between 30.0-1000 MHz. The one
big drawback for most of these covers, excepting
the sprayed covers, is the difficulty of effecting a
practical means of electrical bonding. To be most
effective, it is necessary to design covers with as few
open seams and with as few joints as physically
possible. It is also necessary to provide good
metal-to-metal contact over the entire contact
surface. This becomes a perplexing problem when
machines must be opened periodically for
servicing. If the cover is removed it is unlikely that
as good a bond will be made when it is replaced,
unless costly devices such as electrically conductive
gaskets or serrated spring-type fingers are
available.
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DESIGN NOTE 3B4

DN 3B4

ELECTRICAL SUBSYSTEMS

1. INTRODUCTION

One principal producer of electromagnetic interference is
the electrical generation and distribution subsystem.
Without careful design and application of noise suppres-
sion, this interference could be carried throughout the
entire system. Improved mechanical design (including
shielding and bonding) is an important step in inter-
ference suppression. Filtering and shielding at junction
boxes and proper routing of interconnecting wires of each
subsystem are also important. Do not bundle
interference-free leads with leads that could carry noise or
spurious signals. Also, avoid routing them near leads
carrying large power pulses or harmonics. (See Chap 5 of
this handbook for further guidance in this area.) The
characteristics of electric power supplied to airborne
equipment at the equipment terminals and the require-
ments for the utilization of such power by the airborne
equipment are delineated in MIL-STD-704.

2. AC GENERATORS—ALTERNATORS

For ac power generation subsystems, the alternator,
which comprises a wound stator and a permanent magnet
or dc field. is the main source of power. A good alternator
will produce a “pure” sine wave with a small percentage of
harmonics. Although other interference phenomena
exist, harmonic generation is most significant. Reduce the
generation of harmonics by careful consideration of the
following items:

a. Ideally, if the alternator were completely sym-
metrical, no even harmonics would be present in the
output. To achieve this objective, give careful attention to
producing a uniform armature winding, constructing
identical pole pieces, and avoiding any dissymmetry in the
machine.

b.  Since the voltage waveform generated depends upon
the shape of the magnetic flux around the armature,
sinusoidal flux distribution is an essential factor. Achieve
sinusoidal flux distribution (1) by having many slots per
hole per phase, (2) by proper shaping of the pole tips,
(3) by avoiding saturation in the magnetic structure, and
(4) by skewing the pole faces.

¢. Harmonics are greatly reduced by a suitable choice
of chord factor. The chord factor for the nth harmonic is
cos nf/2 where 6 is the electrical angle between the pole
pitch and coil pitch. A typical value of 30° is taken for 6,
because this greatly reduces the fifth and seventh har-
monics, without apprebiabb/_affecting the fundamental.

REO  ASD/ENACE
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d. With a three-phase alternator, the third harmonic
and its multiples can be eliminated when the machine is
delta-connected. Avoid a wye-connected machine with a
grounded neutral because (with this connection), third
harmonics are present in the phase-to-neutral voltage.
Because of the advantage of grounding the neutral, it may
be necessary to use special wiring techmques to eliminate
these harmonics.

e.  Reduce harmonics by distributing the winding over
several slots per pole per phase. The distribution factor
(Dy) for the nth harmonic is

sin (mne/2)
m sin (n¢/2)

Dy = (Eq 1)

where ¢ is the slot pitch in electrical degrees and m is the
number of slots per hole per phase. Choose the factor to
eliminate the lowest harmonic which is not eliminated by
one of these techniques.

f. Reduce tooth ripple generation by skewing through
one slot pitch either the pole shoes or the armature slots.

These design considerations can produce a machine
which generates a minimum of interference and reduces
the amount of filtering required. If filters are required, use
low-pass types with a cutoff frequency of one-half times
the fundamental power frequency. One filter is required
in each phase. Although all the indicated precautions
have been taken, a well-designed alternator can radiate
interference from the housing. Take care to obtain a good
shield around the machine and to maintain a good bond
to the airframe. A perfect shield is difficult to obtain
because of the need for adequate ventilation. Often venti-
lation can be provided through tubular air vents, which
also serve as wave guide attenuators to reduce the
interference.

3. DC GENERATORS

Although many system power sources use an alternator,
others make use of a dc generator. Comments on ac
generators are also applicable to dc generators (see
Para 2). The delineations such as winding symmetry,
mechanical and electrical balance, close tolerances. and
accuracy of machined parts are important. In addition, dc
generators aresubject to other interference problems. and
without careful design can be the largest contributors to
interference generation.
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3.1 BRUSH INTERFERENCE

The most significant source of interference is that which is
generated by brushes. In most rotating equipment,
electrical contact 1s made between the stator and the
rotating armature. This contact is made by brushes
shding along continuous (slip rings) or discontinuous
(commutator) metal surfaces. The transfer of electrical
energy across such a sliding contact is accompanied by
noise generation which is termed “brush interference.”
Reduce this interference by careful design and con-
sideration of the factors in the following paragraphs.

3.2 CURRENT DENSITY

The interference generated will increase with increased
current density. With increased current density, more
heat is generated in the contact resistance. With increased
temperature an oxide film is formed on the metal surface
along the path where the brushes ride. Irregularities in
this oxide film cause variations in the contact resistance as
the machine rotates, and the unidirectional voltage is
modulated with an alternating voltage which gives rise to
interference. Provide larger brush surface area to reduce
this problem. Too low a current density, however,
develops nonuniform grooves which frequently cause
brush chatter. As a guide, use contact current density of
77 to 93 kA/m? (50 to 60 A:in.2) at full load for
electrographite carbon brushes, and 108 to 140 kA/m?
(70 to 90 A/in.2 ) for metal graphite brushes.

3.3 BRUSH PRESSURE

The amount of noise generated reduces markedly as the
brush pressure is increased. The effect occurs at all
frequencies. The contact between the brush face and the
metal surface becomes more uniform and constant as
brush pressure is increased. This reduces the variation in
contact resistance and hence reduces surface contact
noise. In addition, arcing and severe transients caused by
brush bounce and chatter are greatly reduced as brush
pressure is increased. In general, increase brush pressure
as the revolutions per minute of the machine is increased.
Select the specific pressure depending on the revolutions
per minute of the particular application. As the brush
pressure 1s increased. the rate of wear increases, and the
replacements are more frequent. For many missile
applications. this may be insignificant because the life of
the machine is relatively short. For manned vehicles, the
increased replacement rate and cost are normally justi-
fied by a reduction in generated interference.

3.4 SURFACE FRICTION REDUCTION

By properly treating the metal surface with a graphite
substance, the mechanical friction. the voltage drop, and
hence the generated interference can be greatly decreased.
Because of wear and high temperature, give special
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consideration to the metal surface upon which the brush
rides. A copper surface quickly becomes covered with
copper oxide, mixed with carbon particles, which result
from brush wear. The resulting layer displays a non-
bilateral effect not unlike a copper oxide rectifier. This
results in a greater resistance drop at the negative terminal
than at the positive terminal. This dissymmetry can result
in considerable generation of interference. Improved
performance results from plating the copper surface with
a harder and less corrosive material, such as chromium.
Although the resistivity is higher, the I2R loss is not
appreciable and the interference generated is greatly
reduced. In addition, the chromium surface avoids
grooving and shows greater resistance to wear.

3.5 BRUSH RESISTANCE

The generated interference is reduced for brushes with
lower resistivity. Use graphite carbon brushes with
specific resistance of 0.002 ohm for voltage applications
greater than 30 volts. Use metal graphite brushes for
machines which generate less than 30 volts. Although the
design is a compromise, the brush with the lowest
resistivity will generate the least interference. In slip-ring
applications, where no switching action occurs, the brush
design is far less critical. The brush can be composed of
copper or precious metal contacts shding on a chrome or
precious-metal-plated slip ring. Such contacts are
relatively free of interference. Brushes and slip rings
operating 1n high altitudes present design problems. The
lack of moisture in the air at high altitudes retards oxide
formation. Although this oxide is the cause of inter-
ference, its presence does serve as a lubricant. Without
this lubricant, severe wear results, considerable in-
terference is generated, and the life of this rotating
electrical device is seriously limited. Brushes which
contain a lubricant, or which contain the materials to
form the oxide, can be used in this application.

4. ELECTRIC MOTORS

Electric motors are capable of generating electro-
magnetic energy which may interfere with nearby
electronic equipment. The levels of interference generated
by similar motors vary by a factor as great as one
thousand to one. Factors influencing the generation of
this interference are as follows:

a. Arcing at the brushes.

b. Capacitance and inductance of the field and
armature coils from local resonating circuits for multiples
of line and commutator frequencies.

c. Discharge of electrostatic energy built up between
moving parts. This is particularly true of high speed parts,
such as the inner and outer races of ball bearings, where
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the grease or oil film acts as the dielectric through which
the discharge takes place.

d. Poor concentricity between the commutator and
bearings, causing brush bounce.

e. Commutator segments that are too free.
f.  Too little or too much brush spring tension.

g. Poormechanical balance of the armature resulting in
armature shaft “whipping.” This causes the brushes to
bounce on the commutator which results in arcing.

h. Armature shaft of too small diameter resulting in
shaft whipping, particularly under load.

i.  Radiation of interference through air vents adjacent
to the commutator and from the plastic covers of brush
holders. Fine mesh wire screen over the air vents can
confine the interference, and metal caps over the brush
holders would prevent radiation of interference.

5. COMMUTATOR INTERFERENCE

Commutators, which are used on many dc machines,
produce serious transients which propagate throughout
the system. The combined effect of brush noise and com-
mutator transients causes a noise voltage commonly
termed “hash.” Machines which have commutators are
most difficult from an interference point of view. Avoid
use of dc machines whenever possible. If their use is
unavoidable, use the following techniques to reduce the
interference:

a. Precision Design. If the designer maintains careful
machining and symmetry in the design, the transients
generated can be greatly reduced.

b. Interpoles. Interpoles reduce the voltage induced in
the armature coils resulting from the leakage flux from
the poles during commutation. They also cancel the self-
inductance of the armature coils during the commutation
period. On larger machines, it is possible to improve com-
mutation and reduce transients by adding interpoles, but
they are not used on small machines due to lack of space
and increased weight.

¢. Compensating Windings. Additional windings
(known as compensating windings) on the pole pieces,
produce an effect similar to interpoles. Although these
windings add to the expense of the machine, it is usually
justified by the decrease in interference generation.

d. Special Brushes. Fabricate the brush from several
layers of laminated material to obtain unique character-
istics. Make the leading edge of the brush from a low resis-
tance material and increase the resistance through the
lamination so that the trailing edge is a high resistance
material. With this configuration, the current is reduced
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on the trailing edge and the commutator is required to
break less current. Less arcing and transients result and
interference is reduced.

6. POWER DISTRIBUTION

The power distribution subsystem for an aerospace
system includes the (1) cables, (2) connectors,
(3) switches, (4) relays, (5) disconnect switches, and
(6) plugs. The distribution subsystem is critical in inter-
ference because it runs throughout the entire aerospace
system. For this reason, it can conduct transients and
noise voltages into the numerous subsystems which make
up an aerospace system.

6.1 TRANSFORMERS

In ac subsystems, iron-cored transformers are often used.
These devices exhibit nonlinear characteristics between
the voltage and current, or between the flux and mag-
netizing force. Hence, a transformer produces numerous
harmonics in both higher and lower frequency regions. In
addition, because the permeability of the iron core is not
constant, the inductance varies and the input impedance
of the transformer varies in a nonlinear fashion. This non-
linearity results in additional generation of harmonics in
the power distribution subsystem. Transformers are fre-
quently used with a transmission line and the generation
of higher harmonics is particularly difficult, because these
higher frequencies tend to resonate with the transmission
line parameters. Because of its high frequency com-
ponents, the energy developed by these resonant circuits
is readily coupled into many other portions of the system.
In order to minimize the generation of harmonics and
interference, high permeability material must be used asa
core for power transformers. Less harmonic generation
exists when using mu metal and other high-alloyed
magnetic irons rather than silicon steel.

6.2 RELAYS

Switching circuits which employ electromechanical relays
can be a great source of interference. Take considerable
precaution to develop an interference-free system. The
following points are important in the consideration of
such relays.

6.2.1 MECHANICAL BOUNCE AND CHATTER.
With the possible exception of mercury switches, most
electromechanical relays show a tendency to bounce and
chatter. This causes repetitive opening and closing of the
contacts, and transients are generated. These transient
disturbances can be of large magnitude and long duration
with the result that interference is propagated throughout
the system. Mechanical bounce and chatter can be the
result of arelay’s own closing action, or can result because
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of vibration and acceleration of the vehicle carrying the
relay. Shock mounting the relay and careful designs of the
closing mechanism are required to reduce bounce and
chatter.

6.2.2 CIRCUIT INTERRUPTIONS AND CLO-
SURES. During normal operations, some arcing results
as the contacts are opened and closed. This arcing can
cause spitting and sputtering with the result that addi-
tional arcing occurs on subsequent openings and closings.
Arcing produces a large amount of interference voltage
over a wide frequency spectrum. Reduce this interference
by enclosing the relay and its associated circuitry in a
metallic shielded can. It is usually necessary to use
multiple shields in order to sufficiently reduce this wide
frequency response interference. Low-pass filters also
provide a method of reducing or eliminating the
interference developed by relays and other switching
devices, which produce wave shapes with steep rise times
and high frequencies. Low-pass filters use an inductance
that has the least possible distributed capacitance
together with feed-through type capacitors. Another
method of noise suppression is simply to connect a series
resistance and capacitance across the terminals of the
relay. It is important to use a resistor of a few ohms in
series with the capacitor, so that the discharge current can
be reduced when the contacts of the relay are closed (see
DN 3C4).

6.3 SWITCHING DEVICES

Switching devices can cause transients similar to relays,
so consider them as potential interference sources. When-
ever a large current is interrupted by the changing of a
switch, an arc will develop and considerable radiated and
conducted interference can result. The problem is
increased when energy storage components (such as
inductors and capacitors) are in the circuit. Use resistance
capacitance diode suppression networks to reduce noise
that is the result of switch action. Occasionally, it may be
necessary to shield the switch unit, but use this technique
only as a last resort due to the weight and space increases
involved.

6.4 LIGHTNING SURGES

Lightning constitutes a major hazard to electronic ground
equipment having data transmission and power lines
(either overhead or underground). Lightning surges can
occur frequently on transmission lines, causing semi-
conductor damage, contact burning, and rectifier
damage. In addition to damage caused by direct strikes of
lightning, damage also results from the side effects due to
susceptibility of underground lines to resulting earth-
potential gradients, potential rise of associated grounds,
and induction in nonshielded lines. One study of lightning
surges, during 10 thunderstorms, revealed 249 surges on
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one cable pair in a metallic sheath. For lightning pro-
tection. see Chap 7 of this handbook.

7. DC POWER SUPPLIES

The electronically regulated dc power supply 1s uni-
versally employed to furnish the stable low voltages re-
quired by radar and other type receivers. The basic elec-
trical circuit arrangement of such a power supply may be
described in the following terms. The regulating element
consists of a variable series impedance, furnished in the
form of an electron tube and resistance combination. The
magnitude can be controlled electrically from an error
signal associated with the output voltage of the power
supply and a reference voltage. The degree of regulation
obtainable is a function of the loop gain provided, and the
absolute stability of the output voltage is determined
primarily by the constancy of the reference voltage by the
use of the gas-discharge tube. By incorporating wide
frequency band characteristics to the loop gain elements,
the maximum rate of change of regulation can be
extended, and this circuit becomes effective in reducing
the fundamental frequency and harmonics of the primary
supply voltage.

7.1 RECTIFIERS AND FILTERS

Use single-phase half-wave rectifiers only when the low
average value of load voltage and the presence of large
variations in this voltage are permissible. The chief
advantage of this type of rectifier is its simplicity. A
method of overcoming both disadvantages is to place a
capacitor across the load so that it will behave as a shunt.
By using the proper capacitor, it is often possible to
increase the value of Eq4c to within a few percent of the
peak voltage E.

a. The principal disadvantage of this method of
filtering is the large current drawn by the capacitor during
the charging interval. This current is limited only by
transformer and rectifier regulation; yet it must not be so
large as to cause damage to the rectifier. The higher the
value of Esc with respect to E.., the larger the charging
current taken by the capacitor.

b. Therefore, if a smooth current wave is desired, some
other method of filtering must be used. To obtain less
voltage variation or ripple amplitude, after the limiting
capacitor size has been reached, an inductive reactor may
be employed. It may be placed on either the rectifier or the
load side of the capacitor, depending on whether the load
resistance (R) is high or low. In the former, the voltage Eq.
has less than the average value 0.45 E,, because the
inductor delays the buildup of current during the positive
half-cycle of voltage. The inductor in this case should
have a high value of reactance (X.) compared to the
capacitive reactance (Xc) in order to filter effectively.
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When R is low, reactance (Xi) should be high compared
to R. When the load resistance R is high (inductive
reactor placed on the rectifier side of the capacitor), the
ripple amplitude across R is -Xc/(XL - Xc) times the
amplitude generated by the rectifier, if R is high
compared to Xc. When the load resistance is low
(inductive reactor placed on the load side of the
capacitor), the ripple amplitude across R is R/ Xy times
the ripple obtained with capacitor only. R here is small
compared to X;.

¢. Large values of inductance are required to cause con-
tinuous current flow when the inductor is on the rectifier
side of the capacitor in a half-wave rectifier circuit. Since
current tends to flow only half the time, the rectified
output is reduced accordingly. This difficulty is
eliminated by the use of the full-wave rectifier. The
alternating components of the output voltage have a
fundamental frequency double that of the supply and the
amplitudes of these components are much less than for
the half-wave rectifier. The higher ripple frequency causes
L and C to be doubly effective; the smaller amplitude
results in smaller percentage of ripple input to the filter.
Current flow is continuous and Eq has double the value
that it had in the half-wave rectifier. For these reasons.
this type of rectifier is widely used.

7.2 POLYPHASE RECTIFICATION

The effect of rectifying more than one phase is to super-
pose more voltages of the same peak value, but in dif-
ferent time relation to each other. Increasing the number
of phases increases the value of Eq. and the frequency of
the alternating components, and decreases the amplitude
of these components. Ripple frequency is p times that of
the unrectified alternating voltage, p being 1, 2, 3, and 6
for the respective waves. Generally, p may be taken to
represent the number of phases, provided that due
allowance is made for the type of circuit. Rectifiers with
p = 3or6arederived from three-phase supply lines and,
by special connections, rectifiers with p = 9, 12 or more
are obtained. The frequency of any ripple harmonic is mp,
where m is the order of the harmonic. Ripple voltage for
any of these rectifiers can be found by the Fourier relation

T2
A =2 f £(t) cos(net) dt (Eq 2)
T
T2

Where:

A, = amplitude of the nth ripple harmonic

T = ripple fundamental period
t = time (with peak of rectified wave as t = 0)
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w = 2mr/T, = 2 X supply line frequency
f(t)

ripple as a function of time = Ecoswt,
T/2>wt>-T/2.

The voltage peak is chosen as t = 0 to obtain a sym-
metrical function f(t) and eliminate a second set of
harmonic terms (which will develop) but with sin(nwt)
under the integral. In a typical situation, a ripple ampli-
tude will develop for the ripple fundamental and (in turn)
will produce the second and third harmonics with reactor-
input filters. If a curve. the ratio P of ripple amplitude to
direct output voltage, is plotted against the number of
phases (p), it will follow that P, diminishes by a con-
siderable amount for the second and third harmonics. In
general, if a filter effectively reduces the percentage of
fundamental ripple across the load. the harmonics may be
considered negligible.

7.3 FILTER CAPACITOR

Consider the rectifier circuit which delivers single-phase,
full-wave rectifier output to an inductor input filter and
then to a variable load (see Para 7.1). In such a circuit.
the filter inductor keeps the capacitor from charging to a
value greater than the average Eq. of the rectified voltage
wave at heavy loads. At low loads, the dc output voltage
rises above the average of the rectified wave, as shown by
a typical regulation curve. Starting at zero load, the dc
output voltage (Eo ) is 1.57 times the average of the recti-
fied wave. As the load increases, the output voltage falls
rapidly to E, as the current I, is reached. For any load
greater than I, the regulation is composed only of the two
components IR and 1X. Itis good practice to use a bleeder
load I so that the rectifier operates between I, and I..

a. Filter elements X; and Xc¢ determine the load I,
below which voltage rises rapidly. The filter attenuates
the ac ripple voltage so that there exists across the load a
dc voltage with a small ripple voltage superposed. A
chock-input filter attenuates the harmonic voltages much
more than the fundamental and. since the harmonics are
smaller. the main function of the filter is to take out the
fundamental ripple voltage. This has a peak value of
66.7¢% of the average rectified dc voltage for a single-
phase full-wave rectifier. Since this ripple is purely ac it
encounters ac impedances 1n its circuit. If the choke
impedance 1s designated X and the condenser impedance
Xc (both at the fundamental ripple frequency) the
impedance_to the fundamental component 1s X; - Xc,
the load resistance being negligibly high compared to X¢
in an effective filter.

b Conversely. the dc voltage producesa current limited
mainly by the load resistance. provided the choke IR drop
1s small. Alternate current and dc components are shown
in SN 7.3¢(1) with the ripple current (L., ) superposed on
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SUB-NOTE 7.3(1)
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AC and DC Components

the load direct current (Iq.) If the direct current is made
smaller by increased load resistance, the ac component is
not affected because load resistance has practically no in-
fluence in determining its value. Hence, a point will be
reached, as the dc load current is diminished. where the
peak value of ripple current just equals the load direct
current. Such a condition is given by dc load (I, ) which is
equal to L.. If the dc load is reduced further (e.g.. to the
value 1.) no current flows from the rectifier in the interval
A-B of each ripple cycle. The ripple current is not a sine
wave, but is cut off on the lower halves (see the heavy line
of SN 7.3(2)). Now the average value of this current is not
I.. but a somewhat higher current .. That s, the load dc s
higher than the average value of the rectified sine-wave
voltage divided by the load resistance. This increased
current is caused by the tendency of the capacitor to
charge up to the peak of the voltage wave between such
intervals as A-B; hence the term capacitor effect which is
applied to the voltage increase. The limiting value of vol-
tage is the peak value of the rectified voltage, which is 1.57
times the sine-wave average. at zero load current.

¢. To prevent capacitor effect, the choke must be large
enough so that L. is equal to or less than the bleeder cur-
rent I;. This consideration leads directly to the value of
choke inductance. The bleeder current (I:) is Ei/Ry,
where R is the value of bleeder resistance. The ripple
current is the fundamental ripple voltage divided by the
ripple circuit impedance, or

_ 0.667E,

Le=_
X1 - Xc

(Eq 3)

Equating I, and L. for a single-phase full-wave rectifier
_ X - Xc
0.667

R, (Eq 4)

Here, the value of capacitance also has an effect, but is
minor, relative to that of the choke. In a well-designed
filter, the choke reactance (X.) is high compared to Xc.
Therefore, the predominant element in fixing the value of
Ri (and of 1)) is the filter reactor. Polyphase rectifiers
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have similar effects, but the rise in voltage is not so great
because of the smaller difference between peak and
average dc output. In general, the bleeder resistor for
eliminating capacitor effect can be found from

_ X - Xe
A

R, (Eq 5)

where A; is the fundamental ripple peak amplitude that
occurs in polyphase rectifiers, and X. and Xcare the filter
reactances at fundamental ripple frequency (see
Para 7.2).

SUB-NOTE 7.3(2)  Capacitor Effect at Light Load

v !
s, 4
~

AN AE N
A

7.4 TUNED RECTIFIER FILTERS

Sometimes an inductor-input filter is tuned as in
SN 7.4(1). The addition of capacitor C; increases the
effective reactance of the inductor to the fundamental
ripple frequency. Both regulation and ripple of this type
of filter are improved. The filter is not tuned for the ripple
harmonics, so the use of high Q filter inductors is un-
necessary. An increase in effectiveness of the filter induc-
tor of about 3:1 can be realized in a single-phase full-wave
rectifier circuit.

a. Tuned filters are less effective with three-phase recti-
fiers because slight phase unbalance introduces low fre-
quency ripple which the filter does not attenuate. Filters
may be tuned as in SN 7.4(2) where the filter capacitor
(C)) is connected to a tap near the right end of inductor
(L), and the other filter capacitor (Cz) is chosen to give
series resonance and hence zero reactance across the load
at the fundamental ripple frequency.

SUB-NOTE 7.4(1)  Tuned Rectifier Filter Circuit
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SUB-NOTE 74(2)  Alternate Tuned Rectifier
Filter Circuit
L
C C2 R
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b. Because of choke losses, the impedance across Ry is
not zero, but the resulting ripple across load resistor Ry.
can be made lower than without the use of capacitor C;.
Ripple is attenuated more than in the usual inductor-
input filter, but regulation is not substantially different.

c. In a shunt-tuned power supply filter, as shown in
SN 7.4(1), the current drawn from the rectifier is likely to
be peaked because two capacitors C, and C; are in series,
without intervening resistance or inductance. This peak
quickly subsides because of the influence of the inductor
L, but an oscillation may take place on top of the current
wave. The rectifier tube must be rated to withstand this
peak current. At the end of commutation the voltage
jumps suddenly from zero to V. Peak rectifier current
may be as much as

e = — (Eq 6)
wl;

L is half the transformer leakage inductanceand w = 2w
X1 frequency of oscillation determined by L, in series with
Ci and C.. This peak current is superposed on I, It flows
through the anode transformer and tube, but the current
in choke L is determined by ripple voltage amplitude and
choke reactance. Series resistance (R;) reduces this peak
current to the value ~wR,/ 4wl

(Eq 7)

ka = __ ¢
wl;

It is obtained by applying a step function voltage to the
series R,L,C circuit. The criterion for oscillation is

L,
C

R < (Eq 8)

where C is the capacitance of C; and C; in series. Many
rectifier tubes have peak current ratings which must not
be exceeded by such currents.
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7.5 GRID-CONTROLLED RECTIFIERS

Smooth control of rectifier dc voltage under load con-
ditions is possible through the use of thyratrons or
ignitrons with phase shift control of the grid or igniter.
Stable control or filtered output is possible only with
choke input filters. With grid control, if the filter choke
inductance is great enough, the tube conducts even after
the anode reaches zero. The tendency of current to stop at
voltage zero builds up voltage across the filter choke in
such a direction that cathode potential is less than zero
after the anode reaches zero. This conduction in the tube
is maintained until the next tube fires. If the choke in-
ductance is less than critical, tube current wave is dis-
continuous, regulation is poor, transient surges and oscil-
lations 1n the output voltage occur, and control is
unstable.

7.6 RECTIFIER TRANSIENTS

The shunt-tuned filter currents mentioned in the pre-
ceeding paragraphs are transient. Since the tube current is
cut off during each cycle. a transient current may occur in
each cycle. When power is first applied to the rectifier,
another transient occurs, which may be smaller or larger
than the cyclic transient, depending on the filter elements.
In reactor-input filters approximate the transient current
by Eq 6 for a step function applied to the series circuit
comprising filter L and C plus R;. This circuit is valid
because the shunting effect of the load is slight in a well-
proportioned filter. In capacitor-input filters the same
method can be used, but the inductance is the leakage in-
ductance of the anode transformer. Therefore, Eq 7
applies, except that the maximum step function voltage is
| %

7.6.1 SPASMODIC-TYPE TRANSIENTS. Tran-
sients which occur when power is first applied differ from
cyclic transients in that they are spasmodic. Power may be
applied at any instant of the alternating voltage cycle, and
the suddenly impressed rectifier voltage ranges from zero
to Ep«. Spasmodic transients are difficult to observe on an
oscilloscope because of their random character. It is
necessary to start the rectifier several times for one
observation of maximum amplitude, and the trace is faint
because it appears for a very brief time. Excessive current
inrush, which occurs when a power transformer is con-
nected to a supply line, plagues rectifier design. The phe-
nomenon is associated with core saturation. Forexample,
assume that the core induction is at the top of the hys-
teresis loop at the instant when power is removed from the
rectifier, and that it decreases to the remnant vaiue (B;) for
H = 0. Suppose that the next application of power is at
such a point in the voltage cycle that the normal induc-
tion would be B, This added to B, requires a total induc-
tion far above saturation value; therefore, heavy initial
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magnetizing current is drawn from the line, limited only
by primary winding resistance and leakage inductance.
This heavy current has a peaked waveform which may
induce momentary high voltages by internal resonance in
the secondary coils and damage the rectifier tubes. Or it
may trip ac overload relays. The problem is especially
acute in large transformers with low regulation. A
common remedy is to start the rectifier with external
resistors in the primary circuit and short-circuit them a
few cycles later. Some rectifiers are equipped with voltage
regulators which reduce the primary voltage to a low
value before restarting. In some applications the load is
varied or removed periodically. Examples of this are
keyed or modulated amplifiers. Transients occur when
the load is applied (key down) or removed (key up),
causing respectively a momentary drop or rise in plate
voltage. If the load is a device which transmits intelli-
gence, the variation in filter output voltage produced by
these transients results in the following undesirable
effects:

a. Modulation of the transmitted signal.

b. Frequency variation in oscillators, if they are con-
nected to the same plate supply.

AFSC DH 14

c. Greater tendency for key clicks, especially if the
transient initial dip is sharp.

d. Loss of signal power.

7.6.2 INHERENT OSCILLATIONS. A filter which
attenuates ripple effectively is normally oscillatory.
Hence damping out the oscillations is not practicable, nor
would it remedy the transient dip in voltage, which may
increase with nonoscillatory circuits. The filter capacitor
next to the load should be large enough to keep the
voltage dip reasonably small. An approximation which
neglects the damping effect of load and series resistance is

A=t /L (Eq 9)

Ro

where Aes is the transient dip expressed as a fraction of
the steady-state voltage across R.. Although the tendency
for key clicks in the signal may be reduced by attention to
the de supply filter elements, the clicks may not be entirely
eliminated. Use a key-click filter where key-click
elimination is necessary.

2 MAR 84
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DESIGN NOTE 3B5*

DN 3B5

ELECTRICAL IGNITION OF
COMBUSTIBLE MIXTURES

1. INTRODUCTION

A serious problem in an electromagnetic compatibility
program involves the design of the fuel subsystem to sup-
press arcs and other electrical discharges to prevent igni-
tion of explosive mixtures (see NFPA 407-1975 or
ANSI Z119.1-1976). The elimination of ignition sources
has become increasingly important due to the common
use of low vapor pressure fuel such as JP-4. This type fuel
develops an explosive vapor concentration within an
enclosed compartment throughout the range of ambient
temperatures encountered in the field. With gasoline fuel,
the saturated vapors over the gasoline are normally too
rich to be combustible.

2. IGNITION ENERGY REQUIREMENTS

Tests have shown that saturated hydrocarbon gases and
vapors require about 0.25 millijoules (mJ) of electrical
energy for spark ignition of optimum mixtures with air.

3. FLAMMABLE AND
COMBUSTIBLE LIQUIDS

Flammable liquids may form flammable vapor-air
mixtures while being handled or stored. Characteristics of
flammable and combustible liquids are given below:

a. If the temperature of the liquid is below its flash
point, the mixture above its surface will be below the
lower flammable limit, or too lean to burn.

b. Liquid near its flash point is more likely to have a
flammable vapor-air at any free surface.

c. If the liquid temperature is far above its flash point,
the vapor mixture at the free surface will be above the
upper flammable limit, or too rich to burn.

d. If the vapor mixture is below or above the flam-
mable limits, it will not ignite, even though a spark should
occur.

e. In general, when the vapor-air mixture at the liquid
surface 1s midway between the upper and lower flam-
mable limits, conditions are optimum for ignition. Sub-
Note 3(1) shows the relation between (1) temperature,
(2) Reid vapor pressure, and (3) flammable limits of
petroleum products at sea level (see NFPA 77-1972).

REQ: ASD/ENACE

SUB-NOTE 3(1)  Relation Between
Temperature, Vapor Pressure,
and Flammable Limits of
Petroleum Products
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f.  The principal characteristics of aviation fuels which
are factors in susceptibility to inadvertent ignition are
(1) flash  point, (2) flammability limits, (3) vapor
pressure, (4) autoignition temperature, (5) distillation
range, and (6) electrostatic susceptibility. See SN 3(2)for
principal characteristics.

4. ELECTROSTATIC SUSCEPTIBILITY

By their nature, Jet A and Jet B turbine fuels generally
retain more impurities than AVGAS and are more prone
to accumulating static charges. The degree to which a
charge is acquired depends on fuel velocity. impurities,
condition of charge separating surface, etc.

5. BONDING, GROUNDING, EARTHING,
AND EXPLOSIONPROOFING

Proper application of bonding, grounding, and earthing
techniques is essential in preventing sparks and potential
differences in areas prone to ignition of flammable vapors
(see DN 5D6 and DN 7B4). Ensure that certified ex-
plosionproof electrical devices and components are used
in such areas. See MIL-STD-454, MIL-STD-810, and
the National Electrical Code in ANSI/NFPA 70 -1975 .

*This Design Note has been developed in part from NFPA 77-1972, and with the permission of the National Fire Protection Association.
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Flame Propagation})

DN 3BS AFSC DH 14
SUB-NOTE 3(2)  Pnincipal Characternistics of Aviation Fuels
FUEL THERMALLY ’
CHARACTER- AVGAS JETA JTB P-7 STABLE
ISTICS (MIL-T-25524)
Flash Points
a TAG Closed-Cup Test ~-456° +35° to +62 8° -233°t0-11° — —
(FED-STD-791)°C
at Sea Level
b Pensky-Martens Closed- - +60° Below -23 3° +60° Min +43 3° Min
Cup Test °C (ASTM
Std D93-66)
c Air Saturation Test -594° to -65° — Down to -511° — —

Flammability Limits
a % by Volume*

14 to 76 n general

0.6 to 49 average

08 to 56 average

b Temperature Range at Sea -456°to -11° +35° to +739° -233° to +37 8° — —
Level in Storage Tank °C Approx

Vapor Pressures 38 t0 48 About 07 14 t0 21 — —

kPa (Ibf/in2) Absolute (55t0 70) 01) 2010 30)

(Measured by Reid Method at

37 8°C) {See ASTM

D323-72)

Autoignition Temperatures**

°C (Mintmum)

a Test Method A 448 9° 246 1° 248 9° — -

b Test Method B 440 6° 10 5756° 226 7° t0 243 3° 243 3° — —

Distilfation Range

(Bailing Points Determmned

by ASTM Method D86-67) (1972)

a Imitial Botling Point °C 433° 162 8° 572° — —

b. Approx Boiling Point °C 162 8° 232.2° 2817° — —

NOTES. AVGAS—AIl gasoline grades of octane ratings suitable for reciprocating engines
Jet A {Known in the US as AVTUR)—Kerosene grades of fuel for turbine engines
Jet B (Known in the UK as AVTAG)—AIl blends of gasoline and kerosene fuel grades for turbine engines One grade of a
Jet B fuel i1s JP-4 (MIL-T-5624)
JP-7—A low volatility turbine fuel (MIL-T—38219) that s used only by the SR71
Thermally Stable (M/L-T-25524)—Aviation Turbine Fuel
*Lower limit represents the minimum concentration while the upper limit represents the maximum amount of fuel vapor In air that
will permit combustion
**These temperatures were derved by the reproducible laboratory test procedures as indicated, however, n actual field conditions
these 1gnition temperatures may be higher

2 2 MAR 84
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DESIGN NOTE 3C1*

DN 3C1

INTRODUCTION

1. GENERAL

Devices using electrical power are susceptible to
electromagnetic interference in several critical
areas. The detrimental effects extend from
nuisance to malfunction of equipment. The
dynamic range is compressed, gain is reduced at
many frequencies, and threshold levels or false
alarm rate deteriorate. Devices become condition-
ally stable and occasionally break into oscillations.
Equipment can become increasingly vulnerable to
jamming and accuracy may be completely lost. The
system’s compatibility may be adequate when it is
delivered but without proper design the compatibil-
ity will not continue under normal usage and aging.

2 OVERLOADING

Overloading is caused by an increase in the
amplitude of the desired signal. The increase may
drive the channel into saturation so that no output
response will result from an input command. There
is a time lag between the period that the device goes
into saturation and recovers from it. When the
device becomes overloaded or saturated, the
position of the shaft may drift or run to its zero
position or to the extreme unbalance at one or the
other ends of its excursion.

3. BLOCKING

Blocking occurs in systems when an undesired
input renders a channel ineffective, e.g., the
blocking of the radar receiver by the transmitted
radar pulse. Because of space and complexity
limitations, the same waveguide and antenna
system is often used for both transmitter and
receiver. Although the radar receiver is isolated
from the antenna and waveguide assembly during
the time the transmitter is on, the transmitted pulse
still leaks into the receiver. The receiver sees this
RF energy as a returned signal of high amplitude. It
saturates the radar receiver and when the pulse is
over, the receiver remains blocked. Unintentional
blocking of one function by another can occur on a
continuous basis or it may only produce a blind
spot in a cycle of the operation. Continuous
blocking can almost always be detected during the

REO: ASD/ENACE
*This Design Note extensively revised 31 Jan 91.
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functional checkout and testing if the offending
source or jammer is activated. The intermittent or
part-cycle blocking usually occurs when different
equipments are integrated together into one
system.

4. OFFSETS

Offsets may occur as a result of conducted,
coupled, or radiated energy which may be internal
or external to the system. Equipment is susceptible
when its output may be offset or biased from that
which should occur for given command inputs. The
electrical output of transducers is often proportion-
al to displacement from zero position, which is
established by alignment holes or other fixed
mechanical arrangement. The holes and guide pins
may become gouged or distorted and the
mechanical configuration may get bent. Often the
reference line or plane to which the transducer
should be aligned is not available for measurement.
In this case some intermediate reference must be
selected.

4.1 OFFSET ERRORS

As a result of study, specify the mechanisms which
are subject to offset errors. Tolerable errors can be
defined in two ways. First, the mechanical
tolerance can be specified. If a pitch gyro is to be
installed, specify the reference plane in measurable
terms. If the gyro must be located near the center
of gravity, determine an allowable tolerance
dimension. Second, specify the electrical toler-
ance. Resolvers, synchros, and pickoff elements
that are sensitive to orientation must have
measurable output tolerance to permit verification.
Use levels and inclinometers to orient the case
while the components are adjusted for zero output.

5. HIGH POWER RF SOURCES

High power RF sources both internal and external
to the aircraft can cause overheating or malfunc-
tioning of equipment on board. Metallic decals or
labels in areas where high RF levels exist can get
hot and cause damage to nonmetal parts. A high
power RF source impinging on a metallic surface
can generate sparks which could cause a fire or
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explosion if fuel vapors are present. Restrict both
high power RF sources and fuel vapors from
entering areas in the aircraft where combustion
can occur.

5.1 DIELECTRIC HEATING

At high frequency, dielectric materials exhibit a
loss phenomenon which is analogous to hysteresis
loss in magnetic materials. The material between
the bridge wire and the case of a squib is susceptible
to such effect. In the presence of high power
jamming or radar equipment, squib action can
occur due to dielectric heating. Restrict the choice
of dielectric materials used or attenuate or shield
dielectric devices from conducted RF or from
strong RF fields.

5.2 POWER EQUATION

By the use of the basic power equation

P,G,G\?
Pl’ = -I—II_ (Eq 1)
(47r)2
Where:
P, = power received (watts)

P, = transmitter power (watts)

Gr = gain of receiving antenna
Gy = gain of transmitting antenna
A = wavelength (meters)

-
It

distance between antennas (meters).

Power versus frequency plots may be developed for
each receiver from which isolation requirements
may be derived. As design data becomes available,
such plots may be changed to reflect the true
system requirements more accurately.
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5.2.1 DETERMINATION OF LIMITS. The
requirement to determine limits stems from one of
these situations:

a. No limits for interference or susceptibility
control have been applied to the system by
procurement compliance to MIL-E-605] or
MIL-STD-461.

b.  Limits have been applied to the system which
do not necessarily pertain. For example, this may
occur when an aircraft specification is applied to a
ground support station.

5.2.2 ESTABLISHMENT OF LIMITS. In
either of the situations described in Para 5.2.1,
accurate limits for interference and susceptibility
control must be established if assurance of a
compatible system is to be derived. It may be
necessary to develop different limits for different
portions of a system depending on system
parameters. Some of the parameters which should
be considered are:

a. Equipment Location: In very large systems,
separation is an important factor.

b.  Time Sharing of Equipment: Interfering
equipment, which is not operated during critical
phases of system performance, need not meet the
same requirements as the equipment which
operates simultaneously.

c. Frequency Sharing of Equipment: Frequen-
cy density plots will present possible conflicts.

d. Mobility of Equipment: The equipment
which may be moved from one portion of a system
to another will require special consideration.

5.2.3 INTERFERENCE LIMITS. Interference
must be limited to some value less than that which
would cause erroneous responses in the susceptible
equipment of a system. Therefore, the first step in
establishing tolerable levels of interference is to
determine the threshold levels of all intentional
receiving equipment. When the gain of the
respective antennas is taken into account, and by
making certain basic assumptions of the gain over
the frequency spectrum of interest, levels in terms
of field intensity or power density versus frequency
may be plotted. Unfortunately, receivers usually
react to both broadband pulse continuous wave
(CW) and CW interference. Therefore, additional

31 JAN 91
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assumptions or calculations must be made regard-
ing those sensitivities which are not considered
normal operating conditions. Thus, plots may be
developed for each receiver in terms of both
broadband and narrow band noise. When the plots
from all receivers are combined, the allowable
levels of interference are thereby established.

5.2.4 SUSCEPTIBILITY LIMITS. Susceptibil-
ity limits can be established in much the same
manner as interference limits. However, the
governing criterion is reciprocal, in that equipment
must perform in the environment which will be
generated by the system or other nearby systems.
Thus, communication receivers should not be
jammed by a collocated radar working on its
assigned frequency, etc. Interference limits are
established by determining the susceptible charac-
teristics of receiving equipment.

5.2.5 POWER LEVELS FOR SAFETY. 1In
reciprocal fashion, susceptible limits may be
established by determining power levels from
transmitting elements for off-frequency conditions
as well as assigned frequencies. Inlike manner, the
same assumptions must be made. Thus, power
density levels at any specific location may be
calculated by

_ PG

P4 (Eq 2)
4rrr2
Where:
P4 = power density (watts/m?)
P, = transmitter power (watts)
G, = gain of transmitting antenna

distance from transmitting antenna to
equipment location (meters).

r
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5.2.6 SIDE AND BACK ANTENNA LOBES.

In many subsystems, side and back lobes become

more important than the main lobe. This is due to '
usual mounting mechanisms, where the antenna is

located high above associated equipment and

sweeps with a line—of-sight clear beam. However,

considerable main beam power may be measured

at great distances from the antenna for high

power sets.

5.2.7 HAZARDOUS RF RADIATION. When
dealing with high power transmitters, the area of
hazardous radiation should be computed about the
antenna. Thus

(Eq 3)

The near field effects should also be taken into
consideration. For a parabolic dish or dipole:

(Eq 4)
Where:

distance from the antenna to end of the

-
It

near field
D = diameter of dish or length of dipole
A = wavelength

The gain of antennas takes extreme excursions
within the near field, depending on the exact point
in space where the gain might be measured.
However, far field equations will probably still
provide reasonable estimates of worst-case power
levels within this region. See AFOSH 161-9 and
SN 5.2.7(1) for more details on radiation limits as
related to personnel safety.
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SUB-NOTE 5.2.7(1)

Maximum Permissible Exposure Limits

Averages over any six-minute period

100 —
mw/cm
10—

log

Restricted Areas

Unrestricted Areas

I I ] ) 1B T i LI
0.01 0.1 1.0 MHz 10 100 1 GaHz 10 100 300
Frequency

6. RESISTIVE HEATING

When ac or dc current flows through any resistive
device, the energy dissipated in the form of heat is
I2R. Heat can act as an undesirable signal and can
cause heating of devices which should not be
heated without the application of a specified
control current or which have operating character-
istics dependent on temperature. The ac resistance
cannot, in general, be assumed to be the same as
the dc resistance. Squibs, for example, which have
dc resistances under 1 ohm characteristically
exhibit 30-40 ohms at UHF frequencies. I2R loss
is further dependent on the reactance portion of
the ac impedance. The reactance of a squib varies
from zero to several hundred ohms at UHF and
changes from inductive to capacitive. No power
can be dissipated in a reactance, but it does control
the current flowing through the ac resistance in
series with it.

6.1 TEMPERATURE COEFFICIENT

The resistive component of an electrical circuit
has a temperature coefficient which is defined as
the change in resistance per unit resistance per
degree rise in temperature. The resistance varies
according to the relation

R; = Rp(1 + at) (Eq 5)
Where:
Ry = resistance at temperature t
Rg = resistance at 0°C
a = temperature coefficient

-
]

degrees above 0°C.
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6.2 DISSIPATION IN SPACE

Space applications make the IR heat dissipation
problem serious if no artificial cooling environment
is provided. Normally the I?R heat can be carried
away by convection, conduction, and radiation. If
no atmosphere is available heat convection is not
possible. Heat conduction and heat radiation
exchanges can only be made between the
electronic equipment and other parts of the system.

7. SPARK-THROUGH

Static voltages can build up on isolated or floating
circuits. Winds blowing over ungrounded wires
have resulted in static voltages which have caused
inadvertent squib detonation. Squibs which employ
ungrounded and shielded input cabling are subject
to spark-through and placing a short across the
squib input terminals will prevent inadvertent
firing. Static buildup in other circuitry causes the
ungrounded secondary of a transformer feeding an
ungrounded amplifier grid to be subject to error.
The cure is to provide a bleeder or static ground in
susceptible circuits.

8. FALSE TRIGGERING

If a stray or false signal exhibits the characteristics
of the true signal there is no way that a device
(mechanical, electronic or human) can detect it.
Use the following features to achieve discrimina-
tion against false triggering.

a. Pulse Shape. The desired pulse shape may
be well defined and repeatable. If not, incorporate
some simple waveform control techniques in
the generating circuitry to make them unique
compared to false triggers.

b.  Rise-Time Control. Design the device being
triggered or activated to respond to inputs having a
certain rise time and to reject others having faster
or slower rise times.

¢.  Pulse-Width Control. Make devices respon-
sive to pulse width. By this technique, response will
occur only to waveforms having the design pulse
width.

31 JAN 91
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9. FALSE SIGNALS

Bandwidth is the important consideration when
evaluating susceptibility to false signals. Closed
loops, servomechanisms, and regulators can often
tolerate high levels of noise and false signals
because of narrow bandwidth. Susceptibility to
broadband noise is evaluated by determining the
frequency spectra of the noise. Give consideration
to the response of the system loop beyond its
normal cutoff frequency. These characteristics are
important because a high level interfering signal
may exist a few octaves above the normal cutoff
frequency and may be strong enough to penetrate
the attenuation.

9.1 STRAY RESONANCES

High-gain amplifiers are particularly subject to
stray resonances. Capacitors which should ideally
exhibit low impedances tend toward self-
resonance and a high effective reactance to
ground. Lead length inductance may be high
enough to resonate with bypass capacitances below
the normal frequency of operation. For example,
at 10 MHz, a 1000-pF bypass capacitor will series
resonate with only 1/4,-pH inductance. Realize
effective bypassing by forcing the capacitance to
self-resonance with lead inductance at the
operating frequency. Determine the self-resonant
frequency of capacitors by cutting the lead lengths
to equal those used in the actual circuit. Tie the
leads together to form a series-resonant circuit.
Loosely couple a grid—dip meter to the circuit to
determine the frequency at which resonance
occurs as evidenced by maximum circuit current.

9.2 ABOVE TEN MEGAHERTZ

There are many possible methods for coupling
beyond 10 MHz. It is often necessary to shield the
entire assembly to prevent entrance of spurious
signals and to ensure high gain without instability. It
is practically impossible to eliminate interstage
inductive coupling effects in high gain amplifiers
without an enclosing shield. With an enclosing
shield, the box formed can be treated as a
waveguide. For practical chassis and shield
dimensions, the waveguide formed has a low-
frequency cutoff many octaves above the amplifier
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frequency. In this instance, with the lowest mode of
electromagnetic wave propagation, the box
provides 27-dB attenuation for each unit of length
equal to the largest width dimension. A small
chassis of 25 X 51 mm (1 X 2 in.) cross section
will provide 27-dB attenuation for each 51 mm
(2 in.) of length. Make the physical spacing
between stages large enough so that the gain per
51 mm (2 in.) of length is much smaller than
27 dB. Extra spacing provides more interstage
isolation.

9.3 VIBRATION-INDUCED EMI

Some important aspects of subaudio interference
susceptibility are that it is not often sustained for
more than a few seconds, it is difficult to detect,
and it is usually superimposed on desired signal
flow and marked by higher frequency hash, which
is ignored by the loop. Subaudio interferences are
generated as airborne vehicles exhibit dynamic
structural resonances. The approximate frequen-
cies of different vehicle assemblies resonate as
follows: (1) the total vehicle resonates at a few
hertz, (2) structural resonances go up to 10 Hz,
and (3) bulkhead and equipment racks resonate at
hundreds of hertz. Equipment and cable bundles
vibrate as the airborne vehicle experiences
agitation and electrical disturbances result in two
ways: either transducers and sensors “see” the
resultant displacement, velocity, or acceleration
and generate an undesired output signal; or wires,
cables, and bundles are moved through electric
and magnetic fields. Induced voltages and current
result, and under these conditions, rate gyros have
produced enough undesired output to cause gross
guidance disturbances. To eliminate this severe
effect, install a notch filter to block the narrow
band of frequencies caused by structural vibration.

9.4 AUDIO SUSCEPTIBILITY

Because of extensive use of relays, motors, timers,
switches, sequencers, steppers, amplifiers, power
supplies, and servomechanism loops for basic
guidance, navigation, and control, audio-
conducted susceptibility forms a major part of the
compatibility effort. Subject equipment to suscepti-
bility tests for radiated interference and conducted
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audio and RF interference in accordance with
MIL-STD-462. Problems result when applying
these over-simplified guides to a specific system
evaluation. Therefore, prepare a study of the
susceptibility characteristics not only of individual
black boxes but also of the loops they fit into. More
sophisticated testing is required for units which are
part of guidance, computing, and control loops. In
this area, determine critical frequency ranges,
circuits to be tested, amplitude, and source
impedance. Formulate test setups to simulate
actual operation and determine if open circuit
voltage represents a valid closed—-circuit condition.
Discrepancies can arise from using the arbitrary
3~V ac open circuit type of spectral susceptibility
approach.

9.4.1 TEST CONSIDERATIONS. Practical test
considerations which apply to audio susceptibility
principally are that audio filters are very large and
the specification procedures are simplified for
general application to  many unsophisticated
equipment. Establish special requirements for
specific complex system equipment. Remember the
testing precautions: (1) large dc currents will
saturate the injecting transformer and (2) ripple
voltage may already exist on the dc line to
be tested.

10. CLIPPING

Clipping can generate unintentional effects in
demodulator and detector circuits. To obtain linear
detection, it is desired that the detector output
follow the envelope of the input signal. The linear
diode detector is widely used because it has the
advantage of causing less harmonic distortion,
particularly for large percentages of modulation.
Although it requires appreciable input power, a
diode detector delivers a large output voltage for a
satisfactory input level compared to other detector
types. The voltage to which the capacitor charges
should be the peak value of the modulated carrier.
The charge path is through the detector and
source. If the time constant is too long the negative
peaks of the output will be clipped and harmonics
and distortion will result. If following stages are
responsive to this distortion, undesirable responses
will occur.
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11. LIMITING

When a desired signal frequency is intentionally
limited, the output waveform is distorted. It may be
cut off flat as in an on-off limiter, or it may operate
about a dynamic point so that the ratio of
output-to-input falls off sharply. Semiconductor
diodes are good voltage limiters because of their
inverse or reverse conduction characteristics. They
exhibit low resistance when applied reverse voltage
exceeds the “avalanche breakdown” point. They
also show substantially constant voltage limitation
above this critical breakdown value. The term
“breakdown region” describes the critical voltage
range in which a junction changes rapidly from a
high resistance barrier to a good conductor. This
process is not destructive when confined to design
limits. The networks to which the limited waveform
is fed may be responsive to these frequencies and
produce a false output. Tuned circuits may exhibit
spurious resonances at those frequencies. As
limiting action is made stronger, the waveform of
the original signal will be made steeper and will
have higher frequency components which couple
across transformers, resistors, amplifiers, stray
capacitances, etc. Perform an evaluation of sharp
waveforms produced by limiting action and
tabulate offenders.

12. RECEIVER SENSITIVITY

All receivers exhibit an on-frequency sensitivity
variation which is frequency-dependent. The
image response of all receivers also varies as the
receiver is tuned across the band. At a specific high
frequency the shielding, decoupling, and bypassing
components become self-resonant. At this point
the interference begins to flow through the receiver
by electrostatic coupling. No requirement has been
established to define the sensitivity of receivers to
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high-energy fields at frequencies many times above
the receiver’s normal frequency band. Establish
this requirement in programs where antennas are
subject to high-energy fields. Receiver rejection
characteristics deteriorate at frequencies far above
their normal operating point.

12.1 HIGH-POWER ENVIRONMENTS

Receivers are now designed without precautions
against operation in high-power environments. In
such an environment undesired responses can be
categorized as destructive heating of front-end
components, image responses, local oscillator
harmonic heterodyne responses, stray resonant
responses and high-end electrostatic coupling. It
has been standard practice in the past to evaluate
receiver interference on an average power basis.
This is no longer valid because the kilowatt and
megawatt peak-power levels are capable of
destructive effects in receiver front-ends. In
addition, modulation characteristics can be de-
tected by the receivers. Therefore, evaluate
receiver susceptibility for peak—power level effects.
The stray responses vary widely due to nonuniform
components, wiring inductance, stray capacity, and
layout variations. Take the following steps to bring
this potential problem under control:

a. Determine the high-power fields in which
receiver antennas will be immersed. Placement,
polarization, and antenna filters may ehminate
otherwise difficult problems.

b. Determine the response characteristics of
receivers to those fields. Do this regardless of the
receiver’s normal operating frequencies.

¢. Determine the rejection required for
compatible performance. Unit-to-unit variation
must be anticipated.

d. Obtain the required rejection via optimum
design and verify results.
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DN 3C2

PROPAGATION AND INTERACTION

1. INTRODUCTION

Interaction occurs when two functional systems
exchange data in such a way that the characteristics
of one system degrade the other. Interaction
effects can usually be treated from a circuit
standpoint. Propagation occurs when data is
transferred from one system to another by means
of radiation, usually over long distances. The
radiation sets up an extremely complex
electromagnetic field which is largely determined
by the physical and electrical envelope inside with
the propagated energy moves.

2, PROPAGATION

In the analysis of interference propagation it is
often necessary to utilize the more sophisticated
aspects of electromagnetic field theory. These deal
with the space and time relations of the constituent
electric and magnetic fields. The transmission line
concepts presented in DN 5B7 are a simplification
of and an approximation to general field theory.
Techniques for analysis of electromagnetic
propagation may be found in standard text books.

2.1 INFORMATION THEORY

Information theory shows great promise as a
technique capable of reducing system signal-to-
interference levels. Understanding the coding and
the reception theory aspects of the information
theory will soon be a requirement for competence
in compatibility engineering.

2.2 TRANSMISSION TECHNIQUES

Coding theory establishes data for optimum
encoding of a modulation of signals for transmis-
sion through noise and interference. Reception
theory provides data for optimum processing and
extraction of signals combined with noise.
Computers with large memory capacity are making
it practical to utilize these advanced techniques.
Work at the Massachusetts Institute of Technology
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has shown that it is necessary to store only the
mathematical relationships for later encoding
instead of storing a complete code structure.

2.2.1 RECEPTION TECHNIQUES. Outstand-
ing successes are being achieved due to the use of
reception theory techniques. Devices using
coherent detection to extract signals submerged in
noise have resulted from this work. Coherent
receivers are designed for specified-signal
waveforms and noise-interference statistical
parameters.

2.3 APPLICATION OF INFORMATION
THEORY

The full advantages of coherent detection and
signal-to-interference optimization techniques can
be realized only when the system interference
environment is specified. Determine the basic
definition of required statistical noise parameters
by combining efforts of the compatibility engineer
and the system engineer. These basic requirements
become the goals for the entire interference
measurement program.

2.3.1 CORRELATION TECHNIQUES. Corre-
lation techniques, circuits, and devices are
available which indicate the enhancement of
signal-to-interference performance by several
orders of magnitude. A simple optimum receiver
has the task of determining the absence or
presence of a single repetitive signal in additive
white gaussian noise. Accomplish optimization of
signal to interference by cross-correlating the
incoming mixture with a locally supplied replica of
the transmitted signal. Compare the result to a
fixed threshold. Use correlator output, which is
proportional to probability of signal presence, to
determine that the probability of signal has
exceeded the level required to assume its
existence.

2.3.2 NEW DEVELOPMENTS. Some of the
more useful developments resulting from
information theory are:

a. Pulse Code Modulation. Pulse code modula-
tion has the advantage of being able to function in
high noise levels. It is the most ideal means of data
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transmission through noise. The transmitted signal
is sampled periodically and each sample is
quantified and transmitted as a digital binary code.
The receiver-decoder need determine only the
presence or absence of a pulse by using the
correlation technique.

b.  Bandwidth Reduction. Four-to-one band-
width reduction systems have been developed.
Transmitted data includes redundancies; there-
fore, codes can be found to remove the
redundancies and compress the bandwidth
requirements. It has been determined that great
reductions are possible in nearly all systems with
modulation. Redundancy elimination shows great
promise in improving the spectral congestion
problem. For example, normal speech required an
information rate of 20 000 bits per second. This
requirement is reduced to only 60 bits per second
when a code is developed to boil the basic
information down to nonredundant form.

3. INTERACTION

Interaction comprises signal, control, or power
voltages and currents which have entered into
circuits other than those intended. The ways by
which interaction can be coupled are conductive
coupling, capacitive coupling, inductive coupling,
transmission line effects and radiation. Every
circuit and loop must be evaluated to the frequency
where the interaction effects are negligible
compared to the system response threshold.
Typical examples of interaction are frequency,
voltage and current loading, inadvertent phase
shift, deterioration of gain, bandwidth, dynamic
response, and waveform distortion.

3.1 POWER LINES

Interaction and intermodulation propagating from
the system power lines have been major problems,
and they are so complex that they can be solved
only by trial-and-error methods after the
subsystem has been installed in the vehicle. A large
number of wires in the inter-connecting cables are
shielded; much of this shielding is specified in the
original design before the equipment is installed.
During test many hours are spent shielding other
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wires to reduce intermodulation. Some problems
can be solved by merely twisting pars of wires.
Noise problems are usually solved by going back
into the black boxes and adding filters or making
changes that will eliminate noise transmission.
Noise, modulation, and interaction usually cause
the radar presentations to jitter; in addition, range
marks become distorted, PPI sweeps spike, and
servo loops oscillate intermittently.

3.2 POWER SUBSYSTEM

Most installation intermodulation difficulties occur
because the system requires two independent ac
power subsystems. In vehicles having both
a constant and variable frequency generation
subsystem, the practice is to use the variable
frequency power to energize as much of
the electronic and heating loads as possible.
This is done because it costs less to generate the
variable frequency power than the constant
frequency power. Intermodulation due to the
presence of both power sources in the system is
most prevalent when the variable frequency source
is in the region of 800 Hz. The computers and
the servomechanisms in the system are particularly
sensitive to the presence of second harmonics in
the constant frequency power lines. For this
reason, the presence of 800-Hz and 400-Hz fields
close to the inputs of high—gain servo amplifiers
creates output signals which cause system
instability. This problem can be solved by carefully
shielding or grounding the interacting wires.

3.3 EXTERNAL ENVIRONMENT

Remote interference may be generated by
hospitals, industrial plants, TV and radio broadcast
stations, radar transmitters, and radiating devices.
This interference can enter the subsystem via
ground wave, sky wave, or line-of-sight radiation.
It can also be picked up by power lines and
telephone lines, carried into the area, and then
coupled into the subsystem wither capacitively or
inductively. Taxicabs, fire trucks, and other
vehicles with mobile communications may get
sufficiently close to the vehicle to ignite squibs. Site
power may couple into the subsystem and
transients on power subsystems can be conducted
to the equipment. Telephone and power lines
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make good antennas, and can pick up RF
radiations and reradiate them. The checkout areas
contain fluorescent lamps which radiate noise and
other devices such as pumps, motors, hoist,
switches, and regulators which can put heavy noise
on the base power lines.

3.4 RADAR INTERACTION

The most important interference factor is the
broadband spectrum of the transmitted signal.
Magnetrons are rich in harmonic and spurious
interference. Consider high power waveguide
filters as they are practical. Klystrons followed by
limited-bandwidth  amplifiers provide low-
interference transmitters. Limit rise times and
pulse widths to optimize functional requirements
and the resultant broad—frequency spectrum. Pulse
shaping techniques for klystron transmitters have
been developed to produce narrow spectra.

3.4.1 GATING. Intensity-modulated displays
are vulnerable to pulsed interference, which can
make it very difficult to interpret the radar display.
The receiver and tracking loops can be gated to
the transmitted signal to exclude effects from other
radars.

3.4.2 SYNCHRONIZATION. A group of radar
transmitters operating in the same pulse repetition
frequency (PRF) region may be synchronized and
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fired simultaneously. Another synchronization is
PRF modulation. The PRF of one radar is moved,
randomly or swept, with respect to the others. The
rate of movement is made great enough so that the
tracking and display circuits of the victim radars
cannot respond. One radar can be made to appear
to other radars as a target moving at 161 000 km/h
(100 000 mi/h).

3.4.3 BLANKING. Minimize interference to
intensity-modulated displays be blanking. A hole
is temporarily put on the display sweep whenever
an offending radar fires. Because the offending
radar is not usually synchronized with the victim,
this hole moves about on the display. The overall
effect is a slight loss in sensitivity. Blanking
becomes useless when the number of interfering
sources causes a prohibitive scanning loss.

3.4.4 PULSE DISCRIMINATION. Use pulse
discrimination to effectively block pulse
interference from radars operating at different
pulse widths. This technique is especially helpful
for aircraft detection, where the target return
length is 0.1pus/15-m (50-ft) length of target. A
20-percent tolerance on the sum of pulse width
plus target width is adequate. Delay lines can be
used to reject any signal that does not have this
pulse width.
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DN 3C3

AUDIO SPECTRUM

1. INTRODUCTION

Experiments show that the audio spectrum may be
divided into 20 bands of equal importance. These
bands extend from 20 to 6100 Hz with the
frequency scale compressed at higher frequencies.
Frequency components outside this range have not
been found to contribute to speech intelligibility.
From a knowledge of the parameters of the system
to be evaluated, the signal-to-noise ratio (S/N) in
each of the bands of equal importance can be
obtained. A percentile score of understandability
of speech at the system output can be computed.
Another approach was to consider “visible speech”
as a time-frequency plot of speech signals as
obtained from a sound spectrogram which can be
read by a trained person. The speech intelligibility
is considered as the running power spectrum of the
speech. Tests were conducted by playing a
standard speech sample tape together with various
types of interference and sending them through the
communication system under test. The following
results were obtained:

a.  Atilt or change in the slope of the audio spec-
trum does not affect intelligibility as long as the
speech is still well above noise in the bands of equal
importance.

b.  Only the spectrum between 200 and 6100 Hz
affects intelligibility.

c.  The level of speech can be varied without
affecting speech intelligibility.

d.  Gradual changes in both frequency and time
duration can be tolerated in the running power
spectrum.

e. Single interfering tones impair intelligibility
only slightly.

f. Word articulation percentage varies from
10 to 95% as a function of interruption rate.

g. Message coding and structure has much to do
with intelligibility. Up to 14 dB more noise can be
tolerated for words in a contextual framework as
compared to the same words spoken individually.
See DH 1-3, Sect 3F, for bioacoustic information.
Also see MIL-STD-1789 for sound pressure levels
in aircraft.
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2. OPERATOR CHARACTERISTICS

Human responses are intermittent, even for
continuous stimuli. The eye can see events in a
little as 0.1 second. The ear can respond to signals
as brief as 0.1 ms. For impulsive sounds the
apparent loudness is the integrated effect over
1 ms. The intensity required for response is
inversely proportional to duration. The sensitivity is
maximum at 0.5 second and falls off rapidly below
durations of 0.2 second. The ear and the brain
appear to act as an integrator with a charging time
of 10 ms and a discharging time of 500 ms. An
increase of noise will cause the ear to raise the
perception level and lower the signal detectability.

3. AUDITORY MASKING

Three arbitrary thresholds have been established
for identification of speech sounds. These are
detectability, perceptibility, and intelligibility.
Detectability is the threshold for detection but not
identification; it has an S/N ratio of -18 dB, with
AM signal, and white noise. Perceptibility is
understanding the overall context and requires an
S/N ratio of 0 to 5 dB. Intelligibility is the range
where nearly all words are understood, requiring
an S/N ratio of 10 to 15 dB. Masking is the degree
of incomprehensibility of the desired information.
A word articulation or sentence intelligibility test
determines the percentage of words or sentences
correctly received. The fewer the syllables in a
word, the fewer will be the number of words
understood. Masking occurs either due to noise
intensity level or due to distortion caused by
intermodulation products. The most important
characteristic of the ear is its selectivity to certain
frequency components and the rejection of others.
Masking is the extent to which the ear is not perfect
in this respect.

4, SPEECH DISTORTION

Speech can be distorted by interruption, rate of
speech, component clipping, and filtering.
Intelligibility varies from 40 to 95% as cutoff rate
goes from 1 to 2000 interruptions per second with
best results from 10 to 100 interruptions per
second. In addition, for 75% on and 25% off, the
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intelligibility is barely affected. As speech speed is
varied 10%, its intelligibility is unaffected. If it is
increased by 60% or slowed down to 30%, word
intelligibility drops to 50%. In normal speech, the
peak power is 12 dB greater than average speech
power. If the peaks are clipped the chief effect is
a quality change without loss of intelligibility.
The voice produces high frequency bursts of
0.05-second average duration followed by low
frequency bursts of 0.3- to 0.5-second duration at
100 to 200 Hz. The lows are vowels containing
most of the power but contributing little to
intelligibility. Peak clipping of 24 dB will barely
affect the high frequency consonants. The speech
is lacking expression, but readily intelligible.
Rejection of frequencies above 7000 and below
700 Hz has negligible effect on intelligibility. It
has been shown that use of 250 to 2500 Hz gives
good intelligibility. To maintain intelligibility it is
necessary to increase the intensity as the bandwidth
is decreased.

5. THE HUMAN EAR

The ear is an integrating device. The apparent
loudness of a sound impulse resulting from the
integration of sound pressure over a 0.3-ms span is
valid for an unexpected or unfamiliar sound
impulse. For many years, the primary interference
concern was the degradation of radio performance
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as discerned by the human ear. Most electronic
device are not equivalent to the ear in terms of
susceptibility to interference and interaction and
the characteristics of the hearing process
are required to make comparisons. These
characteristics are summarized in the following
subparagraphs:

a. The ear does not respond to individual
transients and spikes having durations of
microseconds.

b.  The ear responds logarithmically to impulse
magnitude.

c. Recurrent sounds seem to be louder.

d. Sound impulse effects are negligible after
1 second.

e.  The full strength of sound is judged in about
0.2 second.

f.  The ear can detect a 10% change in intensity
at low levels and 25% change at high levels.

g.  The ear will not hear noise 20 dB below signal
level.

h.  The ear notices 3—-dB changes of noise in the
presence of signals. Up to a 6-dB noise variation
can go unnoticed.

i. The ear’s maximum sensitivity is from 1000

to 3000 Hz.
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DN 3C4

TRANSIENTS

1. INTRODUCTION

Spikes or transients have often been overlooked
either because equipment operators could easily
distinguish and disregard them or because
computers were the analog type and therefore not
susceptible to transients. Transients are currently
of extreme importance to compatible subsystem
operation because these subsystems are now often
digital wypes in which the human operator has been
removed as a direct element in many functional
loops. These loops respond to transients. Complex
circuitry has been added to handle the many new
interrelated functions and this circuitry 1s subject to
activation and false judgment due to transients.
Functional frequencies are increasing and as pulse
widths become narrower, their constituent
spectrum widens in frequency.

2. INTERMITTENT OPERATION

If the frequency of the carrier is high, an
intermittent burst of continuous wave (CW)
interference has the effect of a transient. Its
waveform is detected by nonlinearities in the
circuits into which it couples. Continuous wave
interference will also appear as a transient when its
path of propagation is intermittent or transient.
This often occurs under flight conditions of shock
and vibration. The interruption can be caused by
mechanical contact of normally insulated conduc-
tors or 1nadvertent separation of normally
conductive elements. This phenomenon is difficult
to discern because the effect of the CW is often
negligible while the effect of modulating it can be
large.

3. FREQUENCY SPECTRA

High~frequency transients frequently have a
spectrum that extends into the megahertz region.
These pulse widths are so narrow that they exceed
the response time (rise time) of today’s circuitry.
As transistor and tube capability is extended
upwards into the 1000-MHz region these tran-
sients will prove troublesome. System programs
have suffered catastrophic effects as a result
of susceptibility to high-frequency transients.

lREO: ASD/ENACE

RADC/RBCT
31 JAN 91

Missiles have been destroyed in flight; computer
synchronization has been lost; guidance has been
lost because transients damaged transistors; and
many control functions have been inadvertently
triggered.

4, SOURCES

Inductive kicks and the general effects of suddenly
collapsed magnetic fields produce transients
ranging from subaudio to megahertz region
depending on the effective inductance and
capacitance in the path of the current produced by
the collapsing field. The resistance in the path
controls the damping, which in turn controls the
envelope of the oscillatory discharge.

5. SWITCHING TRANSIENTS

It is usually assumed that loop inductance is
unchanged during the time under consideration.
Hence, the current through an inductive loop
cannot change instantaneously in the theoretical
case or even nearly instantaneously in the practical
case. In an electronic equipment complex
inductances in one or more loops are switched.
Each switching is accompanied by a rapid current
surge with a high-voltage surge. Voltage surges of
hundreds of volts actually occur and can be
measured. It is often assumed that the voltage
across a capacitor cannot change instantaneously
or even nearly so. This is true only when the
total capacitance connected to a node (junction
of two or more circuit elements) remains
unchanged. When capacitors are switched in or
out of circuits, voltage changes occur across
them and across other elements attached to the
node. It is the total charge at a node which
cannot be changed instantaneously.

5.1 RELAYS

High-speed oscillographic measurements of radio
interference produced by relays lead to the
following conclusions:

a. The coil of the relay can be replaced by an
equivalent capacitor equal to the distributed
capacitance of the coil without altering the shape of
the transient during the first few micoseconds. This



DN 3C4

indicates that the distributed capacitance
effectively “shorts out” the coil during this short
interval and is responsible for the generation of
interference transients.

b.  Typical relay coils exhibit a high ratio of
inductance to distributed capacitance, which re-
sults in high amplitude voltage surges with steep
wave fronts caused by the collapse of the magnetic
field about the relay coil when the current is in-
terrupted. The voltage across the coil rises quickly
to the 0.7 supply voltage when the circuit is closed,
but on the break the potential rises to a value of
approximately 100 times the supply voltage in
about 3 us and then decays to a zero value at a rate
determined by the inductance, distributed capaci-
tance, and resistance of the winding. It should be
emphasized that this voltage surge possesses a steep
wave front which is capable of producing violent
shock excitations in receiver tunable over a wide
range.

c. Switching units, with the exception of mer-
cury switches, display mechanical bounce or
chatter which causes repetitive closures and inter-
ruptions of the current when the switch is closed.
The long duration sweep shows the effect of the
bouncing switch contacts when the circuit is made.
High amplitude voltage surges are evidence that the
points remain in contact long enough to establish
an appreciable current in the coil. These transients
developed at the make of the circuits are of greater
duration and severity than those developed at the
break of the circuit.

d. In addition to the transients due to mechan-
ical bouncing, rapid closures and interruptions of
the circuit occur. These are at a faster rate than
those due to the mechanical bouncing of the relay
contacts at the make of the circuit. As the contacts
move outward, the contact area for the flow of cur-
rent decreases resulting in local heating, which
causes the contacts to pit and sputter until the cir-
cuit is broken. The amplitude of the resultant in-
duced voltage is high enough to imitate “cold”
emission from the projecting area of the relay
contacts. This is accompanied by local heating
which causes the contact material to melt and neck
out until the circuit is again closed. This process
repeats at an exceedingly rapid rate until the relay
contacts are separated far enough to prevent the
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voltage gradient from rising to the value necessary
for cold emission. These closures and interruptions
of the circuit are also responsible for the generation
of steep wave forms, which cause radio interfer-
ence in adjacent electronic circuits.

5.1.1 SHIELDING. A reduction of the interfer-
ence is obtained by enclosing the offending relays
and their associated circuits within a metallic
shield. However, direct oscillographic measure-
ments show that singly shielded conductors are
incapable of completely eliminating radiations
from the central conductor of a coaxial cable. A
typical measurement shows that the radio of pickup
voltage of an adjacent external pickup wire to the
central conductor of a coaxial cable is approxi-
mately 1 to 1000. Therefore, it is frequently
necessary to resort to multiple shielding of
conductors where surges of extreme sharpness are
propagated if effective interference reduction is to
be obtained.

5.1.2 SUPPRESSION DEVICES. Sub-Note
5.1.2(1) shows the various suppression devices that
can be used across coils to minimize transients. A
properly matched resistance-capacitance (RC)
circuit across an inductive load should make the
load appear as a pure resistance. The resistance
(R) in series with the capacitor should be 1/4 to 1/5
of the dc coil resistance (Rp). The value of the
capacitance (C) can then be found with:

L
RXC=—"
RL (Eq 1)

Where:

L

inductance (henries)
Rr = dc resistance (ohms)

If R is chosen a Ry /4, C can then be found with:

4L

- RL2 (Eq 2)

If the computed capacitance is very large, use the
closest practical smaller capacitor. Capacitance
between 0.01 to 1 pF is usually sufficient to
minimize most transients.
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SUB-NOTE 5.1.2(1)

Comparison of Various Suppression Devices Across an Inductor

DIODE-TRANSISTOR
SUPPRESSION

TYPES OF RELAY CONTACTS
INDUCTIVE VOLTAGE
SUPPRESSION INPUT |CLOSING| DROPOUT REMARKS
A ac No Function Increase in power consumption.
—0~ o or Effect of Resistance should be as low as
dc Resistance | practicable.
Observe power rating (E2/R) and
RESISTANCE DAMPING heat dissipation.
B dc Slight Slight Need series resistance of a few
ff hms.
, o Effect Effect ohms
Capacitance value around 0.01
to 1 uF.
Capacitance rated 10 times
CAPACITANCE SUPPRESSION input voltage.
C — Do dc Slight : Function Combination of A and B above.
Effect | of
" Resistance
RC SUPPRESSION
D dc No Slight Polarity critical, diode put in back-
only Effect Effect ward or nonconductive direction.
t o o
PIV should be higher than any
transient voltage plus safety factor.
- Series resistance of a few ohms
might be needed to increase
DIODE SUPPRESSION inductance life.
E ac No No Avalanche voltage should be
Effect Effect above input voltage.
Power dissipation should be
sufficient for transient current.
BACK-TO-BACK Cost of device becomes
DIODE SUPPRESSION significant factor.
F dc No No Most effective in transient
only Effect Effect suppression and most expensive
technique.
- o
o9 The transistor is saturated, when
the switch is closed, allowing the
+ coil to become energized.
E— The transistor is cut off, when the

switch is opened, forcing the
transient energy to dissipate
through the Zener diode and the
paraliel diode.
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6. INDUCED INTERFERENCE

Interference and interaction usually accompany
changing currents. The basis for understanding
electromagnetic induction is Lenz’s law which
states that a voltage will be induced in a conductor
which links a varying magnetic field. The induced
voltage or electromotive force (emf) is given by:

e=108N % (Eq 3)
Where:
e = induced emf (volts)
N = conductors or turns
® = magnetic flux (webers)
t = time (seconds)

6.1 TRANSFORMER EFFECTS

The transformer provides a simple illustration of
Lenz’s law. Activation of the primary circuit builds
up, producing magnetic flux flow. An emf is thus
induced in the secondary by the varying flux
flowing through the magnetic core. This emf tends
to set up a secondary current which produces flux
flowing through the magnetic core equal and
opposite to that produced by the primary. Consider
the possibility of transformer action in circuits
where the elements of a transformer such as relays,
solenoids, motor and generator windings, synchro
and resolver windings, filter inductances, tuned
circuits, magnetic amplifiers, inductive transduc-
ers, feedback elements, and inductive control
windings are present. Undesired inductance, which
is present in most electronic circuits, includes
wiring and cabling inductance. Lead length
inductance seriously impairs the high frequency
effectiveness of capacitors and resistors. It is
particularly troublesome when it resonates with
stray capacity and causes damped exponential
ringing. In many inductive circuits, the driving
current causes a high flux level and a significant
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variation in permeability. This causes the induced
voltage to be distorted and nonsinusoidal. Such
distortion is equivalent to the generation of
harmonics.

6.1.1 NONLINEARITIES. This standard induc-
tion coil provides a good example of nonlinear
induced voltage. The heavy primary winding
carries high current and strongly magnetizes the
iron core. The core is built open (instead of a
closed loop) to make the flux change faster. Fine
iron wire is used to reduce core eddy current loss.
The interruption of the large current level by the
vibrator produces a steep rate of change of flux,
which can generate potentials in the range of
10 000 to 100 000 volts. The spectra produced are
wideband and rich in harmonics of the
fundamental vibrator frequency.

6.1.2 SELF-INDUCTANCE AND MUTUAL
INDUCTANCE. A change in current through a
coil produces a changing magnetic field around the
coil and hence a varying flux within the coil itself.
This flux links the coil and produces an emf
proportional to the rate of change of self-flux
linkage. The flux linkages in an element or circuit
due to current flowing through itself are self-
inductances. The flux linkages produced in one
element, due to current flow in a second element,
are mutual inductances. In equation form:

L = NoI (Eq 4)

where:

L self-inductance in henries

N = turns, loops, or linkages

P

magnetic flux in webers

I

current in amperes

The reduction of self-inductance and mutual
inductance is a major aspect of interference
control. The control of induced voltages always
involves limiting of the rate of change of flux
linkages or current.

6.2 INDUCTIVE KICKS

Circuits are often designed so that a steady current
flowing through an inductive element is suddenly
switched off. The element may be a coil, motor
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winding, relay, or other inductive element.
When the current is switched off, the magnetic
field collapses, and current decays in an
inductance-resistance (LR) circuit. When current
is switched on it will rise in an LR circuit.

6.2.1 DESIGN PRECAUTIONS. Design meth-
ods for prevention of inductive Kick can be
summarized as: (1) reduction of magnetic field
build up, (2) reduction of self-inductance,
(3) reduction of current rate of change, (4) reduc-
tion of mutual inductance, (5) use of alternate
circuits or components, and (6) filtering. Reduc-
tion of the magnetic field energy may mean
performing the control task at lower current.
Reduction of self-inductance may be accom-
plished by selecting a lower inductance component
or reducing inductance elsewhere in the circuit.
Effective inductance may be reduced to near~zero
by a self-bucking or cancelling circuit. The time
constant of the circuit (L/R) may be selected so
that the rise and/or decay rates are tolerable.
Spacing, magnetic shielding, and reduction of
circuit loop areas are effective in reducing mutual
inductances. Often, desired functions can be
performed by a noninductive circuit or device.
Finally, if the inductive kick does not cause
adverse effects in the generating circuit, a filter
may be added to block the voltage pulse produced.

6.3 INDUCTORS’ PARASITIC EFFECTS

In EMC analysis and design it is sometimes
necessary to describe the non-ideal behavior of
inductors. Sub-Note 6.3(1) is a model for an
inductor including its parasitic effects.

SUB-NQTE 6.3(1) Inductors’
Parasitic Effects

C

5N

7 1
N,

L R
31 JAN 91

DN 3C4

Where:
C = stray or distributed capacitance
1
C P _——
(2wfr)2L

fr = resonance frequency

L = assigned value of inductor

R = losses in the winding and core
oL

R = —
Q

Q = quality factor

References 657, 658, and 660 give more
information on accurate modeling techniques for
EMC analysis.

7. SWITCHES

Any switching device causes transients during
opening and closing. In designing all switches, the
radio—-interference problem must be considered
from the outset. Arcing occurs during the normal
operation of a switch, since the interruption of a
current in a circuit consists of substituting a highly
ionized and therefore conducting gaseous medium,
i.e., an arc, for a part of the metallic circuit, and
then subjecting this arc to strong de-ionizing
influences. The arc is extinguished when the
energy stored in the inductance of the circuit is
dissipated and the voltage drops below the value
required to maintain the arc. To prevent the arc,
the current, instead of being interrupted, is
channeled into another branch containing a series
capacitance and resistor of a few ohms. Thus, the
energy is partly stored in the capacitor and partly
dissipated in the resistor, which also serves to damp
any oscillations that may occur as a result of the
added capacitance. Use RC arc-suppression
networks whenever switches or relays are employed
to interrupt currents large enough to cause radio
interference. An alternative method is to complete-
ly shield and filter the unit. When the currents to
be interrupted are large, this may be the only
effective method.
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8. ACTUATORS

Actuators are defined as devices for converting
electric, hydraulic, or pneumatic quantities to
mechanical force or torque. Electronic motors may
serve as actuators. Most of the actuators are
influenced by the amount of resistance they
encounter in the load and this means that it is often
not feasible to separate the mechanical subsystem
from the actuator. In an electric motor, for
instance, the emf due to the relative motion of the
armature and field will be subject to wide variations
caused by changes in the load. This is a result of
the change in motor speed associated with the
changing load. When the back emf varies, the
current and applied voltage in the supply line will
also be subject to these transient effects and the
transients may be conducted along the power line
to other pieces of equipment. Solenoids are
employed as actuators where a translational motion
or force is required. Being inductive elements, they
may easily cause coupling problems with other
circuits and components. Although solenoids
themselves are not readily susceptible to stray
electromagnetic energy, the fields which surround
the solenoids may be relatively strong. Reduce this
hazard to an acceptable level by proper shielding.

9. ROTARY STEPPING SWITCHES

In a typical rotary stepping switch, operation of the
stepping magnet causes the armature to move
toward the magnet, thus allowing the ratchet to be
rotated by the pawl under the force of the driving
spring. As the armature rotates about its pivot
point, it contacts the interrupter spring which
breaks the magnet energizing circuit. During this
operation, arcing may occur at the interrupter
contacts. Also, arcing at the wiper contacts of the
circuit to be controlled may cause additional
interference problems.

9.1 SUPPRESSION OF CONTACT ARCING

To secure proper contact and switch life and to
eliminate interference due to arcing, provide
adequate arc suppression. This can be done by
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suppressing the transient voltage across the
inductive load. Another method of suppressing this
arc is by shunting a resistor in series with a
capacitor across the contacts or switch. Never
connect a capacitor across the contacts without
including a series resistance because the discharge
of the condenser when the contacts are closed can
cause a heavy surge if not controlled by the resistor.

10. CONTROLLING TRANSFORMER
INRUSH CURRENTS

Transformer cores for aerospace systems are often
tape-wound, cut cores made from grain oriented
silicon steel, such as “Hipersil.” The high
permeability of this material results in low exciting
voltamperes and low-core loss. Such cores yield
better efficiencies, smaller size, and reduced
weight. These characteristics make the cores
applicable for use in high-power and high-power-
frequency applications. However, because the
cores operate at very high-flux densities, the high
inrush currents are of particular concern. The
maximum inrush current occurs when the circuit is
closed at the instant the voltage is zero. See Ref 58.

10.1 GAP EFFECTS

The butt-joint air gap can be increased to control
the inrush magnetizing current. In typical large
cores, a spacer 0.13 mm (0.005 in.) thick, in
addition to the normal gap of 0.05 mm (0.002 in.),
will reduce inrush magnetizing currents by a factor
of two or three; however, the exciting current is
increased by about 2%.

10.2 TIMING TECHNIQUES

If a small increase in inrush current is not tolerable,
one solution is to control the timing of the
energizing relay so that the transformer is
connected when the voltage is at a maximum. The
relay used in this application must be able to close
the circuit at or near voltage maximum when the
flux is approximately zero.
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DESIGN NOTE 3C5

DN 3Cs

ELECTROMAGNETIC PULSE (EMP)

1. INTRODUCTION

Electromagnetic pulse is the burst of radio
frequencies that accompanies the detonation of a
nuclear weapon. The radio spectrum covered is
very broad and extends from extremely low
frequencies into the UHF band. The magnitude of
the EMP is very large. Electromagnetic pulse may
present a potential threat to selected electronic and
electrical systems. Good EMC/lightning design will
go a long way toward providing EMP protection,
but additional techniques may be necessary. These
are covered in the reference sources listed below.

2. EMP REFERENCE SOURCES

The following reference sources should enable
- designers and engineers to harden the system/sub-
system to EMP:

a. The current understanding of the effects
produced by the EMP resulting from a nuclear
detonation is presented in Part I of DNA EM-1,
Capabilities of Nuclear Weapons (U), Chap 7
and 8. It discusses the methods required to
eliminate or reduce the potential threat to military
systems caused by EMP. The manual provides a
common vocabulary, a common reference for the
magnitude of EMP effects, and an insight into the
theory of EMP.

b.  Reference 472 presents analytic and exper-
imental techniques that should enable missile and
aircraft designers to ensure EMP hardening during

REO: ASD/ENACE
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the design phase, to harden by retrofitting, or to
establish vulnerability levels. The analytic tech-
niques include (1) antenna and transmission line
theories that can be applied to the appropriate
models and (2) failure criteria for circuit
components. The instrumentation section includes
the formulation and running of a test program and
the development of the associated vulnerability
analysis.

¢c.  Reference 809 is a compilation of basic
information presented in a manner to assist systems
engineers in familiarizing themselves with EMP
problems and, in certain areas, defining what initial
steps can be taken to analyze and protect their
systems against EMP effects.

d.  Reference 445 discusses the need for EMP
protection and the hardening techniques which can
be applied. This document includes an
introduction to the EMP problem, basic EMP
principles, environment, system degradation
modes, interaction and coupling, design practices,
testing, approaches to system hardening and
vulnerability assessment, and examples at the
system level.

e. Reference 664 examines the utilization of
fiber optics technology as an alternative to system
EMP hardening and provides design guidelines for
airborne system applications. Examines potential
EMP vulnerabilities of the overall fiber optic data
subsystems, defines and quantifies methods of
protection against the EMP threat, and compares
vulnerabilities with those of hard-wired data
systems.
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DESIGN NOTE 3D1*

DN 3Dl

ELECTRON TUBES

1. INTRODUCTION

In high voltage-high wattage applications, electron tubes
are still dominant as active devices. The electron tube has
a capability to withstand considerable system abuse such
as overvoltage spikes and radiation impulses. The EMC
problems with electron tubes and their circuits are similar
to those with transistors, differing primarily because of
power levels, greater number of elements, and greater
spacing between the elements.

2. EMC CHARACTERISTICS

Although ordinary vacuum tubes operating in the
proportionalcontrol or switching modes have EMC
characteristics similar to those of transistors, gaseous
conduction tubes (e.g., thyratron and ignitron) are quite
different. The ignitor in an ignitron can be a source of
noise because it acts like a spark-producing device. When
a gaseous conduction tube is conducting, the space
between anode and cathode contains a plasma that can
oscillate by itself because of internal instabilities.

2.1  SHOT EFFECT NOISE

Shot effect (also called Schottky noise or Schot noise) is
due to random fluctuations in the rate of electron
emission from the cathode. When the cathode
temperature is the current flow limiting factor, the shot
noise component is

in> = 2 el,BW (Eq 1)
Where:
im =  rms noise current (amperes)
e = electron charge (1.6 X 10" coulomb)
L, = average plate current (amperes)
BW = bandwidth (Hertz)

When the plate current is limited by the space charge,
many of the fluctuations in the plate current are reduced
due to the smoothing effect of the reservoir of electrons in
the virtual cathode set up by the space charge. In this case,
the following approximations can be used. For diodes

iw’ = 4k(0.64)T.gBW (Eq 2)
and for negative grid triodes
i = 4k <°'64 > T.gnBW (Eq 3)
g

REO: ASD/ENACE
*Extracted in part from NAVAIR EMC Manual 5335.
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Where:

k = Boltzmann constant (1.38 X 1072°J/K)
T. = cathode temperature (K)

g =  diode plate conductance (siemens)

gn = transconductance (siemens)

o = tube parameter (between 0.5 and 1.0)

The shot effect noise of a triode can be expressed by
considering a resistance which, if applied to the driving
grid of a noiseless tube as a source of thermal noise, would
produce the same anode current noise component as is
actually present. For triode tubes, the equivalent grid
noise resistance (R.o) is equal to 2.5 /gn. In amplifiers, the
noise voltage generated by R., is considered to be applied
in series with the grid

2

€ = 4chchBW (Eq 4)

Where:
€ =  noise voltage (rms volts)

See Ref 721 for more information on shot noise in
electron tubes.

2.2 PARTITION NOISE

Partition noise occurs in multicollector tubes and is due
to fluctuations in the division of current between the
electrodes. The noise of a negative-grid pentode amplifier
is represented by the equivalent grid resistance (R.y),
approximated by

Ro = — (224200} (g
Iy + ICZ gm gm2
Where:
I, = dc screen current (amperes)

The values of Req of pentodes are usually three to ten
times as great as those of comparable negative-grid
triodes. Electron wave tubes, such as traveling-wave
tubes, also exhibit partition noise.

2.3 NOISE CURRENTS

At very high frequencies (over 30 MHz), fluctuations in
the number of electrons passing a negative grid will
induce noise currents. Increasing with frequency, the
noise currents will be introduced into the input circuitry
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by electronic conductance. Gas noise is produced by
erratic motion of gas molecules in gas or vacuum tubes.
Ionization by collision produces noise when ionized gas
atoms or molecules liberate bursts of electrons when they
strike the cathode. Secondary emission noise is due to
fluctuations in the rate of the production of secondary
electrons. Flicker noise, more common in oxide-coated
cathodes, varies as 1/f (f = frequency in Hertz) and is
caused by a low-frequency variation in cathode activity.
Some EMC problems involving electron tubes are given
in SN 2.3(]).

AFSC DH 14
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SUB-NOTE 2.3(1}  EMC Problems, Causes, and Cures
. INTERFERENCE CAUSE CURE
Shot effect Random fluctuations in the rate of Proper design

Partition noise

Fluctuation i the dwvision of current
between electrodes

if important, use tubes wih fewer
elements

Induced noise

At very high frequencies, fiuctuations
in the number of electrons passing
a negative control grd induces noise
currents

Use tube with better grid geometry

Gas noise

lonization by collision of ionized gas
strking the cathode, liberating bursts
of electrons

Proper design or use of other elec-
tronic components

Secondary emission
noise

Fluctuations 1n the rate of secondary
electron production

Proper design or use of other elec-
tronic components

Fhicker noise

Inversely  proporttonal to  frequency:
due to a low-frequency variation
cathode activity;, more common in
oxide-coated cathodes

Avoid oxide-coated cathodes

Microphonic effect (vi-
bration of socket with or
without sound emana-

Shock or vibration changes element
spacing and damped mechanical os-
cillation causes changes n plate cur-

Reduced by use of ruggedized tubes

tion) rent, usually setting up wvibration
through the tube socket or by means
of sound waves

Hum Use of ac for filament and heater- Use dc, use hum-bucking circuits,
type tubes use balanced filament supply, bias

electrode, particularly a positive elec-
trode; mproper contacts (particularly
with low leve! signals)

cathodes negative with respect to
filaments.
Other tube noise Leakage from the gnd to another Tube replacement or ensure me-

chanically and electrically good con-
tacts

Large number of un-
wanted frequencies at
amphfier output

Possible feeding in of unwanted fre-
quencies compounded with  opera-
tion on the nonhnear portion of the
characteristic curve

Proper design and shielding of the
gnd circuit

Interfering signals in an
RF field

Pick up of RF signals through tube
envelopes

Use tube shields

Nuclear radiation

Change in tube characteristics

Use of ceramic tubes

Norse current in catcher
of klystron amplifier

Electron beam passing through the
catcher causes noise current In the
shunt impedance of the catcher

Proper design for minimum effect

2 MAR &4
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DESIGN NOTE 3D2

DN 3D2

SOLID-STATE DEVICES

1. EM RADIATION HAZARDS

Solid-state devices cover both transistors and
microcircuits. These devices may be damaged by
electromagnetic radiation encountered while in
transit. It is recommended that these devices be
individually wrapped, first with a suitable neutral
wrap as required by MIL-STD-794, and further,
individually sealed in a metal foil barrier
conforming to MIL-B-81705. Devices not
susceptible to EM radiation degradation will not
require the use of barrier material. See also
MIL-HDBK-253, Guidance for the Design and
Test of Systems Protected Against the Effects of
Electromagnetic Energy.

2. TRANSISTORS

The performance of transistors is limited by certain
undesirable effects. The interference inherent in
the transistor limits the minimum signal that can be
effectively amplified and detected. Also, the
natural temperature coefficient of semiconductors
imposes a limit on the ambient temperature
permissible for satisfactory operation.

2.1 INTERFERENCE

Much of the interference inherent in the transistor
is similar to that in a composition resistor. Its
characteristics differ from the interference in a
resistor which consists principally of thermal noise
and shot noise. The transistor junction and the
recombination of holes and electrons in the
semiconductor are more complex. Nevertheless,
when treated linearly, its effect can be represented
approximately by postulating the existence of noise
voltages vpe and vy in series with the emitter and
collector terminals, respectively. These two volt-
ages account for much of the interference
developed in the transistor. In addition, when the
transistor is connected to a source of signal voltage
(vs) having an internal source resistance (Rg), a
noise voltage (vps) corresponding to the thermal
noise in Ry is effective in series with that resistance,
i.e., the noise inherent in the signal adds to the
internal noise generated within the transistor.

REO: ASD/ENACE
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2.1.1 MEASUREMENT OF NOISE
VOLTAGES. For measurement of the separate
noise voltages in the emitter (vpe) and in the
collector (vpc), the transistor is commonly
connected to its two bias voltages with large
inductance in series with the emitter and collector,
and the voltages are adjusted so that operation
takes place at the normal quiescent operating
point. Thus Rg and Rp, are replaced by inductive
reactances that are large compared with the
resistance they face at all frequencies of interest,
and v is zero. The voltages across the inductances
are vpe and vpc. The root-mean-square (rms)
values of these voltages are usually measured as
functions of frequency with a narrow-band tuned
voltmeter having an effective bandwidth of a few
hertz, such as a commercial wave analyzer. It is to
be emphasized that vpe and vy are not
single-frequency voltages. Rather, they correspond
to the integrated heating effect over a narrow band
in a spectrum of frequencies, for the distribution of
noise power is a continuous spectrum just as is the
distribution of power in a light beam from an
incandescent source. If the transistor noise were
simply thermal-agitation noise associated with
equivalent resistance of the transistor, the
indication of the voltmeter would be independent
of the center frequency of the band over which the
measurement is made. Actually, the two rms noise
voltages are found to vary approximately inversely
as the square root of the center frequency. More
accurately, the mean-square voltages vary as
1/£(v)1-1 or the noise power corresponding to the
voltages decreases 11 dB per decade as the
frequency increases. Specification of wvus is
commonly made in terms of the ratio of the rms
voltage to the square root of the bandwidth at some
selected center frequency. Typical values for the
outdated point-contact transistor are 100 pVin a
1-Hz band at 1000 Hz center frequency for vy
and about one or two percent of the value for vye in
the same band. Values for junction-type transistors
are much smaller.

2.1.2 NOISE FIGURE AND THERMAL
NOISE. Interference is frequently described in
terms of the noise figure. This noise figure may be
defined as the ratio of {(a) the noise power existing
in the load in a specified frequency band as a result
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of all noise sources, divided by (b) the noise power
existing in the load in the frequency band as a
result only of the thermal noise in the internal
resistance of the signal-voltage source. The noise
figure is thus a measure of the interference that the
transistor adds to the noise that would occur if all
elements in the circuit were noise-free except the
internal resistance of the signal-voltage source. Its
significance is perhaps best understood from a
consideration of methods by which it may be
measured. One method involves, first, measuring
the mean-square noise voltage (vy2) across the
load with a voltmeter such as the narrow-band
wave analyzer mentioned in Para 2.1.1; second,
measuring the voltage amplification (A); and,
third, computing the mean-square thermal noise
voltage corresponding to Rg, which is 4kTRgBW,
from known values of the temperature, resistance,
and bandwidth of the voltmeter. Since the noise
power in the load is the mean-square voltage
divided by the load resistance and if A is uniform
throughout the bandwidth, the noise figure (F) is
then given by:

_ v_n2 (Measured)

F = (Eq 1)
4K TR BW A2

k = Boltzmann constant (1.38 X 10-23 J/K)

vpZ = mean-square noise voltage

T = temperature of the transistor (K)
Rs = source resistance (ohms)

BW = bandwidth (Hz)

A = voltage amplification

Alternately, the noise figure may be computed
from measured values of vye and vpe. If all the
noise voltages were statistically independent, the
total noise power in the load would be the sum of
the values computed for each source acting
independently. Since the collector noise voltage
(vne) is effective in series with the load resistance

AFSC DH 1-4

(RL) and the output resistance (Rouy), the noise
power output (N) due to vy alone is expressed as
follows:

Vnc2 Ry

N== ——— Eq 2
Ry + Rout)2 (Ea 2)

The noise power output due to vys alone may be
computed as follows:

_ (AocVns)2 Ry,

- (Rp + Rout)2 (Eq 3)

The output caused by vne may be expressed
similarly. The noise figure for the grounded-base
connection when the noise voltages are statistically
independent is then:

_ (AocVns)2 + (Aocvne)2 + Vpc?

F 2
(AocVns)
) (Eq 4)
Vne? + (vnc/Aoc)
= 14+ 2
Vns
Where
Vns = noise voltage in transistor
Vne = noise voltage in emitter
vne = hoise voltage in collector

Aoc = open circuit voltage amplification
Ry, = load resistance {(ohms)
Rout = output resistance (ohms)

The terms involving Ry, and Ry, cancel and vanish
in this result. The noise figure (F) is thus
independent of the load resistance but is
dependent on the noise voltages and A,.. It also
depends on Rg as follows where BW is the
bandwidth in which vpe and vy, are effective.

|31 JAN 91
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Rg + re + rp?
Vne? + vpl|———
I'm + Ip (Eq 5)

F= 14+
4k TRy BW
Where:
re = emitter resistance (ohms)
r, = base resistance (ohms)
rm = equivalent emitter—collector transresistance

(ohms)

When vy and vy are not statistically independent,
the correlation between them must be taken into
account in the addition in the numerator of Eq 5§
and the noise figure is larger or smaller than the
equation indicates. Since Rg enters into both the
numerator and the denominator of the expression
for F, equating the derivative of the expression to
zero with respect to Rg gives the value of Rg at a
point where F is a minimum when the correlation
between vne and vy is zero, namely,

Rs (for F min) = (re + rp)2

+ (22) (m + 2 (Eq 6)

With a small voltage ratio, the value for Rg is
approximately (re + rp)2, which is the open-circuit
input resistance of the circuit. For another
approach to transistor noise, see Ref 721.
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3. SEMICONDUCTOR INTEGRATED
CIRCUITS

Semiconductor integrated circuits (IC), are
considered the extension of the silicon transistor
technology. Interference is the same as in
transistors.

3.1 SUSCEPTIBILITY

Integrated circuits were found to be less susceptible
to magnetic-field interference than to the
electric-field interference because of their small
size (see Ref 1430). The vulnerable points in the
circuit are those which are connected to external
leads, such as inputs, outputs, power supplies, and
ground leads. It should be noted that these external
leads can act as dipoles as well as susceptible loops.
Consider proper circuit design, shielding, decoup-
ling, good mechanical layout, and proper parts
placement in all solid state applications. If not
properly shielded or protected, serious problems
may be encountered. Therefore, take into account
the sensitivity of transistors and ICs to fields
throughout the entire EM spectrum, including light
and infrared.

3.2 UNUSED CIRCUITS AND
CONNECTIONS

EMI can be generated in an integrated circuit by
unused connections and floating circuits. Connect
any unused leads to ground or to an appropriate
voltage level.
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DESIGN NOTE 3D3*

DN 3D3

DIODES

1. INTRODUCTION

Solid-state diodes are semiconductors, so they share
many of the characteristics of transistors. Under
conditions of forward bias, a solid-state semiconductor
stores a certain amount of charge in the form of minority
current carriers in the depletion region. If the diode is then
reverse-biased, it conducts heavily in the reverse direction
until all the stored charge has been removed. The
resulting conditions are presented in SN (7). The
duration, amplitude, and configuration of the recovery
time (also called switching time or period) pulse is a
function of the diode characteristics and circuit
parameters. These current spikes can generate a broad
spectrum of conducted radio interference frequencies.

2. INTERFERENCE

Rectification involves switching from conduction to
cutoff repetitively, causing di/dt rates dependent upon

SUB-NOTE 1(1)
and Spikes

Diode Recovery Periods
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REO  ASD/ENACE
*Extracted in part from NAVAIR EMC Manual 5335
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the input frequency, minority carrier storage in the diode,
and the circuit characteristics. The interference effect can
be minimized by one or more of the following measures:

a. Placing a bypass capacitor in parallel with each
rectifier diode

b. Placing a resistor in series with each rectifier diode

c. Placing an RF bypass capacitor to ground from one
or both sides of each rectifier diode

d. Operating the rectifier diodes well below their rated
current capability.

2.1 RFI

The ripple filter that normally follows a rectifier should
not be relied upon to filter out the interference effect. The
usual large-value capacitors used for ripple filters exhibit
too much series inductance to function effectively as RF
interference filters.

2.2 SWITCHING INTERFERENCE

Diodes are also used to switch at a particular voltage
level. The switching action results in rapid di/dt changes.
Diodes are used as limiters to cut off a certain input wave-
form at a certain level. The greater the amount of limiting,
the greater will be the number of spurious frequencies that
occur due to steepening waveform. These switching
actions can result in interaction with other components,
distributed or actual impedances, and discontinuities.
Several design considerations to minimize switching
interference are:

a. Operate at lowest possible voltages and currents

b. Anticipate diode-to-diode variation of

characteristics
¢.  Use the lowest possible switching rate and amplitude

d. Select diodes with high working and peak inverse
voltages

e.  Use diodes with a slow recovery time (inherent with
larger current ratings).

2.3 RF SUSCEPTIBILITY

The RF voltage can change the bias of a diode, resulting
in improper switching, distortion, or improper output.
All diodes are subject to reverse breakdown if they pick
up RF voltages greater than their reverse breakdown
voltages. Low-power devices (generally those rated 25
mW or less) and small junction devices such as point-
contact diodes operating in the vicinity of a strong RF
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field can absorb sufficient radiated energy to be degraded
or burned out. Large junction diodes have a large
junction capacitance on the order of 10 to 15 pF, which
will pass high frequencies. If this energy, added to the
normal energy, exceeds the thermal limit of the device,
damage can occur. Therefore, susceptible diodes sub-
jected to these RF fields should be shielded.

24 OTHER EMC PROBLEMS

When used as an amplifier, a tunnel diode may couple
with related circuitry inductance or capacitance to
produce undesired oscillations, usually above 1 MHz.
The oscillations should be suppressed, by proper circuit
design methods. All zeners generate shot and 1/f noise,
but the noise level is higher in alloy zeners than in zeners
made by a diffusion process. Generally, the noise
increases with an increase in current but the noise may
occur at some point on the zener curve and not at others.

AFSC DH 1-4

(This noise is called “spotty™.) Most commercial zener
diodes have above 1 to 1000 ¢V of noise over a decade of
frequencies. Diodes with mechanical imperfections may
generate noise when physically agitated. SN 2.4(7) lists
the usual EMC problems.

SUB-NOTE 2.4{1)
lnvolving Diodes

INTERFERENCE GENERATION

Switching transients

Usual EMC Problems

SUSCEPTIBILITY

Erroneous signals

Internal charge Radiation

Harmonic distortion Magnetic fields

Inherent noise Temperature
Mechanical Nonlinear
imperfections characteristics
2 MAR 84
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DESIGN NOTE 3D4 RESISTORS

1. INTRODUCTION

Composition resistors, because of their granular
nature, generate considerable noise when current
flows through them, whereas wire-wound resistors,
because of their homogeneous structures, are
relatively noiseless under the same conditions. The
noise voltages generated by several styles of
resistors are shown in SN 1 (1). Measured against a
wire-wound resistor as a standard, interference in
a carbon composite resistor increases rapidly with
resistance value. Both the metal-film and
deposited—-carbon types give a large improvement
over the carbon composition of values of
10 000 ohms and larger.

SUB-NOTE 1(1) Resistance
versus Noise Voltage
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2. TYPES OF INTERFERENCE

Interference is generally divided into two
components: Johnson or thermal noise and
“fluctuation” noise. Johnson noise is independent
of the material of which the resistor is made; it
depends only on the resistance and temperature of
the resistive element. Fluctuation noise is a
characteristic peculiar to carbon-composition
resistors because of their granular structure. In the
generally accepted theory for this type of
interference, it is assumed the resistance element

REO: ASD/ENACE
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is composed of a combination of series—parallel
pressure contacts between discrete particles, and
that the contact resistance between particles is
subject to random charges.

2.1 JOHNSON NOISE

Most electronic system components generate some
random voltage or current fluctuations. A metallic
resistor, for example, contains electrons which drift
randomly from molecule to molecule. When this
resistor is connected into a circuit, the electron
drift will produce a random current through the
resistor and hence a voltage across its terminals.
Such noise is called Johnson or thermal noise. The
voltage generated across the terminals of an
element is dependent upon the load into which it is
operating. It is, however, convenient to be able to
have a quantitative measure of noise power
produced by a resistor which is independent of
the circuit of which it forms a part, for this reason,
the noise power produced by a resistor will be
identified here with the amount of interference it
generates in a matched load; i.e., a load whose
resistance is identical to that of the resistor itself.
Therefore, let the random (matched) noise voltage
be v(t), where t is time and T is period.Then the
voltage autocorrelation function is

T
ov() =lim 1
T—oo 2T o

v()v(t - 1)dt (Eq 1)

and the power spectral density is
m .
Ddv(w) = f ov(me PTar  (Eq 2)
o0

It has been determined both experimentally and
theoretically that for thermal noise

kT
dv(w) = - (Eq 3)
where k is the Boltzmann constant

(1.38° X 10723 J/K) and T is the absolute
temperature of the resistor in kelvin. While ®v(w)
is not constant for all values of w (this would
indicate infinite power), the spectral density is flat
out to extremely high frequencies, on the order of
10 GHz, where quantum effects occur.
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2.2 RESISTORS’ PARASITIC EFFECTS

In EMC analysis and design it is sometimes
necessary to model the non-ideal behavior of
resistors. The approximate model for a resistor
including its parasitic effects is shown in SN 2.2(1).

SUB-NOTE 2.2(1)
Parasitic Effects

Resistors’

AFSC DH 1-4

Where:

C

stray capacitance
= 1.6 pF (default)

L = lead and intrinsic inductance = 20 nH
(default)
R = assigned value of transistor

Without additional data, wirewound resistors
cannot be completely modelled in this way because
the value of the inductance is not known. The
configuration of the models and the values of the R
and C for wirewound resistors are the same as
above; however, the value of the inductor in the
model cannot be determined for these resistors
unless additional data is obtained. For more
detailed information on EMC analysis and design
of resistors, see References 657, 658, and 660.

31 JAN 91
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DESIGN NOTE 3D5 CAPACITORS

1. INTRODUCTION

Noise in capacitors can be due to the material
construction or to its geometry. The following
paragraphs give the noise mechanism in various
types of capacitors.

2. CERAMIC CAPACITORS

Ceramic capacitors can be piezoelectric; therefore,
spurious voltage may be generated by variations in
pressure. In circuits having low signal-to-noise
ratios, care must be taken to ensure that ceramic
capacitors are not subject to extreme or rapid
pressure variations, vibration, and thermal shock.

3. AIR, GAS, OR VACUUM TYPE
CAPACITORS

Vibration may cause plates to flex in these types of
capacitors and cause the capacitance to change. In
tuned circuits, capacitor change may result in
frequency shift or a type of frequency modulation.

4, ELECTROLYTIC-TYPE CAPACITORS

Aluminum and tantalum are the most common
types of electrolytic capacitors. Temporary
dielectric breakdowns can occur on the order of a
few microseconds due to the reforming process.
Temporary dielectric breakdown is more prevalent
in electrolytic-type capacitors but may occur in
paper-and film-type capacitors also. Electrolytic
capacitors should not be used in circuits where high
ripple or transient voltages are present without
proper derating. Wet-type electrolytics are not
recommended for use in airborne equipments.

REO: ASD/ENACE
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4.1 MONITORING TEMPORARY
DIELECTRIC BREAKDOWN

Sub-Note 4.1(1) shows the test setup to measure
the temporary dielectric breakdown. The resis-
tance R is much lower than the leakage resistance
of the capacitor so that the regulated power supply
voltage appears across the test capacitor. The
desired voltage is placed across the capacitor and
temporary breakdown is monitored across the
resistor (R). The magnitude and period can be
monitored on an oscilloscope with a storage display
cathode ray tube. The number of breakdowns can
be monitored by an impulse counter.

SUB-NOTE 4.1(1) Measuring
Dielectric Breakdown

TEST CAP

0.1%
REGULATED

POWER SUPPLY . TO MEMORY TYPE

R ™ OSCILLOSCOPE OR
IMPULSE COUNTER

5. CAPACITORS’ PARASITIC EFFECTS

In EMC analysis and design it is sometimes
necessary to model the non-ideal behavior of
capacitors. The approximate model for a capacitor
including its parasitic effects is given in SN 5(1).
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. ) R, = parallel resistor (Rp), a dc leakage path
SUB-NOTE 5(1) Capacitors through the capacitor
Parasitic Effects
Ry = series resistor (Rg) represents dielectric losses
Rp and determines the dissipation factor (DF)
V.7

DF = 2mfRsC

L = series inductance represents lead inductance
M —1 | ~ e
1 0000 and other intrinsic inductances
Rs C L L . o

If parasitic inductance is a problem, especially in
the MHz region, make the capacitor lead as short
Where: as possible. For more detailed information on
EMC analysis and design of capacitors see

C = assigned value of capacitor References 657, 658, and 660.

2 31 JAN 91
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DESIGN NOTE 3D6

DN 3D6

ELECTROEXPLOSIVE INITIATORS (EEI)

1. INTRODUCTION

Electroexplosives are employed as one-time sources of
mechanical energy. They serve as actuators for valves,
disconnects and ejection equipment; and are igniters for
rocket engines, motors, destructors and prime movers of
accessory power packages. These devices produce high
energy output considering their size and weight and are
very reliable owing to their simplicity. However, since
they are electrically activated. the hazard of ignition by
increasingly powerful sources of electromagnetic energy
associated with weapon and space vehicle systems cannot
be ignored. To minimize the possibility of inadvertent
igmition, employ good firing circuit shielding, grounding,
bonding, and filtering methods (Chap 5).

2. INITIATORS

Electroexplosives are ignited by an electrical initiator. An
electrical initiator consists of a bridgewire surrounded by
an explosive compound and enclosed in a case. The
bridgewire is electrically insulated from the case. Ignition
of the initiator is achieved by a temperature rise to the de-
composition pomnt of the explosive material, which is
caused by current flowing through the bridgewire.

2.1 INADVERTENT IGNITION

The current flow can be induced by stray electromagnetic
fields generated by RF transmitters or lightning and
passed through the bridgewire in the prescribed manner.
The energy required depends not only upon the electrical
characteristics of the heat-converting element or
bridgewire, but also upon the thermal properties of the
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adjacent explosive and some physical factors such as
grain size and density of the explosive material.

3. SELECTING EEls

Guidance for selecting EEIs for use on aerospace systems
is contained in SN 3(1).

4. EEI REFERENCE SOURCES

For extensive coverage of EEls, see TO 3/1Z-10-4, AFR
127-100, DN 4A3 in AFSC DH 2-5, Ref 668,
MIL-E-6051, MIL-STD-1385, and MIL-STD-1512.
Test procedures for RF impedance and RF sensitivity are
contained in MIL-STD-1512. Statistical test methods
are discussed in DN 6A4.

5. TERMINOLOGY

Refer to MIL-STD-1512 for Air Force definitions of
electroexplosive initiators and electroexplosive devices
(EED). It may be some time before all Air Force
handbooks and publications are revised to conform with
these new definitions.

6. INVENTORY CONTROL

It is the intent of the Air Force to reduce the number of
new EEIs entering the inventory to an absolute minimum.
This can be accomplished by using a small, but
thoroughly tested, standard family of EEIs for all EEDs.
This will also result in lower cost in qualifying EEIs and
EEDs.
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SUB-NOTE 3(1)  Guidance for Selecting EEls

AFSC DH 14

1. Has MIL-STD-1512 been fully reviewed and nvoked on the program?

2, Has the USAF EEI inventory list been researched to see if an existing EEI already
in the USAF inventory would meet the requirements? (Contact 00-ALC, Service
Engineering Dvision, and AFATL/DLICE, Eghin AFB FL 32542.)

3. Do the EEls meet the 1A/1W for 5 min requirements of

MIL-STD-15127 If not, has a wawer to this requirement been approved by the pro-
curing activity and AFISC/SEV, Norton AFB CA 924097

4, Is a hot wire EEI the nght choice for this application? Are the required function
time and available firing current and power consistent with the application?

5. Has the cost of the EEI been considered? Are the reliability requirements (and
testing to verify the reliability) realistic in view of the intended use of the item?

6. Are the environmental and operational service-ife requirements compatible
with those of the weapons system?

1. Does the intended operational usage of the system call for any special anticipa-
ted requirements (lightning strike, vehicle electrification, high electromagnetic field
environment, high temperature operation, etc.)?

8. Has a dual bridgewire device been considered or specified? If so, a single bridge-
wire is strongly recommended because bridgewire-to-bridgewire sensitivities seri-
ously limit dual bridgewire devices.

2 MAR 84
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DESIGN NOTE 3E1

DN 3El

INTRODUCTION

1. GENERAL

Formerly, sources of interference were not troublesome
since they fell inside the noise level ranges of the receiver.
With the number, frequency, and power of sources of
interference ever increasing, more attention is required to
monitor acceptable performance and reliability. Accor-
dingly the correct approach to the design of an electro-
magnetically compatible system requires the identifica-
tion and tabulation of the possible sources of interference
and interaction. These sources can be classified into one
of two groups, functional or natural. Classification may
assist the designer in determining or predicting system
response and in taking the steps necessary toward
eliminating, minimizing or neutralizing unacceptable
effects.

2. NATURAL INTERFERENCE

Natural interference is inherent in our environment and
includes atmospheric discharge, solar, cosmic and galaxy
noise, interference due to equivalent temperature, dif-
ferences between earth’s atmosphere and outer space, and
lightning and precipitation static. The minimum require-
ment is that all natural interference over the operating fre-
quency range be considered as affecting the equipment. If
the system is not affected when the most critical
conditions are applied simultaneously, a detailed analysis
on a probability basis is not necessary. If susceptibility is
evident, even if only under the most rigorous conditions,
take a probability approach. This could be accomplished
by assigning distribution characteristics as a function of
each of the independent variables. System response to
interference variations is then calculated on a probability
basis and an acceptable risk of susceptibility to natural
interference is established.
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3. MAN-MADE INTERFERENCE

Man-made interference may be divided into the fol-
lowing three types:

a. Continuous-wave interference, which usually
emanates from transmitters and receiver local oscillators.

b. Pulsed continuous-wave interference generated by
equipments or circuits that operate in a pulsed mode, such
as radars, beacon sets and pulse-type jamming
equipments.

¢. Broadband interference, which generally originates
either in equipment where arcing takes place, such as dc
motors and generators, or in equipment containing
relays, vibrators or gas-filled tubes. The interfering
signals are random, narrow-pulse voltages that contain a
broadband of frequencies.

The effect of man-made interference may range from
sporadic noise, that is only annoying, to complete
equipment inoperability.

3.1 FUNCTIONAL INTERFERENCE

Functional interference occurs when the normal
functioning of one part of a system interferes with the
normal functioning of another part. This is the greatest
problem area to be overcome in achieving electro-
magnetic compatibility. Noise meters and screen rooms
are helpful in overcoming this type of interference but sole
reliance on these measures is not sufficient because system
response may be affected by the nature of the environ-
ment during actual operation. Design compatibility
between normal functions into the system. Also consider
elements that are turned on and/ or off during a mission as
potential trouble makers until proven otherwise during
design and production. Prepare a list of functions which
could respond or be affected by the spectra as a guide for
compatibility design.



AFSC DH 14

DESIGN NOTE 3E2

DN 3E2

CONTINUOUS WAVE

1. INTRODUCTION

Continuous wave (CW) interference is evaluated and
handled on a different basis from broadband noise. A
continuous sine wave exists at one frequency and
occupies a single line in the spectrum. When a CW carrier
is modulated it is represented by the carrier frequency and
multiple sideband pairs which exist above and below the
carrier frequency. With CW interference, the energy is
concentrated at these discrete frequencies and other
equipment is set to operate so as to block these
frequencies. This is accomplished by frequency alloca-
tion and by rejection networks which block the energy
over this narrow band-pass. The parameters which affect
transmitter CW interference characteristics include peak
and average power. frequency and its spectrum, antenna
pattern and gain, type of modulation, distance of physical
separation and reflection paths (multipath atmospheric
and ground effects. and reflections from metallic surfaces
by ray effect).

2. SOURCES

Continuous wave interference from a transmitter may
emanate in several ways: from the main, side, back, and
spurious lobes of the antenna; from the case surrounding
the transmitting element, its driver and amplifier stages;
and from the transmission hnes. Radiation will leak
through small imperfections in joints and seams, through
ventilating ducts and screens, and through input and
output connectors and cabling. Because the cabling is a
poor transmission line at RF, the energy on the cabling
will radiate nto space or couple into nearby cabling by
both inductive and capacitive coupling. As waveforms
depart from a sine wave the different discrete CW
frequencies which are present become more numerous
until, in the extreme, the multiple frequencies appear to
become a continuous broadband spectrum. Make an
allocation study of frequencies to be used within the
weapon system at the preliminary design stage. This
ehminates undesirable problems such as several
transmitters operating at the same frequency. Because of
the nonlinear characteristics of practically every
transmitter and oscillator, harmonics are generated and
these may be evaluated as CW interference. Pulse
generators. computer clocks, sawtooth deflection
generators, trapezoid tracking waveforms, synchronizing
multivibrators. and other periodic generators may be
approximately evaluated as CW interference. The
fundamental frequency will be the repetition rate.
Depending on the waveform, two or three harmonics will
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suffice to describe the waveform accurately enough for
interference control purposes. Often only the funda-
mental need be evaluated. The effects of radar pulse
repetition frequency (PRF) are almost always trouble-
some. If the fundamental is made negligible, the effect of
its harmonics is usually negligible. Continuous wave
interference may be caused by many devices other than
transmitters, oscillators, and pulse generators. Any fixed
frequency device is a potential CW interference source.
Relays which operate in a fixed rapid sequence can be
most troublesome. Choppers, multivibrators, syn-
chronous relays, steppers and stepper motors, ac
reference generators, exciters for magnetic amplifiers,
gyros. and transducers are all sources of fixed frequency
interference. These devices operate at low power and
audiofrequencies (af). Their effects are evidenced
primarily by magnetic field inductive coupling and by
resistive  conductive coupling. Radiation is usually
negligible below radio frequencies.

3. HUM

Hum is CW interference and is caused by a periodic low
frequency signal entering the system. This usually occurs
at a low level and is amplified by the successive stages.
Hum frequency may be that of input power, power supply
ripple, power source harmonics, repetition rate of pulse
generation or timing, synchronization, frequency of
sweep and scan circuits, clock rates, and sequencing rates.
In a complex system hum effects may possibly be ignored
during design, built in during production, or developed
due to aging, shock, and vibration, or other environmen-
tal factors. The danger with hum interference in a system
is that functional testing usually indicates go. However,
hum effects in flight combine with other effects to exceed
acceptable levels. In systems, a periodic variation of aim
point, bias errors, and missing or false bits of digital data
occurring at a hum rate are typical hum effects. Hum is
superimposed on top of normal signals and is often
caused by insufficient. improper, or deteriorated ground-
ing. It frequently accompanies corrosion and film
formation on contacts, bonding surfaces, shield ground-
ing, and other connections.

3.1 FLUORESCENT AND NEON LIGHTS

Hum caused by interference from fluorescent and neon
lights has a sinusoidal waveshape with sharp, irregular
spikes. This type of hum is sometimes caused by high
voltage transformers. If the input alternating current is
half-wave rectified, or if voltage doublers are employed,
hum at the power frequency is likely. Closely monitor
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power supply filter design, fabrication, and installation to
ensure that input-output coupling does not occur and that
the filter is well bonded and grounded. Leakage from fila-
ment transformers to nearby inductive elements often
produces hum.

3.2 DEFECTIVE GROUNDING

Poor or deteriorated grounding has a ragged and erratic
hum waveform. This hum is often caused by a poorly
bonded outer conductor or shield. Corrosion around
grounding screws and along bonding seams can also be a
cause of erratic hum waveform. Pickup by tubes and tran-
sistors due to dc grounded shields may be anticipated.
Similar hum occurs when the grid circuit becomes open
due to breakage of leads and opening of large value grid
resistors. See Sect SE for more detail on grounding.

4. LOCAL OSCILLATOR (LO)

Because of local oscillator energy, two radio receivers
located near each other will often interfere seriously. The
local oscillator energy level is usually greater than the in-
coming signal energy. The LO output is coupled to the
mixer via waveguide or transmission line, and unless
shielded, this line will radiate energy. Inductive and
capacitive elements are used to form the tuning circuits of
the oscillator. Frequently, these are physical coils,
capacitors, transmission line sections, stubs, cavities or
waveguides which all exhibit reactive effects. Nearby
reactive components form effective mutual inductance
and capacitance with the oscillator. Evaluate parameters
such as:

a. Oscillator voltage and currents
b. Ground currents and conductive coupling

¢. Mutual inductance and capacitance coupling to
nearby susceptible devices and cabling

d. Direct radiation from the oscillator and from the
transmission line to the mixer

¢. Coupling of LO frequencies into filament and bias
supplies, power supply, and from then on feeding into
cascading stages.

4.1 EVALUATION

Evaluate local oscillator interference to determine if the
oscillator requires shielding to prevent direct radiation. If
s0, establish the degree of shielding attenuation necessary
and the frequency band over which this attenuation is
required. Ensure that magnetic field coupling via mutual
inductance has been adequately reduced. Also, deter-
mine if the electric field coupling due to interstage and
interequipment capacitance is sufficiently subdued.
Interference generated by transmitters is classified as
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spurious or harmonic. Harmonic, or continuous wave
(CW) interference, is radiated from the case, input-output
wiring, the transmission lines to antennas, and directly
from the antenna. The amplitudes of interference at
different frequencies can only be approximated because
of their nonlinear character. Since the variation of non-
linearities from one equipment to the next is large, a
statistical approach 1s commonly used. Devise a test
program to establish the level of compatibility desired.

5. INTERMODULATION PRODUCTS

Intermodulation is the product of undesired frequencies
resulting from the unintentional mixing of two or more
carrier frequencies. Frequency separation between trans-
mitters is required to reduce intermodulation. Audio
intermodulation in a transmitter results from non-
linearities of modulation and also from distortion of the
modulating signal. It is customarily termed “sideband
splatter.” Common nonlinearities include overdriven
modulators, modulation limiters, amplifier character-
istics, poor power supply regulation, and a nonlinear
modulation process. Audio intermodulation is increased
by overmodulation, resulting in distortion on the positive
modulation swing and clipping of negative peaks. Audio
intermodulation produces sidebands which are not
greatly different from the carrier. The sidebands enter
into the passband of the receiver tuned to or close to the
transmitter frequency. Conduct testing to evaluate side-
band splatter characteristics. This can be done by either
the noise load test, or the two-tone test.

5.1 NOISE LOAD TEST

The basic approach is to inject band-limited noise and
photograph the output spectrum on a spectrum analyzer.
An overlay representing the noise generator filter
characteristic then yields the splatter spectrum as well as
components beyond the filter cutoff.

5.2 TWO-TONE TEST

The two-tone test method consists of adjusting two equal
amplitude tones to produce a given percentage
modulation. The ratio of distortion to tone is then
measured. Typical ratios for single sideband (SSB) trans-
mitters are from -40 to -50 dB.

5.3 AUDIO INTERMODULATION
SUPPRESSION

Accomplish the suppression of audio intermodulation by
development of improved linearity characteristics and
adequate dynamic range, avoidance of limiters and over-
driven modulators, well-regulated power supplies, and
use of filters to block all frequencies except the desired
modulation.
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5.4 RADIO FREQUENCY (RF)
INTERMODULATION

Radio frequency (RF) intermodulation is caused by two
or more signals interacting in a nonlinear device. See DN
4 A1 for a more complete discussion of this theory. Third-
order products are the most common problem although
second-order products sometimes can present a problem
too. The frequency relations for the two-signal case are:

Intermodulation frequencies = mf; + nf; (Eq 1)

DN 3E2

Where:

f, and f; are the two signal frequencies and m and n are
integers (0, 1,2, 3,4, . . . etc.). The second-order products
are the cases where m + n = 2, They are: m = 2,
n=0,m=1,n=1;and m = 0, n = 2. The third-
order products are the cases wherem + n = 3. All pos-
sible combinations should be taken to determine
intermodulation products. Examples of integers for third
order are;e m=3, n=0,m=2, n=1, m=1,
n=2andm=0,n = 3.



il 10l () (e

AFSC DH 14

DESIGN NOTE 3E3

DN 3E3

BROADBAND

1. INTRODUCTION

Sub-Note 1(1)is representative of noise intensity of radio
interference sources from 10 MHz to 10 GHz. See DN
1B2, Para 8, for more information on broadband
interference versus frequency.

2. ATMOSPHERIC INTERFERENCE

Atmospheric interference, which is continuously
generated, is impulsive and the spectrum is concentrated
below 50 MHz. Higher frequencies are probably
generated but do not experience ionospheric reflection
and escape into outer space. The peak amplitude of the
received noise varies as the square root of receiver band-
width. Common preventive methods include reduction of
receiver bandwidth so the highest modulation sidebands
are at the edge of the bandpass. Another method is to
utilize a directive antenna so that the direction of the dis-
turbance may be avoided. The brute force method is to
mask the interference by stepping up the transmitter
output. Another method is to employ amplitude limiting
and accept the audio limitation.

3. COSMIC NOISE

The level of cosmic noise is lower than that of atmo-
spheric and man-made interference. It becomes critical
only beyond the 50 MHz region where atmospheric noise
falls off or at locations remote from the man-made noise
environments. Space systems of high sensitivity must
cope with cosmic noise interference in the frequency
range from 10 to 300 MHz. Three types of cosmic noise
exist: galaxy noise, thermal noise. and anomalous solar
noise. Galaxy noise, which resembles celestial thermal
electric noise, has a definite spatial distribution. It
appears to emanate most strongly from Sagittarius with
the strongest band from 150 to 200 MHz. Thermal noise is
radiated from celestial bodies in a frequency range from 3
to 30 GHz. Anomalous solar noise is due to unexplained
phenomena such as sunspots. Frequencies vary with
different anomalies; however the upper high frequency
(HF) band is subject to such interference.

4. PRECIPITATION STATIC

Precipitation static is a form of broadband interference.
See Sect 7B for details.
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5. COMMUTATORS

Direct current machines with commutators produce
interference in three distinct modes. First, the current in
the armature coil reverses direction. Second, the voltage
induced in each coil varies with its position in the
magnetic field; hence the voltage will vary as the com-
mutator moves from coil to coil. Third, as some armature
coils are short circuited via the brushes, the total armature
impedance between brushes varies. In addition to these
distinct modes of interference generation, brush arcing
usually occurs. Broadband interference produced by a
telemetry commutator is conducted into its power supply
lines. A Fourier analysis reveals a dc component and
harmonics of the data sampling rate. These harmonics
extend from the audio region upward into the hundreds
of megahertz. Low-pass filters will block audio in-
terference but are ineffective against the radio frequencies
because of input-output and self-resonance of capacitors
due to lead inductance.

6. ARCING

Arcing occurs when the electric field intensity between
two conductors exceeds the breakdown strength of the
dielectric between the conductors. In solids arcing will
usually cause, or pave the way for, breakdown and mal-
function. Arcing in gaseous media usually produces
severe interference without equipment malfunction. The
arcmay be considered as a varying impedance. The rate of
change of impedance depends on source and line
impedance and voltage, and on the ionization and/or
deionization characteristics of the gas.

6.1 ARCING AND CORONA SUPPRESSION

Arcing and corona should be minimized or eliminated
where practicable. Where they cannot be entirely
eliminated, their effects should be controlled by shielding
the equipment generating them. Filter all leads asso-
ciated with the unit, and locate where they will have the
least effect on other equipments and circuuts.

6.2 ARC-OVER PREVENTION

The actual potential at which arc-over takes place at
various altitudes depends greatly on the distance between
the parts and the configuration of the parts. The effective
surface creepage distance and actual air spacing between
terminals or parts should not be less than that specified in
SN 6.2(1) for the intended voltages. Surface creepage
distance is actual distance between electrodes along
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SUB-NOTE 1{1)  Sources of Radio Interference
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SUB-NOTE 6.2(1)  Contact Spacing vs Working Voltages (Ref 14)
MINIMUM MINIMUM WORKING WORKING
AR CREEPAGE VOLTAGE AT VOLTAGE AT
SPACE DISTANCE 15 km (50 000 ft) 21 km (70 000 ft)
ac ac
mm in. mm in. dc ms dc rms
14 3/64 100 75 70 50
0.8 1/32 16 1/6 190 125 125 90
1.2 3/64 20 5/64 210 175 175 125
16 1716 28 1/64 315 225 210 150
20 5/64 32 1/8 360 260 230 165
24 3/32 40 5/32 420 300 260 185
3.2 1/8 48 3/16 430 350 310 225
48 3/16 6.4 1/4 630 450 375 275
6.4 1/4 8.0 5/16 700 500 455 325
8.0 5/16 95 3/8 810 575 500 355
Parts or terminals should be continuously insulated There should be no open space existing between any part of the
conductors having this mechanical spacing

surface of insulation between them including ir-
regularities. The configuration of the partsisimportant to
prevent corona, which would ionize the air and cause arc-
over even at the specified safe air spacings. Sharp corners
are most apt to cause corona, while rounded corners are
least likely to do so. The degree of roundness, however, is
also an mmportant factor at the higher voltages. At sea
level pressure, equipment that has exposed potentials of
less than 1000 V needs no special considerations; even
square corners are permissible. From 1000 to 6000 V,
reasonably well-rounded corners are required. However,
from 6000 to 20 000 V no set rules have been developed
and special tests should be conducted on the equipment to
determine the proper configurations. When it is not
practical to modify exposed electrodes to rounded con-
figurations and pressurization 1s not possible, a metal
corona shield should be used. The shield should sur-
round, though not necessarily completely. the poorly
shaped electrodes in such a manner as to prevent any
breakdown voltage gradient in the surrounding air. The
corona shield must also be rounded. Maximum arc-over
and corona discharge occurs at pressures between 0.1 to
6 5 Pa. Below a pressure of approximately 10™' Pa.the air
density 1s too low to support a corona discharge.

7. HEATER CIRCUITS
In temperature-sensitive equipment, heater elements are

incorporated to compensate for thermal variations and
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provide constant-temperature operation. The thermo-
stat heater contacts initiate on-off flow of power to the
heating element. Power for heaters is usually 28 V dc with
consequent heavy broadband interference on the 28 V dc
power lines. Significant broadband interference may be
caused by the heaters of an inductive pickup transducer
extending well beyond 100 MHz. Devices having heater
elements should be closely monitored for both con-
ducted and radiated interference phenomena.

8. FLUORESCENT LAMPS

Fluorescent lamps develop an electrical voltage break-
down transtent that produces modulated RF energy. Any
facility housing a system during test or launch operations
must be evaluated insofar as lighting interference is
concerned for interference produced by the on-off
transient and interference produced during normal
lighting. Radio frequency interference produced by fluo-
rescent lamps may be radiated from the lamps and
fixtures, conducted through the power circuitry, or
radiated from the wiring that supplies power to the fluo-
rescent lights. The most important aspect is RF radiation
from the power lines that supply the lamps. Suppress
radiated interference from lamps and fixtures by proper
grounding of the case and fixture. This provides an RF
shunt to ground. It 1s usually better to eliminate the
radiated noise along with the conducted noise by the use
of capacitors across each lamp. Attenuation of radiation
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by 25 dB is practical this way. A ground loop nearly
always exists between the ballast and the power source.
The radio noise voltages arise from capacitive coupling
between ballast coils and case. Grounding the fixture case
can increase the conducted interference. This may occur
due to decreased loop impedance when the capacity to
ground is shorted. Lower RF impedance is then ac-
companied by higher RF loop current within the ballast
and higher interference. The best solution is the addition
of filter capacitors across the lamp (0.01 uF is typical).

9. MICROWAVE

Microwave transmitters pose a serious threat to satis-
factory operation of sensitive receivers. Parallel the inte-
gration of high-powered radar into a system by a program
to control the spurious energy radiated into space.
Antenna gains of 30-40 dB are common for airborne
antennas. A 250-kW radar transmitter having spurious
signal levels rising to within 30 dB of the transmitted
frequency produces a 250-W pulse interference level.
Thirty dB of antenna gain raises this level to 250 kW. The
effective radiated power of contemporary radar is 4-70
dBmW. This interference can be suppressed by mag-
netron design, shaping of modulating pulse and high
power filters in the waveguide.

9.1 FILTERS

Waveguide filters may be classified in the following four
classes: (1) coupled waveguide filters; (2) directional
filters; (3) direct coupled filters; and (4) leaky waveguide
filters. The first three types are reflection type filters. The
last type is an absorption type.

9.2 FILTER DEVELOPMENT

The development of new waveguide filters is one of the
most rapidly advancing areas in microwave electronics.
The newer waveguide filters utilize techniques which
involve the use of Tchebyscheff polynomials. The
difference between the theoretical or ideal case and the
actual case increases as frequency advances. At high
frequencies the equal-ripple function (Tchebyscheff)
becomes extremely useful.

9.3 FILTER TYPES

Included in a current listing of waveguide filters are found
corrugated waveguide filters with longitudinal slots, dissi-
pative filters with rectangular-side waveguides, offset
dissipated-wall filters. serpentine leaky-wall circular
dissipative-wall filters, dissipative filters with circular-
side waveguides, complete transfer coupler filters, and
leaky-wall wire-grid filters.
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10. DATA PROCESSING MACHINES

Many systems now incorporate digital computers into the
vehicle or use ground-stationed data processing support
systems. These equipment generate large amounts of
broadband noise. Interference sources include motors,
commutators. cam contacts, clutch magnets, solenoids,
relays. switches. tubes, semiconductors, diodes,
amplifiers, flip-flops, gates, steppers. fluorescent lamps,
mercury arc lamps, functional corona, high-voltage
supplies, circuit breakers, printing devices, feeders, mag-
nets, energizing circuits, actuating armatures, and other
on-off switching circuits. Serious RF interference usually
is conducted into supply power lines and data informa-
tion flow lines. Integrate insertion of line filters on all
input power into the original design concept.

10.1 DESIGN PRECAUTIONS

The most practical design precautions include inte-
gration of L-type filters in input power lines, use of con-
ductive gaskets or serrated metallic spring-type fingers on
access covers. use of transient limiting resistors in print
and readout magnet and other energizing circuits, and use
of copper mesh screens or other effective shields over all
openings and apertures. Various covers, in order of
decreasing shielding effectiveness, are listed below:

a. Reinforced plastic with 0.025 mm (10 mil) copper
spray on inner surface

b. Reinforced plastic with imbedded copper screening
¢. Standard steel covers
d. Reinforced plastic with glass fibers nickel-plated

e. Reinforced plastic with 1mbedded perforated
aluminum foil

f.  Untreated reinforced plastic.
10.2 INTERFERENCE LEVELS

Some typical interference levels in computers, and their
sources are listed in SN 710.2(1).

11. RADAR SITE

A radar site may have 400 items requiring RFI sup-
pression. Interference generating equipment at a typical
site consists of transportation equipment, auxiliary
engine driven equipment, and accessory equipment.

11.1  DESIGN CONSIDERATIONS

Exercise the following design considerations at the site to
obtain a permissible ambient interference level:

a. Shielding of high-tension leads from magnetos to
spark plugs
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b. Shielding of 1gnition couls
c. Shielding of distributors

d. Shielding of spark plugs

¢ Shielding of regulators

f.  Shielding of generator leads
g. Shielding of magnetos

h. Using sheet metal shields around major equipment
when needed

1. Watertight design on high-tension conduits to
reduce moisture condensation

DN 3E3

J. Use of bonding straps and conductive gaskets to
bond electrical components to structure or engine
assemblies.

12. STATIC POWER DEVICES

Rotary electrical power devices are being replaced by
lighter and smaller static power devices, which generally
produce many times more RF interference than the
previous rotary equipment. The levels of interference
commonly reach hundreds of millivolts and sometimes
exceed 1 volt. The interference is practically all caused by
diode reverse current spikes.

SUB-NOTE 10.2(1)  Typical Interference Sources

Vacuum cleaner
Mercury arc lamp
Corona

Fluorescent lamps
Untreated access covers
Print magnets

Cams

0.1 to 1.0 MHz

0.1 to 1.0 MHz

0.1 to 10 MHz

0.1 to 3 MHz peak at 1.0 MHz
0.01 to 10 MHz

1 to 3 MHz

10 to 20 MHz

SOURCE FREQUENCY MAGNITUDE
Magnet armatures Transient spike 1.8 to 3.6 MHz 20 000 uV/kHz conducted
Circuit breaker cam contacts Broadband 10 to 20 MHz 28 uV/kHz conducted

3 000 V/kHz conducted

8 000 pV/kHz conducted

100 uV/kHz conducted
20 to 300 uV/kHz conducted

1 000 uV/m-kHz radiated

200 uV/m-kHz radiated

200 uV/m-kHz radiated
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DESIGN NOTE 3E4

DN 3E4

NONLINEARITIES AND DISTORTION

1. INTRODUCTION

Nonlinearities which exist in many parts of the
system/subsystem produce distortion that is un-
wanted in the output. In the initial program, set
forth a concrete plan to investigate the nature and
effects of major nonlinearities.

2. DISTORTION

Frequency, amplitude, and phase distortions can
affect output.

2.1 FREQUENCY

Frequency distortion is produced by unequal
amplification of different frequency components of
a given signal. A signal consisting of the
fundamental and second harmonic combine to
form a complex waveform. The wave is then
amplified by a device having twice the gain at the
frequency of the second harmonic at the
fundamental. The presence of frequency distortion
can be evaluated from an input-output plot.
Neglected resonances and peaking, which occur
beyond the bandwidth of normal operation, can be
troublesome. Although the channel produces the
desired waveform it also passes on spurious
interference signals. Frequency distortion is often
caused by neglected or unsuspected reactive
impedances external to tubes and transistors. Lead
length inductances and stray capacitance also
contribute.

2.2 AMPLITUDE

Amplitude distortion occurs when input signals of
different levels are not equally amplified. This
occurs when the dynamic transfer characteristic is
not linear over the entire operating range.
Additional stages may be required to obtain
linearity and high gain over the required dynamic
range From the standpoint of linearity or freedom
from distortion, amplifier operation should be
centered around a quiescent or bias condition so
that the input—output relation is linear for the
entire dynamic range of input signal swing. Lower
power output amplification is used in about
90 percent of all electron tube applications. The
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maximum theoretical power conversion efficiency
is 50 percent, but in practice values range from 2 to
20 percent. Hence, linearity is usually forsaken in
power amplifiers. Electron tube power amplifiers
operating Class B achieve efficiencies of 50 to
60 percent. Class C electron tube amplifiers can be
operated at efficiencies to 70 to 85 percent.
Because conduction occurs for as little as 50 to
100° of the full 360° cycle, distortion is extreme.
For this reason Class C operation should be used
only at frequencies where offending distortion
products can be filtered out.

2.3 PHASE

Phase distortion occurs when phase shifts experi-
enced by frequency components of the input wave
differ. Phase distortion is caused by the presence of
reactive elements. It may be prevented either by
elimination of the reactive elements or by
compensation with an equal and opposite reactive
element or effect. Because the human ear is
insensitive to phase distortion, it is usually
neglected in audio systems. With signals used for
control or computing purposes, phase shift
distortion cannot be neglected.

3. PULSE SHAPE AND SPECTRUM

See DN 4A2 for information on pulse shape and
spectrum.

4. RECEIVER CHARACTERISTICS

The bandwidth is the width of the resonance curve
(in hertz or kilohertz) of a receiver at a specified
ratio. This characteristic of a receiver produces an
output dependent on the total energy in that
bandwidth. Signal energy may exist at one discrete
frequency, or at several discrete frequencies across
the bandwidths.

4.1 DC POWER

Ripple, which can be as much as 6 to 8 V at 600 to
1500 Hz, is exhibited in dc power subsystems. The
rectification process involves a pulsating waveform
with basic harmonics at some muitiple of the input
alternating current. The Fourier spectrum of the
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rectified alternating current is used to determine
the interference ripple and harmonic voltage. The
filter, which acts on the pulsating direct current, in
itself consists of reactive elements. These elements
are resonant at some frequency due to stray
capacitances and unintentional series inductances.
A damped oscillation superimposed on the dc
output results and is distributed to all loads on the
power supply unless blocked or bypassed.

4.2 AC POWER

Evaluate ac power subsystems as potential noise
and interference generators. Because of the
presence of nonlinear circuits, departure from
sinusoidal characteristics is usually present in the
voltage developed by ac generators. Voltage
regulators for ac subsystems are subject to
resonance which can be excited by load switching
and damped oscillations will be superimposed on
the basic ac supply as a result.

4.3 MOTORBOATING

In addition to basic ripple and high-frequency
ringing, power supplies produce interference due to
regulating characteristics. Many power supplies,
when regulated, will produce a low-frequency
variation termed “motorboating.”

4.4 IGNITION

Ignition subsystems are one of the strongest sources
of broadband interference. Deliberate generation
of an arc with steep wavefronts is inherent to
operation of the engine involved. The spectrum has
a fundamental low-frequency wave and a multi-
plicity of harmonics and transients which extend
across the complete radio frequency spectrum. It is
strong at 10 MHze, hits peaks at 80-100 MHz, and
has an effective power bandwidth of about 60-120
MHz. By close control of wiring dimensions and
symmetry this bandwidth can be significantly
reduced. The high frequencies radiate freely from
the ignition wiring harness. Elimination of this
interference at the source would negate the
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functional requirement, so the only approach is
complete, quality shielding of the wiring harness.

5. FCC CLASSIFICATION OF
INTERFERENCE

Rules and regulations have been established and
published by the Federal Communications Com-
mission (FCC) to control nonmilitary interference
generation. This is presented in Parts 15 and 18 of
Ref 633. The FCC has classified interference
generators on restricted radiation devices (RRD),
incidental radiation devices (IRD), and industrial,
scientific, and medical equipment (ISM).

5.1 RESTRICTED RADIATION
DEVICES (RRD)

Restricted radiation devices (RRD) depend on the
generation and application of RF energy. There-
fore, RF energy radiated or conducted via power
lines must be controlled by FCC regulations.
Typical RRD equipment includes AM and FM
broadcast radios; low power communication and
control devices such as wireless microphones,
garage door openers, and phonograph oscillators;
and carrier current systems such as community TV,
campus radio, telephone, and industrial systems.

5.2 INCIDENTAL RADIATION
DEVICES (IRD)

Incidental radiation devices (IRD) are defined as
those in which RF interference is unintentionally
generated. There is no functional necessity for RF
oscillators, etc., in IRD. Typical IRD equipment
includes fluorescent lights, electrical appliances,
electric pumps and motors, electric shavers,
ignition systems, defective insulators, etc.

5.3 INDUSTRIAL, SCIENTIFIC, AND
MEDICAL (ISM) EQUIPMENT

These include industrial heaters, induction and
dielectric; medical diathermy and surgical tools;
and miscellaneous items such as epilators,
ultrasonic generators, radar cookers, electronic
ovens, and neon signs.

|31 1an o1
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5.4 FREQUENCIES ALLOCATED
FOR ISM EQUIPMENT

The following frequencies are designated by the
National Telecommunication and Information
Administration for use by ISM equipment. The
emissions of the ISM equipment must be confined
within the frequency limits associated with each
frequency:

13 560+ 6.78 kHz
27 120+ 160.0 kHz
40 680+t 20.0 kH:z
915+ 13.0 kHz

2 450 50.0 kHz
5 800+ 75.0 kHz
24 125+ 125.0 kHz

5.5 DESIGN CONSIDERATIONS

In the event harmful interference is caused by ISM
equipment operation to any authorized radio
service outside the frequency limits specified, the
operator of the ISM equipment must promptly take
necessary steps to eliminate such interference. The
operator does not have to take action if the
interference is due to direct intermediate frequen-
cy pickup by a receiver of the fundamental
frequency emissions of ISM equipment operating
on an ISM frequency.

6. INTERFERENCE MEASURING DEVICES

Inability to define the specific noise parameters
which should be measured has made exact radio
interference measurements difficult. Interference
is all signals that are different from the desired
signal and may be periodic or random. Each
interference has its own characteristics. Only three
quantities are needed to define a sine wave, while
an infinite number of quantities are required to
completely specify a general random process.
Measuring the noise spectrum of a source requires
the determining of enough of these parameters so
that the effect of the noise on a given device can be
determined and deductions made as to which
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parameters are significant. In interference mea-
surement or in compatibility testing, what should be
measured and how will the data be interpreted are
two basic questions.

6.1 INTERFERENCE-FIELD
INTENSITY METERS

Interference~field intensity meters and other test
methods may be divided into four functional types:

a. Use of the actual device or its equivalent
from a susceptibility standpoint.

b. Use of a sensitive, superheterodyne-type
radio with its output indicated relative to a standard
interference generator. This standard may be an
impulse, a sine wave or random gaussian noise.
This is commonly called the substitution method.

c.  Use of a radiometer with an output circuit
which is set up to simulate the characteristics of the
human ear. This method is extremely effective for
audio devices.

d. Use of laboratory-type equipment to mea-
sure statistical parameters of noise, such as
probability distributions of waveform amplitude or
number of peaks, or the average power spectral
density.

6.2 EMI METERS

Electromagnetic interference (EMI) meters have
traditionally been equipped with three modes of
measurements: quasi-peak, average, and peak.
Proper use of these modes required relatively
detailed knowledge of the characteristics of the
interference signal that often was not available.
Measurements were often taken in all three modes
for the same interference signal to ensure adequate
data was taken. This resulted in excessive test time
and cost. In numerous instances, interference
testing resulted in “wearing out” one or more test
articles due to the long test procedures. Semiauto-
matic procedures and techniques that can measure
all types of interference except for low repetition
rate transients have been introduced. The new
techniques can record about 150 interference
signals per minute. The data is recorded on X-Y
records and is suitable for use in reports with no
additional data processing or handling required.
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The old measurement modes of quasi-peak,
average, and peak are not expected to be retained
on new instrument designs and, in general, should
not be used after a measurement facility converts to
semiautomatic measurements.

6.3 SPECTRUM ANALYZER

The spectrum analyzer, in general, consists of a
superheterodyne receiver with a narrow band-
width. The output signal is displayed on an
oscilloscope which is incorporated into the
spectrum analyzer. The receiver is scanned over a
portion of the spectrum by the application of a
sawtooth voltage to a voltage controlled local
oscillator. The sawtooth voltage is also applied to
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the horizontal deflection plates of the oscilloscope.
Thus the observer can select a finite portion of the
spectrum to determine the variation of input signal
amplitude with frequency. The resolution obtain-
able is a function of both the rate of sweep (scan)
and the inherent bandwidth of the receiver. Other
significant characteristics of the instrument are:

a Spurious response
b.  Dynamic range

c.. Frequency coverage
d.  Sensitivity

e. Linearity or other characteristics of the
amplitude response

f. Calibration.

|31 JAN 91
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CHAPTER 4
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DESIGN NOTE 4A1 NONLINEAR DEVICES
1. INTRODUCTION SUB-NOTE 2(1)  Nonlinear Characteristic
Nonlinear devices such as electron tubes, semi- ®° Ejp sinawyt

conductors, and ferromagnetic inductors can produce a
distorted waveform which can cause spurious emission in
receivers. In nonlinear devices the voltage is not
proportional to the current nor to its derivative or
integral. The impedance of the device is not constant but R

. - LOAD
is a function of its output current. TOP
AL CLIPPED
2. NONLINEAR CONVERSION C At N
Lowrlt/) VAV
Consider an electron tube or transistor operating in its t I
nonlinear region as shown in SN 2(1). The output ]£°

waveform is “clipped” or distorted. This transfer func- Eout
tion can be represented by a power series of the form

I1=Co+ Ce + Ce” + Cie’ + ..Cee" (Eq 1)

I=To+ i +ir+ i+ .. (Eq 2) e

CLIPPED

1

Where:

1 = total output current (amps)

C. = coefficient of “n™ terms o . .
. Substituting and expanding yields
¢ = total instantaneous output voltage
ir = C; (Ey sin eyt + E;sin wt + E; sin w]t) (Eq 7)
e = E; sin wit + E; sin wst + E; sin wst
+ ...E, sin wnt (Eq 3)
Io= Co, i1 = Ce, i = Cx’ (Eq 4)

Since I is the dc component of output current, then total

. i = C. i + E;si + Eisi :
instantaneous current i C. (E; sin et + E; sin w3t E.: sin wst)
i=iL+h+ i+ i (Eq 5)

= C;{l E/’ (1 — cos 2wit) + l E;’ (1 — cos 2wst)

Consider that e is in the sum of three different signals (not 2 2
necessarily harmonics)

, + 1 E (1 — cos 2wit)
¢ = E: sinwit + E>sin wst + E:sin wst (Eq 6) 3

Where:

. ) ) + EiE: [cos (w1 — w2)t — cos (w1 + w2) t]
E = maximum signal voltage

i

1 function of time

+ E:E:fcos (w1 — w3)t — cos (w) + wi)t]

o = 2xf = angular frequency of carrier

wy 1s the fundamental angular frequency, if no = w,
then ws 1s the “nth” harmonic. + E:E:[cos (w: — w3) t = cos (w: + w)) ] } (Eq 8)

REO: ASD/ENACE
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iv = C(E; sin it + E:sin w:t + E:sin wit)'

_ E' . . . E.)' . . .
= Cid_ Bsinawt — sin3wit) + = (3 sin wat — sin 3wot)
4 ' 4

E.' . . .
+ (3 sin wit — sin 3wat)

4
3E,E.

+ B et + L sin e — et = Lsin@er + wni)
2 2 2

+ 3E1"5‘[si11 wt + L sin Quw> — w)t — l_sin(2w: + wi]
2 2 2

+ E‘ [sin wit + l sin Qw; — w3t — lsin(Zw, + wi)t]
2 2 2

+ 3E:ES [sin wat + l sin Qws — w2t — l_sin(ng + w2)t]
2 2 2

+ BB et + L osin Qo — et — L sinQar + wnt]
2 2 2

+ BB i et + L sin Qe — @t — L sin Qo + w)t]
2 2 2

+ 3EE:Es [sin (w1 + w2 — wit + sin (w1 — w2 + w3t
2

— sin (w1 — w: — @it — sin (0 + w; + w;)t]} (Eq 9)

The first-order component of the output current i, is of
fundamental importance when an active device is used as
an amplifier; all other components represent distortion.
The second-order term i is sometimes of importance
when the device is used as a mixer because of the image
response.

3. MIXER CROSS-PRODUCT
CALCULATIONS

In a typical mixer subsystem, two frequencies fy and f
mix to produce an output fo, which is generally either the
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sum or difference of the two input frequencies. Either or
both of the input frequencies may vary over a total band-
width Af. Then, the mixer output usually passes through
a bandpass filter of bandwidth Af to eliminate the
undesired products. However, some undesired higher-
order modulation products may appear within the pass-
band and cannot be removed by filtering. (These
paragraphs extracted from Ref 59©.)

3.1 MIXER FREQUENCY CHART

Sub-Note 3.1(1)displays the mixer cross products so that
a designer can see what products occur, and where the
spurious responses are, with respect to the desired output
frequency. These charts show modulation products up to
the seventh order, although higher-order products can be
added. Chart A is used when the output frequency is the
sum and Chart B is appropriate when the output
frequency is a difference.

3.2 CHART PARAMETERS

Both chartsin SN 3.1(1 )show modulation products to the
seventh order and bandwidths of —50% to +50% of the
desired output frequency. The ordinate of the graphs
represents the ratio of the two mixed signals, and is
always made less than one. Each graph’s abscissa is the
frequency separation of cross-modulation products with
respect to the desired output frequency fo.

3.3 MATHEMATICAL BASIS

The basis for chartsin SN 3.1(1)is the expansion of Eq 10,
which describes the nonlinear behavior of a diode mixer.
c\/,’k'l_l)

1= 1lo (€

(Eq 10)

Expanding Eq 10 in a power series, and substituting the
summation of mixer input signals, represented in the
form of

V = E, Cos (2=fit) + E> Cos (27fat) (Eq I1)

the resulting cross-modulation products have this general
form:

M = Nf; + Pf; (Eq 12)
where N and P are positive and negative integers. The
absolute sum of N and P represents the order of the
product. If the ratio of the lowest and highest mixed
frequency is n, a ratio always less than one, and fo is the
desired output frequency of the mixer, then for
fi + £, = fo,f2/fi = n,and 1 > f5/f; > 0. Similarly, if
- fi = fo, fl/fz =n,and 1 > f1/f2 > 0.
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34 CROSS-MODULATION PRODUCTS

Cross-modulation products higher than the desired
output frequency fo may also be expressed in “positive
percentage separation.” Likewise, cross-modulation
products below the desired output frequency represent
“negative percentage separation.” Let M be the dis-
turbing cross-modulation products described in the
general form of Eq 12. Then, the general equation for
percent positive or negative separation (S) is:

_ (- M)
fo

S X 100 (Eq 13)

Substituting Eq 12and 13, and recalling thatf, — f, = f;

S + 100(1 — N)
S + 100(1 + P)

(Eq 14)

Equation 14 shows that the ratio of input frequenciesasa
function of percent separation S may be plotted for any
cross-modulation products merely by substituting the
coefficients N and P of the cross product under investiga-
tion. Charts A and B of SN 3.1(1)were plotted, using this
equation and the coefficients resulting from the ex-
pansion of the nonlinear Eq 10.

AFSC DH 14

3.5 CHART CALCULATIONS

To locate cross-modulation products in the charts in SN
3.1(1), the two input frequencies and the desired output
frequency must be known to determine which chart is
applicable. Calculate the ratio of the two input fre-
quencies and locate it on the ordinate. Then, draw a
horizontal line through this point. Its intersection with
the different curves tells the order of each encountered
harmonic and the separation in percent with respect to the
output signal.

35.1 FREQUENCY EXAMPLE. The charts in SN
3.1(1) give indications of relative difficulties in various
alternate design approaches to the generation of a certain
output frequency. As an example, take the design of a
frequency synthesizer where there are several choices of
frequencies to produce a required output. Assume thata
10 MHz signal and the available frequencies are 2, 8, and
18 MHz. Output may be derived from the difference of 18
and 8 MHz or the sum of 2 and 8 MHz.

3.5.2 CHART CHOICE. In the first approach, where
the ratio of signals is 0.445, Chart B of SN 3.1(1) shows
that there are two interferences which are —18% and
+19% away from the desired 10 MHz output. The signal
ratiois 0.250 in the second case, where Chart A shows that
there are two interferences exactly on the output
frequency. Thus, the first approach is preferable.
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PULSE SHAPE AND SPECTRUM

1. INTRODUCTION

Pulse shape and spectrum evaluation are two comple-
mentary methods for analyzing waveform effects. The
characteristics of desired signals in a subsystem are
usually accumulated on a pulse shape basis. When
evaluating the propagation of these waveforms along
transmission lines, the waveform is converted into its
equivalent spectrum. The velocity of propagation, phase
shift, attenuation, reflection, and wave characteristics
depend on frequency. The waveform must be analyzed in
terms of its constituent frequency components. Wave-
forms with a fast rise time contain high frequency
components.

2. FOURIER PREDICTION OF EMI ENVELOPE

Sub-Note 2(1) is the electromagnetic interference (EMI)
prediction graph for Fourier analysis of wave shapes for
prediction interference levels. Use this graph as
follows: (For EMI current predictions in this analysis,
substitute “ampere” for “volt” and “microampere” for
“microvolt.” Right-hand scale becomes “decibels above
I tA/MHz.”)

a. Given rise time, duration, and amplitude of basic
pulse, determine the envelope of EMI voltages measured
at EMI meter input as follows:

b.  Work from right to left. Find the sloping line which
represents rise time and follow it up to intersect with the
basic reference line. Follow the reference line up to
intersect with the horizontal line representing the
duration of the pulse. Follow the horizontalline to the left
to the lowest frequency of interest.

c. For transient or “worst case” when pulse informa-
tion is not available, use the basic reference line to define
the EMI envelope.

d. For EMI voltage levels, read the right edge for
decibels above 1 uV:MHz bandwidth.

e. For voltages other than 1 V. find the number of
decibels equivalent to 20 times the log of the new voltage.
Add this number of decibels to the right-hand scale.

f.  For radiated levels at 305-mm (1-ft) distance in the
absence of any shield, subtract 30 dB from all points on
the envelope found in Step e. Subtract 42 dB for 1-m
(3—ft) antenna distance.

REO  ASD/ENACE
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3. BASIC ANALYSIS CONSIDERATION
(Extracted in part from Ref 14450))

The basic consideration for the successful prediction of
interference levels is the proper application of the results
obtained when a Fourier analysis of particular signal
characteristics has been mede. To illustrate, when making
a Fourier analysis of a square wave pulse, the level of
radio interference can be represented by a straight line
drawn tangent to each lobe. The following sample
calculation shows the mathematical steps employed to
arrive at interference levels in units of decibels above
1 uV/MHz (dBuV/MHz) as outlined in MIL-STD-461.
The following equation is used to solve the harmonic
content of the pulse:

¢y = 2Ad sin 7Fd (Eq 1)
T wFd
Where:
A = magnitude of pulse voltage
d = pulse width, seconds
T = pulse period, seconds
PRR = pulse repetition rate, hertz
F = frequency of harmonic, hertz
n = noise voltage

Receiver summation of the harmonic amplitudes falling
in its bandwidth results in:

Ip + 05
S = 2Ad sin 7Fd dn 1 MHz
T wFd Isw
n, — 0.5
in units of V/MHz peak (Eq 2)

Where all parameters are as defined above except:

Isw =  receiver impulse bandwidth
F = 1
T
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n = harmonic number
‘ n. =  harmonic number of lower limit of re-
ceiver impulse bandwidth
n, =  harmonic number of upper limit of re-
ceiver impulse bandwidth
S(f) = amplitude of broadband interference.

Although harmonic number n is normally considered
discrete and not subject to integration it can be shown
that for this case it can be treated as continuous and,
therefore, subject to integration. The solution to Eq 2 is

(mrd)3 (mrd)S
2Alnmd _\ T T

S{) +
T T 3.3! 5.5!
Ny + 0.5
(m*rd)7
~\T + ... Lf in V/MHz
7.7! PRR
n, — 0.5

(Eq 3)

4. SQUARE PULSE ANALYSIS

In order to simplify the Fourier analysis of a square pulse,
the following expressions can be derived from Eq 2:

DN 4A2

Nulls occur when sin 7Fd = 0, i.e., S(f) = 0.
Sin 7Fd = 0 when nFd = 7, 2w, 3m, ... etc.

Therefore, the frequencies at which the nulls occur are:

F = l,z,i,etc.

d d d

(Eq4)

The frequencies at which the tangent points occur are
when sin 7Fd = [.

T 37 5w

Sin 7Fd =1when7Fd = 2,77 77 etc.
2 2 2
Therefore:
F=1,3 3 e (Eq 4a)
2d 24 2d
When:
aFd = 7,37 57 e
2 2 2
Then:
Sin 7Fd _ 637, 0.212, and 0.127
wFd

For increasing frequencies, the harmonic content of a
square pulse (in decibels) decreases at a rate equal to
20 X log of the ratio of the frequencies.

SUB-NOTE 4(1)  Fourier Analysis Sample
| 200
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For frequency No. 1:

2Ad(sin #wF,d)

SiH) = (Eq 5)
mF.d
For frequency No. 2:
S«f) = 2Ad(sin wF:d) (Eq 5a)

mFd

As shown previously, sin 7Fd = | at the tangent points.

Therefore:
s = 2Ad (Eq Sb)
wF.d
sip = A4 (Eq 5¢)
mFd
4

AFSC DH14
Applying Eq 5:
BindB = 201log 51D
SaAf)
= 20 log 2Ad/wF.d (Eq 6)
2Ad/mFd
Reducing:

BindB = 20log ff when F2 > F, (Eq 6a)
Fi

Where:
B = spectrum magnitude

From the above equation, it is apparent that the level of
interference decreases at a rate of 20 dB per decade.
Knowing the frequencies at which the tangent points
occur, and the rate at which the interference level
decreases, the noise level for a square pulse can be quickly
calculated and plotted. See SN 4(1).
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5.3 Transfer Models

54 System Model

5.4(1) Diagram of IEMCAP System
Approach

DN 4B5 - PRECIPITATION STATIC ANALYSIS
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1. INTRODUCTION

2. PRECIPITATION STATIC
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22 Streamer Discharge
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Total Charging Current

Source Noise Spectrum

Corona Noise Source Spectrum
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Coupling Factor
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INTERFERENCE PREDICTION PROCESS (IPP-1)

1. INTRODUCTION

The Interference Prediction Process (IPP-1) should
prove useful to system or equipment planners, designers,
and operational personnel. The process which may be
used to analyze compatibility for both communication
and radar systems provides a basis for defining EMC
problem areas, identifying potential solutions, and
making engineering decisions. The IPP-1 consists of a set
of computer routines that may be used to analyze and
predict potentially interfering situations among a
proposed or existing deployment of transmitters and
receivers. Although the program is writtenin FORTRAN
[V for use on the computer at Rome Air Development
Center (RADC), the program can be modified so that the
process can be adapted to other computer systems. This
Design Note discusses the various applications for the
IPP-1, describes the IPP-1 computer program and the
various computer subroutines that are available through
the IPP-1, identifies the various options that are available
to the user, defines the inputs that are required to utilize
the process, and discusses the outputs that are obtained.

2. APPLICATIONS FOR IPP-1

The IPP-1 computer program provides an engineering
tool that is a valuable asset in various phases of
communication-electronic equipment development, such
as (1) the preliminary system or equipment planning and
design, (2) the preparation of system or equipment
requirements and specifications, (3) the preparation of
specification compliances test plans, (4) the evaluation of
test results, (5) the revision of either specifications or
equipment for conditions of noncompliance, and (6) the
evaluation of systems in a specific operational en-
vironment. Typical problems that may be handled by
IPP-1 include the following:

a. Examine the EMC situation for a given complex of
equipment and identify problem areas.

b. Examine the impact of changing the operating
frequency of equipment in the complex.

c. Examine the impact of adding a transmitter to an
existing complex of equipment.

d. Examine the interference produced in a receiver
when added to an existing complex.

e. Determine which of several possible locations for a
transmitter or receiver provides the least probable
interference.

REO: RADC/RBCT
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f.  Determine the source and cause of a known
interference problem.

g. Determine the amount of suppression required to
correct a specified interference situation.

h. Obtainsite survey or EMC environment information
for a given location.

i.  Obtainsusceptibility information for a given receiver
or group of receivers.

j. Determine propagation loss over a specified path.

k. Obtain specific interference characteristic data on
transmitters, receivers, or antennnas contained in the
equipment characteristic tape file.

I.  Provide information as to the adequacy of given
specifications for a new item of equipment.

m. Provide information as to the best frequency band to
use for a system being defined.

3. DESCRIPTION OF IPP-1

To determine if an EMC problem exists between a
potentially interfering transmitter and a receiver, it is
necessary to consider the susceptibility of the receiver to
the design and spurious outputs (both individually and
collectively) of the potentially interfering transmitters.
The factors that must be included in the analysis for each
transmitter output (or group of transmitter outputs)
include: the transmitter power (P.), the transmitting
antenna gain in the direction of the receiver (G), the
propagation loss between the transmitter and receiver
(L), the receiver antenna gain in the direction of the trans-
mitter (G;), and the amount of power required to produce
interference in the receiver (P;).

3.1 ANALYSIS CONSIDERATIONS

The factors to be considered in interference analysis
include not only the design and operational performance
characteristics of equipment, but also the nondesign and
nonoperational characteristics. The necessity for con-
sidering parameters, such as transmitter spurious
outputs, receiver spurious responses, antenna side lobe
and back lobe radiation, and unintentional propagation
paths, introduces complications because it is necessary to
obtain information on equipment nondesign
characteristics. Unlike equipment design characteristics
(which are usually well defined and may be readily
obtained from equipment specifications), equipment
spurious characteristics cannot be defined in a precise
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manner and are not usually available in equipment
specifications.

3.2 SPURIOUS CHARACTERISTICS
VARIATIONS

Measurements demonstrate that there are large inherent
variations in spurious characteristics of equipment. Asa
result of these inherent variations, two equipment
complexes that are identical in all visible physical respects
may exhibit widely different spurious characteristics. For
this reason, it is desirable to specify equipment spurious
characteristics statistically (i.e., in terms of the likelihood
that a particular spurious level will be equaled or
exceeded). If the spurious characteristics are described
statistically, the analysis results will also be defined in
terms of the probability that a particular interference
situation exists.

3.3 AVAILABLE POWER

The procedure that is used for each transmitter output
can be demonstrated by considering the interference
situation that exists between a particular output of a
potentially interfering transmitter and the receiver. For
the case of the interfering transmitter fundamental
output, the power available at the receiver is given by

P(f) + G(f) + L(f) + GAf.)

Where:

P(f.) = transmitter power (in dBmW) at the
fundamental frequency (f.)

G(f,) = transmitter antenna gain (in dB) in the
direction of the receiver

L(f.) = propagation loss (in dB) experienced by the
signal

Gi(f.) receiving antenna gain (in dB) in the direction

of the transmitter at the transmitter

fundamental frequency

3.4 INTERFERENCE IN RECEIVERS

By comparing the power available at the receiver, as a
result of this particular interfering transmitter fundamen-
tal output, to the power required to produce interference
in the receiver at the frequency in question, P(f,), it is
possible to determine the interference situation for the
particular transmitter output being considered. The
requirement for EMC is that the power available at the
receiver be less than the power required to produce inter-
ference in the receiver. That is, the condition for
compatibility is

P(fo) + Gdfo) + L(fs) + Gdfs) < Pufo)
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On the other hand. if the power available at the receiver is
equal to or greater than the power required to produce
interference in the receiver. a compatibility problem exits.

3.5 COMPUTER-AIDED EMC DESIGN

In an actual problem 1t is necessary to repeat the pro-
cedure for each transmitter output with each receiver
being considered in the problem. Because of the large
number of calculations required in practical interference
analysis problems, the analysis process has been
programmed in FORTRAN IV. The IPP-1] consists of a
number of separate computer routines, each of which is
subject to the control of the executive control program. In
any given problem, the analysts may choose touse one,a
few, or all the routines depending on the type of
information that is available for the problem and the type
of answers required.

4. BASIC STRUCTURE

Sub- Note 4(1) shows the basic structure of IPP-1. The
process consists of a short executive program which
controls the major subroutines. Each of the major sub-
routines in turn uses other minor subroutines and
functions. The major subroutines of IPP-1 may be con-
sidered to be divided into preparatory and analysis sub-
routines. The preparatory subroutines include the
problem input, data acquisition, equipment catalog, and
data synthesis subroutines. The major purpose of these
subroutines is to provide the data required to perform an
analysis. The remaining subroutines are used to perform
the various types of analysis that may be required.

4.1 PROBLEM INPUT

The function of the problem input routine (SN 4.1(1)) is
to provide specific input information necessary to initiate
a given EMC analysis. Input information is read into the
computer and stored in arrays that are accessible to the
analysis routines of the program. In order to utilize IPP-1
to perform an analysis of equipment listed in the catalog,
it is necessary to provide the nomenclatures, the specific
operating frequencies. and the locations forequipment to
be included in the analysis. If unlisted equipment is to be
included in the analysis. it is necessary to provide as input
the standard catalog data for the unlisted equipment.

42 DATA ACQUISITION, EQUIPMENT
CATALOG, AND DATA SYNTHESIS

Equipment characteristic data required for the analysis
routines are supplied by the data acquisition routine (SN
4.2(1)) for each transmitter, receiver. and antenna
nomenclature within the complex as prescribed by the
problem input routine. The data acquisition routine
makes use of equipment catalogs which are stored on
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SUB-NOTE 4(1)  Basic Structure of IPP-1
EXECUTIVE PROGRAM
FREQUENCY BAND
ANALYSIS
PROBLEM PROPAGATION RAPID INTERMODULATION
INPUT LOSS CULL ANALYSIS
CULL ADJACENT SIGNAL
STRENGTH ANALYSIS
DATA DETAILED FREQUENCY/
ACQUISITION ANALYSIS DISTANCE
SEPARATION
EQUIPMENT DATA
CATALOG SYNTHESIS
magnetic tape and data synthesis routines which generate SUB-NOTE 4.1(1)  Problem Input Routine
the required data from nominal equipment .
characteristics. The data contained in the equipment
catalog (SN 4.2(1)) includes nominal equipment data
such as: (1) nomenclature, (2) operating frequency PROBLEM INPUT
range, (3) fundamental power output, emission type and
bandwidth for transmitters. (4) sensitivity, bandwidth, I l
and IF and local oscillator frequencies for recetvers, and
(5) antenna type, gain, polarization, and beamwidths.
Also 1included are specific interference characteristics
data on transmitter spurious outputs; receiver selectivity. TRANSMITTERS RECEIVERS ANTENNAS
spurious response intermodulation, and adjacent signal
interference  characteristics, and antenna  gain
characteristics for the side lobe and back lobe regions.
The data synthesis routine (SN 4.2(/)) makes use of
nominal equipment characteristics to generate in- NOMENCLATURE NOMENCLATURE NOMENCLATURE
terference data for transmitters. receivers. and antennas OPERATING OPERATING LOCATION
that are not contained 1n the catalog The resulting FREQUENCY FREQUENCY ORIENTATION
synthesized data permit a user to perform an interference

analysis of a complex containing equipment for which
specific interference characteristics are not available,
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SUB-NOTE 4.2(1)  Data Acqursition, Equipment Catalog, and Data Synthesis Routines
DATA
ACQUISITION
EQUIPMENT DATA
CATALOG SYNTHESIS
| NOMINAL DATA |
TRANSMITTERS RECEIVERS ANTENNAS TRANSMITTERS RECEIVERS ANTENNAS
REQUIRED DATA REQUIRED DATA REQUIRED DATA PATTERN
POWER OUT SENSITIVITY GAIN SPURIOUS SPURIOUS DISTRISUTION
EMISSION TYPE BANDWIDTH POLARIZATION QUTPUTS RESPONSES FUNCTIONS
BANDWIDTH IF AND LO FREQUENCIES BEAMWIDTH
OPTIONAL DATA OPTIONAL DATA OPTIONAL DATA MODULATION
SPURIOUS SPURIOUS DISTRIBUTION CHARACTERISTICS SELECTIVITY
OUTPUT LEVELS RESPONSE LEVELS FUNCTIONS

4.3 PROPAGATION LOSS

The propagation loss routine provides a capability for
calculating propagation loss for a particular situation or
for providing propagation loss information for use in the
detailed analysis portion of the interference analysis
process. Sub-Note 4.3(1) shows a block diagram of the
propagation loss routine. The propagation routine
provides a capability for calculating line-of-sight, radio
horizon beyond line-of-sight, and near field propagation
loss.

4.4 POWER DENSITY AND FIELD
STRENGTH

The power density and field strength routine provides
elevation cuts of field strength and power density at user
specified distances from the source antenna, distance cuts
at user specified elevations, or total contours of field
strength or power density at incremental distances and

elevations specified within the program. The user may
specify the type of terrain (i.e., smooth earth or rough
earth) or specific terrain data points. Relative antenna
directive gains are used in all calculations.

45 RAPID CULL

The rapid cull routine (SN 4.5(1)) takes a quick worst-
case look at the total problem to eliminate as many cases
as possible from more detailed analysis. The rapid cull
assumes main beam gain for the antennas and some
worst-case propagation mode, such as free space. Also,
the rapid cull uses simplified representations of amplitude
versus frequency for the transmitter, receiver, antenna,
and propagation functions. In addition to eliminating
from further consideration the cases obviously not
causing interference, the rapid cull results define the
frequency range which must be considered for cases that
are not eliminated and provide an indication of the
magnitude of potential problems.
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SUB-NOTE 4 3(1)  Propagation Loss Routine
PROPAGATION
LOSS ROUTINE
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LINE-OF-SIGHT RADIO BEYOND NEAR
FAR FIELD HORIZON LINE-OF-SIGHT FIELD
free | | sureace | | |rerLecTion g;f::;mﬁg: EMPIRICAL DIFFRACTION TROPOSPHERIC
SPACE WAVE REGION oot MODEL MODEL SCATTER
EMPIRICAL KNIFE-EDGE Ex':%zoilﬁ%u
MODEL DIFFRACTION MODEL
SUB-NOTE 4.5(1)  Rapid Cull Routine
RAPID CULL
DISTANCE U L UNDAMENTAL INTERFERENCE
INTERFERENCE INTERFERENCE INTERFERENCE

46 FREQUENCY CULL

The frequency cull (SN 4.6(1)) considers the (1) band-
widths and frequency separation between potentially
interfering outputs and (2) responses remaining from the
rapid cull. The routine eliminates from further con-
sideration those outputs and responses that are sufficient-
ly separated in frequency to provide the necessary
interference protection.
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4.7 DETAILED ANALYSIS

The detailed analysis phase (SN 4.7(1)) of the IPP-1
performs a more rigorous investigation of those po-
tentially interfering equipment pairs remaining after the
rapid cull and frequency cull. The detailed analysis takes
into account such factors as the actual mode or modes of
propagation that are likely to exist; statistical repre-
sentations of the transmitter, antenna, receiver, and
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SUB-NOTE 4.6(1)  Frequency Cull Routine
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CONSIDER
FREQUENCY FRESHLELNCY
SEPARATION AND RESULTS
BANDWIDTH

propagation functions: and time dependent conditions
resulting from rotating antennas. Results of the detailed
analysis are given in terms of the probability of inter-
ference in a particular case.

48 INTERMODULATION ANALYSIS

The intermodulation analysis routine provides a capabili-
ty for performing an intermodulation analysis either on
the basis of frequency considerations alone or on the basis
of both frequency and power considerations. The inter-
modulation analysis routines may be used to generate lists
of all possible second-, third-, fifth-, and seventh-order
intermodulation interactions between equipment within a
complex, or to generate lists of intermodulation inter-
actions between specific equipment and an equipment
complex.

49 FREQUENCY BAND ANALYSIS

The frequency band analysis routine is designed to be
utilized for problems involving equipment for which
specific frequency assignments are not available, and
minimal equipment data can be obtained. This routine is
most applicable to equipment in the definition or design
states. Although the routine makes use of the rapid cull
and detailed analysis routines, simpler models are used to
represent the equipment characteristics.

4.10 ADJACENT SIGNAL ANALYSIS

The adjacent signal analysis routine provides a capability
for analyzing the effects of potential interfering signals
within or near the receiver RF passband. The specific
interference effects that are evaluated in the adjacent
signal routine include desensitization cross modulation,
intermodulation, and sideband emission. Results are
expressed in terms of signal-to-interference, and signal-
to-noise ratios.

4.11 FREQUENCY-DISTANCE ROUTINE

Two variables which may be varied over a wide range are
operating frequency and location. The frequency-
distance routine provides an evaluation of the trade-off
relationships between adjacent signal effects. frequency.
and distance.

5. OPTIONS

The IPP-1 is an extremely flexible program with many
user options built into the executive program. Examples
of some user options are:

a. The user has access to the equipment catalog sub-
routine for either updating existing equipment files or
reading equipment characteristics from the files.
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SUB-NOTE 4.7(1)  Detailed Analysis Routine

DETAILED
ANALYSIS
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ANTENNA
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Y
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ANTENNA ANTENNA
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CORRECTION CORRECTION
Y
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LOSS
CORRECTION
Y Y
PROBABILITY OF ANTENNA TIME
INTERFERENCE DEPENDENT
RESULTS STATISTICS
\
DETAILED
ANALYSIS
RESULTS

b. The user may perform only the rapid cull.

¢. The user may perform both the rapid cull and
frequency cull.

d. The user may perform the rapid cull, frequency cull,
and detailed analysis.

e. The propagation loss calculation routines may be
used independently.

f.  The power density and field strength routines may be
used independently.
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g. Lists of intermodulation frequencies may be gen-
erated for second-, third-, fifth-, and seventh-order
intermodulation

h. An analysis of intermodulation interference between
specified equipment and an equipment complex may be
performed.

i.  An interference analysis may be performed on the
basis of frequency band considerations instead of specific
frequencies.

6. INPUT INFORMATION

To utilize the process to perform an interference analysis,
it is necessary to specify the nomenclature, location, and
operating frequency for equipment contained in the
equipment catalog. If the catalog does not list the
equipment, it is necessary to provide additional nominal
equipment data as: (1) transmitter power output,
emission type, and bandwidth; (2) receiver sensitivity,
bandwidth, and IF and local oscillator frequencies; and
(3) antenna gain, type, polarization, height, orientation
and beamwidth. In addition to the input information
specified, it is desirable (but not necessary) to have terrain
data, specific information on equipment interference
characteristics, and data on special fixes which may be
supplied on specific equipment.

7. OUTPUT INFORMATION

The specific answers that are obtained in a particular
problem are determined by the extent to which the
analysis is carried out.

7.1  RAPID CULL

If only the rapid cull is performed, the results (1) identify
all potentially interfering equipment pairs by
nomenclature, (2) define the frequency range over which
interference problems may exist, and (3) specify the inter-
ference margin (defined as the amount by which the inter-
fering signal exceeds the level required to produce a
standard response at the output of the receiver) over each
frequency range of interest. Other outputs from the rapid
cull include the distance separation between potentially
interfering equipment pairs and their respective tuned
frequencies.

7.2 RAPID AND FREQUENCY CULL

If both the rapid cull and the frequency cull are per-
formed, the answers obtained from the process will
provide additional information as to the specific trans-
mitter outputs and receiver responses which may result in
interference problems.
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7.3 DETAILED ANALYSIS PHASE

The detailed analysis phase of the process provides
additional answers such as (1) the elimination of rapid
cull and frequency cull potentially interfering equipment
pairs by considering specific propagation modes and
antenna directivity characteristics, (2) a statistical
description of the interference margin, (3) the details of
time dependent statistical, and (4) a summary of the
combined effects of time dependent and time independent
statistics. The IPP-1 is designed to print the significant
results at the end of each analysis in several standard for-
mats. Complete results are available in the computer at
the end of each of the above analyses. Either the standard
format can be used or (with simple modifications to the
process) all or any subset of the results can be obtained in
a format meeting the user’s requirements.

AFSC DH 1-4
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DESIGN NOTE 4B2

DN 4B2

INTRASYSTEM EMC SYSTEM MODELING ANALYSIS

1. INTRODUCTION

Modern aerospace vehicles contain increasing numbers
of complex and sophisticated avionics subsystems that
must operate harmoniously to achieve mission objectives.
Ensuring electromagnetic compatibility for such avionics
is a complex and time consuming problem. To assist the
engineer in establishing and maintaining intravehicle
electromagnetic compatibility, a complete program was
developed to predict and analyze electromagnetic
interference (EMI) between avionics subsystems on
aerospace vehicles. The program is used to derive
information which is otherwise impractical or difficult to
obtain. The program is described in Ref 444.

2. DESCRIPTION OF ANALYSIS PROGRAM

The four interrelated computer programs which comprise
an electromagnetic compatibility analysis follow:

a. Antenna-to-Antenna  Compatibility  Analysis
Program (ATACAP). Analyzes EMI from transmitters
to receivers when the coupling path is between their
antennas.

b. Wire-to-Wire Compatibility Analysis Program
(WTWCAP). Analyzes EMI resulting from cross
coupling within a wire bundle.

c. Field-to-Wire Compatibility Analysis Program
(FTWCAP). Analyzes EMI induced in the loads of an
aircraft wire bundle from exposure to on-board antenna
radiation through dielectric apertures in the vehicle skin.

d. Box-to-Box Compatibility Analysis Program (BTB-
CAP). Analyzes EMI resulting from low frequency
magnetic fields coupling into sensitive transformers and
electron beam devices within equipment boxes.

Each program exists as a separate deck of punched cards,
and input data formats are compatible between them. All
four programs can be run for a given vehicle to obtain a
complete EMI analysis or they can be run independently,
as desired. The programs are in FORTRAN IV language
and were written for the CDC 6600 computer.

2.1 CONCEPTUAL AND DESIGN PHASE

Since the EMI predictions are most valuable early in the
conceptual and design phases of vehicle development, the
programs should be used before many of the basic
equipment parameters are known. Therefore, the
programs have many built-in default parameters which
can be used for the unknown parameters. The values are
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based on the applicable military specification or on
mathematical expressions. An analysis can be performed
initially using the default values so that the major EMI
problem areas can be determined and corrective measures
taken. Later, when the actual data and specifications
become available, new analyses can be made to update the
previous ones. Each program prints a summary of all data
including any default values that were inserted. Thus, a
record of the data on which the analysis was based is
provided. All default values are identified in the printout.

2.2 EMI MARGINS

The analysis results are provided as EMI margins in
decibels (dB). The EMI margin is defined as the ratio of
the received signal at a given receptor from a given
interference source to the susceptibility level of that
receptor. Thus, interference is clearly indicated as a
positive number. Information on the cause of the
interference and the analysis method utilized are also
given in the output for each interference situation. In the
antenna-to-antenna program, for example, the maximum
EMI frequency and the maximum and minimum
frequencies of coincidence between the transmitter and
receiver are given in addition to the EMI margin.

2.3 DATA ERROR

The programs also provide extensive data error
diagnostic outputs. For example, if an input code is not
recognized by the computer, it prints out the type of code
as well as the bad data. This aids the user in locating a
mispunched or out of sequence data card.

24 CLASSIFIED DATA

Provisions are also included for the use of classified data.
The security classification is specified for each subsystem,
and the highest classification is printed on the top and
bottom of each output page.

3. EXAMPLE OF THE
ANTENNA-TO-ANTENNA
COMPATIBILITY ANALYSIS PROGRAM

This program surveys a vehicle for interference between
transmitters and receivers where the coupling path is via
their antennas. It examines transmitter frequency ranges,
including harmonics, for coincidence with the receiver
ranges. Where coincidence is found, the worst-case signal
level from the transmitter at the receiver input is
calculated for all antenna combinations. Each received
signal level is compared to the receiver threshold by
calculating the EMI margin. If the margin is positive, the
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received signal exceeds the threshold; and if negative, it is
below the threshold. Therefore, a positive margin number
indicates interference; and a negative one, no in-
terference. However, receiver discrimination circuitry
and unknown parameter variations may prevent in-
terference even with a positive margin. Hence, the margin
is only an indicator of potential interference, and the
predicted interference situations should be examined with
this in mind.

3.1 AIRCRAFT DATA

For antenna propagation calculations, a flat- or round-
bottomed cylindrical model is used to approximate the
vehicle shape. A visualization of the flat-bottomed model
fitted to an F-4 aircraft is shown in SN 3.1(1). The model
is divided into fixed and variable radius regions with the
dividing point at FSy, as shown. If one or both antennas
are in the fixed cylinder region, cylindrical spirals are used

AFSC DH 14

to compute antenna separation and fuselage shading. If
both antennas are in the variable radius region,
separation is calculated by a conical spiral fitted between
the locations of the two antennas. The cone will vary
depending on the radii of the two antennas. These two
spirals are illustrated in SN 3.1(2). If the shortest path is
not around the fuselage, a straight line is used. When the
flat-bottom option is specified and both antennas are
below WLgo1, a straight line is used for the separation
calculation; and there is no fuselage shading.

3.1.1  WING AREA. When the path between the
antennas is around the wing, it is calculated in two
segments, transmitter antenna-to-wing and wing-to-
receiver antenna. Sub-Notes 3.1(1)and 3.1(2) are used to
calculate distances and fuselage shading for each
segment. Using this, the path giving minimum propaga-
tion loss, including diffraction around the wing, is
determined.

SUB-NOTE 3.1(1)

Basic Aircraft Parameters (Flat-Bottomed Cylinder)

“
ve-.

~~~~~~~~~
......

FIXED RADIUS CYLINDER
Y (WL - Wlc )

VARIABLE
RADIUS
REGION

{

CENTROID
WL=0

X CENTROID WL
(8L) (WLg)

SUB-NOTE 3.1(2)

Spirals Used in Antenna Separation and Shading Calculations

CYLINDRICAL SPIRAL

P] = Pz = Pf
FIXED RADIUS REGION

CONICAL SPIRAL

Py ¥ P,
VARIABLE RADIUS REGION
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3.1.2 DESCRIPTIVE PARAMETERS. Parameters
describing the model are referenced to the standard butt-
line (BL), water line (WL), and fuselage station (FS)
system used for aerospace vehicles, as shown in SN 3.1(1).
The butt-line is the horizontal distance to the right
(positive) or left (negative) from centerline, water line is
the vertical distance from the vehicle bottom, and
fuselage station is lengthwise distance from the nose. The

DN 4B2

origin of this coordinate system may vary from vehicle to
vehicle.

3.1.3  WING PLANE. The wings are specified by
locating the four corners of the wing plane. The eight
parameters describing this, as illustrated in SN 3.1.3(1)
apply to the right wing (positive BL). The second aircraft
card applies to the points nearest the fuselage, and the
third applies to those at the wing tip.

SUB-NOTE 3.1.3(1)  Wing Point Location (Horizontal and Vertical Plane)

FS
{Z Axis) P

Wing Fuselage BL

s s |y
—/ % é ing Fusefage gl
Wing Tip BL Fwd FS

—
\ V"
w

Wing Tip
Aft FS

X~

Wing Tip
Fwd FS
Wing Fuselage
Aft FS BL
(X Axis)
HORIZONTAL PLANE
Y Axis

Wio

J

Centroid

Wing
Tip
WL

—__ R = N
I e~ P
— %‘42{_ WL =0
WL = 0

VERTICAL PLANE

Wing
Fuselage

W FS$ =0

2 MAR 84



AFSC DH 14

DESIGN NOTE 4B3 HIGH FREQUENCY PROPAGATION PROGRAM

DN 4B3

1. INTRODUCTION

The high frequency (HF) propagation program is
designed to predict propagation skywave transmission
losses that occur in the 3 to 30 MHz frequency band. The
program was written to previde propagation loss models
for the IPP-I1. (See DN 4Bl.) The HF propagation
program can perform the propagation loss calculations
for the interference analysis. The program can also be
used for design and detailed analysis of HF circuits and
for predicting skywave losses for HF signals. The
determination of which of the various skywave modes of
propagation may exist is one of the first operations of the
HF computer program. Transmission of a signal via the
E-layer, both the E- and F-layers, and the F-layer alone
may occur simultaneously. This program determines
whether various modes as described can exist for the
conditions specified by the input data, and if they did
exist, the loss for each mode is evaluated. Propagation
occurs via both ionospheric and ground reflections.
Therefore, both the ground wave losses and losses
incurred by signals reflected from the ionosphere are
calculated by the program and combined at the receiving
location to provide the final propagation path loss.
Statistics for all losses are carried throughout the
computations. This program is limited to the evaluation
of losses occurring in the 3 to 30 MHz frequency range
and is written to be operated on the computer system at
the Rome Air Development Center. The HF model that
has been programmed represents an efficient technique
for predicting propagation losses that occur in skywave
transmission. The anomalous behavior of the ionosphere
may contribute significantly to interference. Therefore,
prediction accuracy is limited by this effect.

2. MODELS AND TECHNIQUES

A basic flow diagram of the HF computer program is
shown in SN 2(1). The first computations use E- layer
characteristics to determine possible E-layer modes.
Takeoff angles are computed for each of the various
modes. If F-modes are possible, the next set of
computations determines F-modes and respective
takeoff angles. The E- and F-mode calculations used
with proper logic determine the possibility of mixed
modes. Additional calculations provide the necessary
radiation angles. Losses are computed after mode and
takeoff angles are determined. These losses, referred to as
quasi-minimum losses, require correction. Lookup
statistics for excess losses for various geographic regions
are available in the program. Parabolic layer theory is
used throughout the program.

REG  RADC/RBCT
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SUB-NOTE 2(1)  Basic Flow Diagram
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3. BASIC THEORETICAL CONSIDERATIONS

Basic calculations of hop distances are made in the
program on the assumption of a parabolic variation in
refractive index. The basic equation of the refractive
index for a parabolic layer is given by

p=1-az+ b7 (Eq 1)
where u is the refractive index and z is the height in
relation to the bottom of the parabolic layer. The
constants a and b are found by

a=2{f2m (Eq 2)

and
(Eq 3)

where fc. is the critical frequency, f is the operating
frequency, and z., is the height at which peak ionization
occurs. Hop distances can be determined by using this
model.

3.1 HOP DISTANCE

Sub-Note 3.1(1) shows the type of calculations that must
be employed in determining the hop distance in E-layer
transmission. The takeoff angle is A. The angular
distance the ray travels from the ground to the bottom of
the E-layer is represented by 6fge. This distance is
calculated by spherical trigonometry techniques. The
distance Oue is calculated by equations derived from a
parabolic layer and spherical geometry. If the two angular
distances are known, it is a simple matter to determine the
actual hop distance for a ray having a takeoff angle A.
The F-layer hop distances are more complicated. Sub-
Note 3.1(2) shows the basic calculation required to
determine this distance. With a takeoff angle A, 6ce may
be determined as previously discussed. The E-layer
bending occurs in F-layer transmission. Ray-tracing
equations provide a mathematical expression for angular
distance Oge.The distances Oer and Our are determined in
exactly the same manner as e and Oume, respectively. By
knowing layer heights, thickness, and critical frequencies,
hop distances can be determined.

3.2 BOUGUER’S RULE

One of the important relationships employed throughout
the computer program is Bouguer’s rule. Bouguer’s rule is
essentially Snell’s law for spherical geometry. Briefly, it
states

(Eq 4)

where u is the refractive index, r is the radius of curvature,
and 6 is the angle included between the ray path and

ur sin 6 = constant
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SUB-NOTE 3.1(1)  E-Layer Ray Geometry

SUB-NOTE 3.1(2)  F-Layer Ray Geometry

radius vector. Bouguer’s rule is further explained with the
aid of SN 3.2(1). The equation (SN 3.2(1 ) shows the basic
relationship that exists between the values of refractive
index, radius of curvature, and angle of incidence at one
position and the values for the same parameters at a
second position. Bouguer’s rule may be used to determine
the reflection height and to indicate the minimum angle of
incidence which will support reflection. The minimum
angle may be determined by letting 6. = w/2 and z = zn.

3.3 RELATIONSHIP BETWEEN ANGLES

In the program, the basic use of parabolic layer theory
and Bouguer’s rule lies in the establishment of critical
angles and in the construction of curves which relate the
takeoff angle A to the hop distance. A simple functional
relationship exists between A and the angle 8. Sub-Note
3.3(1) shows the relationship between the angle of
incidence 6 at the reflecting layer and the hop distance h.
This curve may be reconstructed by using the relationship
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SUB-NOTE 3.2(1)  Bouguer’s Rule

DN 4B3

SUB-NOTE 3.3{(1)  Hop Distance Curves

K1 N sin 9] S Mafa sin 82

between A and 8 to show the relationship of hop distance
to takeoff angle (SN 3.3(1)). For single-layer transmis-
sion, the parameters required for the construction of
curves are parabolic layer height, layer semithickness,
critical frequency, and operating frequency. If, as in the
case of F-layer transmission, an intervening layer is
present, the height, semithickness, and critical frequency
of that layer are also required. A single curve represents a
condition of fixed layer heights, fixed semithicknesses,
and fixed ratios of critical frequencies to operating
frequency.

3.4 SKIP DISTANCE

In SN 3.3(1) the angle 6,, is determined directly from
Bouguer’s rule. At angles less than 6,, ionospheric
reflections do not occur. The angle 6, is directly related to
a critical takeoff angle, shown as A,. In SN 3.3(1), a
minimum value is shown to exist for the hop distance.
This value is commonly referred to as the skip distance. It
should also be noted that two angles may be found fora
given hop distance that is greater than the skip distance.
One of these represents the high-angle ray and the other
the low-angle ray. The skip distance exists for a certain set
of ionospheric conditions and a given operating frequen-
cy. As the operating frequency is increased, the skip
distance becomes greater; therefore, the operating
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frequency becomes the maximum usable frequency when
the hop distance equals the skip distance.

4. PROGRAM DESCRIPTION

The major portions of the HF propagation program
consist of an executive control program, an input data
program. an output printing program, and the main HF
propagation_loss control program. The four primary
routines employed by the program are the E-layer,
F-layer, and mixed mode routines, and the loss
calculation routine. Twenty-five auxiliary subroutines
are used within the HF program. These subroutines
perform the necessary operations of distance and takeoff
angle evaluation, mode selection, loss calculations, and
the routines for performing the functions required by the
primary calculation routines.
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INTRASYSTEM ELECTROMAGNETIC COMPATIBILITY

DESIGN NOTE 4B4

ANALYSIS PROGRAM (IEMCAP)

1. INTRODUCTION

Performance of modern weapons systems is increasingly
dependent upon the compatible functioning of electrical
and electronic subsystems. The typical system of today
includes numerous such subsystems with their associated
interconnecting wires and, often, with large numbers of
antennas for transmission and reception of required
signals. Thus, electromagnetic compatibility (EMC)
assurance is increasingly an integral and crucial part of
subsystem and system design engineering. The Intra-
system Electromagnetic Compatibility Analysis Program
(IEMCAP) can assist the engineer through detailed
modeling of a system, whether it be a ground based,
airborne, or a space/missile system. This DN discusses
the capabilities of IEMCAP as well as its basic structure
and components. Further information concerning
IEMCAP is contained in Ref 192.

2. CAPABILITIES OF IEMCAP

IEMCAP is a link between equipment and subsystem
EMC performance and total system EMC characteristics.
The IEMCAP performs the following tasks:

a. Provides a data base which can be continually
maintained and updated to follow system design changes.

b. Generates EMC specification limits tailored to the
specific system.

¢. Evaluates the impact of granting waivers to the
tailored specifications.

d. Surveys a system for incompatibilities.

e. Assesses the effect of design changes on system
EMC.

f.  Provides comparative analysis results on which to
base EMC trade-off decisions.

3. DESCRIPTION OF IEMCAP

This  system incorporates state-of-the-art com-
munications and EMC mathematical models into a
computer program which efficiently evaluates the spectra
and the transfer modes of electromagnetic energy
between generators and receptors within a system. These
capabilities are combined by IEMCAP into a modular
framework which facilitates IEMCAP modification as
the state-of-the-art 1n modeling progresses. This provides
a flexibility in updating IEMCAP as new or improved
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mathematical models are developed. It also means
IEMCAP may be easily applied to a wide variety of EMC
analysis and design problems by utilization of only the
necessary modules for a specific problem.

3.1 EXERCISE OF IEMCAP

The program is designed for use by an EMC systems
engineer with a minimum of computer experience. The
input data requirements, program control, and output
formats are engineering oriented. To allow it to be run on
a wide range of computers, the program is written in USA
standard FORTRAN language. It runs with approxi-
mately 86K (decimal) words of computer core memory.

3.2 IEMCAP DATA ORGANIZATION

Air Force systems typically contain vast numbers of
emitters and receptors of electromagnetic energy. A
hierarchy structure is defined in IEMCAP, as shown in
SN 3.2(1), to organize this data into a form convenient for
collection and utilization by the user and IEMCAP. The
system (aircraft. spacecraft, or ground) is divided into
subsystems. Subsystems are groups of equipment
performing related tasks. For example, an aircraft system
might have a navigation subsystem which is composed of
scveral groups of equipment such as a transmitter-
receiver unit, and a navigation computer. Electro-
magnetic energy may enter or leave these equipment via
ports. Examples of equipment ports include antennas,
wires, and equipment cases.

3.3 BASIC ANALYSIS APPROACH

All intentional ports must generate and/ or receive certain
types of signals to perform their intended function. The
signals or responses which are intentionally generated
and coupled from port to port are called operationally
required and cannot be altered without affecting system
operation. In addition to the required signals, there may
be additional undesired signals and/or responses. These
are called operationally nonrequired. For example, an
emitter can have nonrequired outputs in the form of
harmonics, and a receptor can have a nonrequired
response 1n the form of an image response. Nonrequired
responses may be produced both by nonrequired signals
and/or by required signals which are unintentionally
coupled to the wrong ports. An incompatibility is said to
exist when sufficient signal from an emitter port, or ports,
is unintentionally coupled to a receptor port to exceed its
susceptibility threshold. Required signals and responses,
by definition, cannot be restricted by EMC specification.
The nonrequired signals and responses are spurious and
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SUB-NOTE 3.2(1)  IEMCAP Data Hierarchy
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PORT PORT TACAN ANTENNA

can be controlled; that is, limits can be set for them to
make the system compatible. These limits are called EMC
specifications. Ideally, if no ports have nonrequired
emissions or susceptibilities exceeding these limits, the
system is compatible. An important task of IEMCAP is
the generation of a set of specification limits tailored to
the specific system under analysis.

4. PROGRAM OPERATION

The IEMCAP is divided into two sections, and the basic
flow through them is shown in SN 4(1). These sections are
executed independently with intermediate data storage
on a number of disk or tape files known as working files.
Depending on the analysis and the size of the system being
analyzed, the program sections can be executed in suc-
cession or run separately.

4.1 INPUT DECODE AND INITIAL
PROCESSING ROUTINE

The first section of IEMCAP, called the Input Decode
and Initial Processing Routine (IDIPR), is divided into
three basic routines: Input Decode Routine, Initial
Processing Routine, and Wire Map Routine. The Input
Decode Routine reads and decodes the free-field input
data from punched cards and checks the data for errors. If
an error is found, a message is printed along with the card
containing the error, and the program continues. If after
all cards have been processed, there are errors, the
program normally stops. (The user can override this error
stop if desired.) If there are no input errors, the program
proceeds into the Initial Processing Routine (IPR). This
routine performs data management, interfaces with the
spectrum models, and generates the working files. Data

defining the system and all its components is stored on a
magnetic disk or tape called the Intrasystem File (ISF).
For a given run, the system to be analyzed can be defined
from punched cards only, from a previously created ISF,
or from an old ISF updated by cards. The IPR assembles
and merges the data to be analyzed and writes this data on
a new ISF for future runs and on the working files for
analysis. During this process, IPR interfaces with the
spectrum math model routines. From IPR, the program
enters the Wire Map Routine which generates cross-
reference map arrays for use by the wire coupling math
models during analysis. At this point, execution of
IDIPR terminates. The computer can either stop or
continue into the second section, depending on the job
setup.

4.2 TASK ANALYSIS ROUTINE

The second section of IEMCAP, called the Task Analysis
Routine (TART), uses the data compiled by IDIPR to
perform the desired analysis task. This is any one of the
following four tasks:

a. Specification Generation. Adjusts the initial nonre-
quired emission and susceptibility spectra so that the
system is compatible, where possible. The user-specified
adjustment limit prevents too stringent adjustments. A
summary of interference situations not controlled by
EMC specifications is printed. The adjusted spectra are
the maximum emission and minimum susceptibility
specifications for use in EMC tests.

b. Baseline System EMC Survey. Surveys the system
forinterference. No adjustments to port spectra are made.
From this, the EMC of a system due to existing
equipment can be determined. A summary of the
predicted interference is printed.
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¢. Trade-off Analysis. Compares the interference for a
modified system to that from a previous specification
generation or survey run. The effect on interference of
antenna changes, filter changes, spectrum parameter
changes, wire changes, etc., can be assessed from this.

d. Specification Waiver Analysis. Shifts portions of
specific port spectra as specified and compares the
resulting interference to that of a previous specification
generation or survey run. From this, the effect of granting
waivers to specific parts of the specification can be
assessed.

TART is composed of two basic routines. The Specifica-
tion Generation Routine performs this first task, and the
Comparative EMI Analysis Routine performs the
remaining three. These routines interface with the
coupling math model routines to compute the transfer
ratios between emitter and receptor ports.

5. MODELS

The mathematical models used by IEMCAP can be
divided into the general classifications of emitter models,
receptor models, transfer models, and the system model.

5.1 EMITTER MODELS

The emitter models relate the parameters of the
equipment and emitter data to the power spectral density
output by the emitter port. The following emitter models
are incorporated in IEMCAP for the common emitter
types (provision is made for user input of spectral
densities for those types not modeled):

a. Binary Frequency—Shift Keying

b. Amplitude Modulation (AM) with Stochastic
Process

c. Angle Modulation with Stochastic Process

d. Single Sideband Amplitude, Phase and Frequency
Modulation (FM) with a Stochastic Process

Bounds on the Emission Spectra of Chirp Radars
Pulse Code Modulation/ AM—Nonreturn to Zero
Pulse Position Modulation

Pulse Code Modulation/ AM—Biphase

Pulse Amplitude Modulation—FM

=2 T T

[y

j.  Pulse Duration Modulation

k. Various Pulse Trains—Rectangular, Trapezoidal,
Triangular, Sawtooth, Exponential, Damped Sinusoid

AFSC DH 14

5.2 RECEPTOR MODELS

Receptor models relate the energy spectrum at the
receptor port to the response produced by that spectrum.
The basic approach for receptors employed in IEMCAP
is to accept input data on in-band sensitivity, along witha
bandwidth parameter, and to then form a rectangular
shaped susceptibility function in the required spectral
region. This required spectra connects to nonrequired
spectra defined by user-adjusted military specification
interference limits. An RF receiver representation in
IEMCAP will, in general, actually have a trapezoidal
shaped susceptibility function (in-band) due to the skirt
slopes of the normal selectivity curve. If more is known
about the details of its responsive curve than simply the
flat response, the user can specify the known response
curve.

5.3 TRANSFER MODELS

The transfer models are used to compute the ratio
between the energy output at an emitter port and that
present at the input to a receptor port. The following
transfer models are included in IEMCAP:

a. Filter Models. Single Tuned, Transformer Coupled,
Butterworth Tuned, Low Pass, High Pass, Band Pass,
Band Reject

b. Simplified Theoretical Ground Wave Model

c. Antenna Models. Monopole, Dipole, Slot, Loop,
Horn, Parabolic Dish

d. Antenna-to-Antenna Coupling
e. Field-to-Wire Coupling
f.  Wire-to-Wire Coupling
g. Case-to-Case Coupling

5.4 SYSTEM MODEL

The system model is used to structure the emitter,
transfer. and receptor models to account for
simultaneous operation of all equipment. This enables
calculations for compatibility and specification genera-
tion to be performed not only between pairs of
equipment, but also among all equipment when all are
operating simultaneously. The system model for
IEMCAP employs the standard EMC approach of
identifying all ports in the system having potential for
undesired signal coupling. These ports are divided into
arrays of emitter ports and of receptor ports having
identifiable coupling paths. A simplified diagram of this
approach is given in SN 5.4(1). Each element of an array
of N;emitters is considered to have a coupling path to one
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or more elements of an array of Ir receptors. In this
simplified diagram only three coupling paths are shown,
illustrating the general idea that more than one emitter
can couple toa given receptor and further illustrating that
a given emitter can couple to more than one receptor. All
ports and coupling media are assumed to have linear
characteristics. Emissions from the various emitter ports
are assumed to be statistically independent so that signals
from one or more emitters entering a receptor port
combine on an rms or power basis. The function of
IEMCAP is to determine, by analysis, whether signals
from one or more emitters entering a receptor port cause
interference with the required operation of that receptor.
This electromagnetic interference is addressed in
IEMCAP by computation of an EMI Margin for each
receptor port. This EMI Margin is simply the ratio of
power received at a receptor port to that receptor’s
susceptibility. IEMCAP computes this margin in
decibels; the more positive the number in decibels the
greater is the interference while the more negative the
number in decibels the greater is the compatibility.
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DN 4B5

PRECIPITATION STATIC ANALYSIS PROGRAM

DESIGN NOTE 4B5*

(PSTAT)

1. INTRODUCTION

The flight of airborne vehicles through precipitation often
causes the accumulation of static electricity on the vehicle
surfaces. This precipitation static causes electromagnetic
interference (EMI) which can directly affect overall
vehicle effectiveness and safety. The Precipitation Static
Analysis Program can aid the system design engineer by
predicting the electromagnetic noise at an aircraft
antenna due to precipitation static. ‘The Precipitation
Static Analysis Program is a computer program which
models the electromagnetic noise created by either the
corona discharge or the streamer discharge modes of
precipitation static. This DN presents the theoretical and
empirical foundations of PSTAT.

2. PRECIPITATION STATIC PHENOMENA

The operation of an airborne vehicle in precipitation
causes a frictional electrification effect. The impinging
precipitation particles acquire a net charge and also
deposit an equal and opposite charge on the vehicle itself.
The particle impact rate in a typical cloud is sufficient to
cause aircraft surfaces to reach a potential of hundreds of
kilovolts in less than a second.

2.1 CORONA DISCHARGE

When the vehicle potential reaches roughly 100 kV, the
electric field intensity at the aircraft extremities is
sufficiently high to cause electrical breakdown of the air.
This breakdown is called corona discharge. Atthe normal
operating altitudes of aircraft, the corona discharge
occurs not as a continuous flow of charge but as a series of
pulses. These pulses have roughly a 10-ns rise time and
200-ns duration; consequently electromagnetic noise is
gencrated over a broad spectrum.

2.2 STREAMER DISCHARGE

A similar situation exists on the dielectric surfaces of an
airborne vehicle. As charge accumulates on the dielectric
surfaces, the potential with reference to the airframe rises.
When the electrical field intensity becomes sufficiently
high, electrical breakdown occurs across the dielectric
surface. This breakdown is called streamer discharge. A
surface streamer involves the rapid transfer of charge
over a substantial distance and generates serious
electromagnetic noise.

REO  ASD/ENACE
*Material in this DN extracted i part from Ref 1432
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3. CORONA DISCHARGE MODEL

The corona discharge model of PSTAT predicts the noise
field present at an aircraft antenna due to corona
discharges. The noise field at an antenna is calculated
from the noise spectrum generated at each aircraft
extremity. The noise spectrum of corona discharges is
dependent upon the total aircraft charging current., Users
of PSTAT can quiet selected discharge locations to
observe the effect of installing quieting devices such as
static dischargers.

3.1 TOTAL CHARGING CURRENT

The total charging current on an aircraft is dependent on
aircraft speed, aircraft intercept area, and cloud type. The
value for the total charging current calculated by PSTAT
is based on extensive flight test and laboratory studies
involving a KC-135 aircraft. The charging current for
different sized aircraft is extrapolated by using the ratio of
the effective intercept area of the aircraft to the KC-135.
The total charging current is apportioned among the
various aircraft extremities as follows: eachempennage
tip, one-seventh; each wing tip, two-sevenths.

3.2 SOURCE NOISE SPECTRUM

The corona noise spectrum is obtained from the corona
discharge current at each aircraft extremity by applying
empirically derived formulas. These formulas are plotted
in SN 3.2(1) with the experimental data.

3.3 COUPLING FACTOR

The noise spectrum at an aircraft antenna is calculated
from the source noise spectrum by applying the
appropriate coupling factor. The PSTAT uses coupling
factors derived from measurements as shown in the
graphs of SN 3.3(1). The program scales the resonant
frequencies of these coupling factors to make them valid
for different sized aircraft. The total received noise
spectrum at an antenna is calculated by summing the
noise contributions from each extremity on an rms basis.

3.4 EQUIVALENT NOISE FIELD

A more useful expression of the corona noise spectrum at
an antenna is in terms of the field intensity required to
generate the noise spectrum in the antenna. The PSTAT
uses a quasi-static model to estimate the equivalent noise
field at a particular antenna location.
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SUB-NOTE 3.2(1)  Corona-Noise-Source Spectrum Characteristics
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SUB-NOTE 3.3(1)

Measured Coupling Factors for Antennas on Boeing 367-80 Aircraft
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4. STREAMER DISCHARGE MODEL

The streamer discharge model of PSTAT predicts the
noise spectrum or equivalent noise field at an aircraft
antenna due to streamer discharges. The noise at an
antenna is calculated from the noise spectrum generated
at an aircraft dielectric surface, such as nose radome or
canopy. This noise spectrum is dependent upon the
streamer discharge current.

4.1 STREAMER DISCHARGE CURRENT

The charging current responsible for streamers is
dependent upon the total aircraft charging current and
the relative intercept area of the dielectric material. This
program relates these quantities in an empirically derived
formula based on flight test measurements made on an
F-4 aircraft.

4.2 NOISE SPECTRUM

Flight testing and laboratory studies indicate that
streamer discharges induce pulses of the form shown in

2 MAR 84

SN 4.2(1). Because the time waveform (and hence the
noise spectrum) of each streamer pulse depends on the
length of the streamer, PSTAT uses a statistical model to
represent noise spectrum. This statistical model is based
on a series of discharge pulses occurring at random times
with randomly varying time waveforms.

4.3 COUPLING

This program models the coupling from a streamer noise
source to an aircraft antenna by categorizing the streamer
source in one of three physical locations relative to the
antenna. Each of the following categories uses empirically
derived coupling data:

a. Antenna is located on the fuselage aft of the region
(such as radome) on which streamers are occurring.

b. Antenna is located beneath a windshield or canopy
on which streamers are occurring.

¢.  Wire antenna is located on the underside of the
dielectric on which streamers are occurring.
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SUB-NOTE 4.2(1)  Typical Current Pulses Induced by Streamer Discharges
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44 EQUIVALENT NOISE FIELD

The PSTAT uses a quasi-static model to calculate the
equivalent noise field for configurations in Para 4.3a and
Para 4.3b. For the configuration in Para 4.3c, the

streamer source is so close to the wire antenna that the
streamer coupling is independent of wire length and,
hence, also antenna induction area. Thus, PSTAT
calculates the noise current spectrum in the wire rather
than the equivalent noise field.
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CHAPTER 5

CHAP 5
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DESIGN NOTE 5A1

DN 5A1

INTERFACES

1. GENERAL

To ensure an interference free system, follow the inter-
face guide for the areas shown in SN I(1).

2. SYSTEM INTERFACE PROBLEMS

Most interface problems are generated by lack of proper
direction or lack of coordination by the overall system
cognizant personnel. It should be the responsibility of
system personnel to dictate to, and provide resolution of,
interface problems which are usually the result of the phi-
losophy that “if my equipment works, why should I worry
about his?” From a compatibility approach this thinking
can be disastrous.

2.1 DISCIPLINES

Ensure that a good interface exists between cables, con-
nectors, electrical bonds, grounds, shields, and filters to
obtain an EMC tight system.

2.2 SHIELDING INTERFACES

Care should be taken to ensure that connectors maintain
the shielding integrity of both the cable and the chassis or
panel to which the connector is attached. Cabinets and
cable shields with a high degree of shielding may be com-
promised by leakage through and around -certain
connectors.

3. SNEAK CIRCUITS

Some types of interface problems have been called “sneak
circuits” because they are an insidious aspect of design
caused by the size and complexity of modern systems.
One definition is: “a sneak circuit is a latent path which
causes an unwanted function to occur or inhibits a desired
function without regard to component failure.” Sneak

circuits include sneak paths, sneak timing, sneak indica-
tion, and sneak labels.

a. A sneak path is an unexpected/undesired route for
current or energy.

b. A sneak indication is an ambiguous or false display
of system operating conditions.

c. Sneak timing occurs when current or energy flows
unexpectedly or when a function is inhibited at an un-
expected time.

d. A sneak label is initiation of an incorrect stimulus.

Conduct systematic analysis for sneak circuits during the
design of new equipment and modifications.

3.1 CAUSES OF SNEAK CIRCUITS
The following are typical causes of sneak circuits:

a. Design changes which are not properly integrated
into the system or do not fully consider all operating and
test modes.

b. Incomplete design review caused by overlapping or
changes in design authority from designer, integrators,
configuration boards, and test groups.

c. Size and complexity of system.

d. Human factors that contribute to confusing or out-
of-sequence procedures.

3.2 EXAMPLES OF SOFTWARE PROBLEMS
Some causes and effects of problems are:

a. Causes—incorrect implementation, conflicting com-
mands, incorrect initiation, missing logic, incomplete
testing, incorrect sequences.

b. Effects—logic loops, open ended logic, unused logic,
logic bypass, unnecessary logic, invalid test or output.

SUB-NOTE 1(1) Interface Guide
BONDING &
CABLING CONNECTORS GROUNDING EARTHING SHIELDING FILTERING
CABLING SECT 5B 5C3 505 582 5F1 5G5
CONNECTORS 5B5 SECT 5C 504 5€2 — 5G5
BONDING & 5B7 502 SECT 5D SECT 5E 5F5 5G5
GROUNDING

SHIELDING 5B6 5C4 505 — SECT 5F 5G5
FILTERING 5B7 — 505 — 5F1 SECT 5G

REO. ASD/ENACE
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3.3 DATA REQUIRED FOR SNEAK
CIRCUIT ANALYSIS

In order to make an analysis, the following data are
necessary:

a. Minimum data required—assembly/compiler
listings, reference manuals for computer language,
operating system, interfacing peripherals, symbol defini-
tions, and design specifications.

b. Additional desirable data—source listing, system
description/requirements, module descriptions, flow
diagrams, interface specifications, and data structures
definitions.

AFSC DH 14

3.4 SOFTWARE ANALYSIS

An analysis can be beneficial in identifying problems
since it provides a systematic review of possible paths,
identifies abnormal as well as normal operating con-
ditions, does not require execution of the software, pro-
vides a means of verifying software/hardware inter-
actions, is relatively independent of language, and can
identify cause of problem without waiting for effect to
occur. The characteristics of sneak circuits can be
detected through early application of proper analytical
techniques and thus, possibly prevent catastrophic events
and identify problems which otherwise might go un-
detected in the design phase.
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DESIGN NOTE 5B1*

DN 5B1

INTRODUCTION

1. GENERAL

The transfer or coupling of extraneous signals into
wiring cables has been a problem ever since devices
such as sensitive radio receivers and sensitive
microphones have been employed. The many uses
of electronic subsystems have developed complex
and often-occurring problems of interference on
wiring. A generalized discussion of interaction and
propagation is given in DN 3C2, Para 3. For
additional information, see MIL-STD-454,
Requirements 65, 66, and 69.

2. CONCEPTS OF CABLE COUPLING
PHENOMENA

To analyze the coupling between two or more
cables, assume that they run parallel. The coupling
may be expressed in terms of the transfer
impedance. The transfer impedance can be
defined as the ratio of the voltage appearing
between the conductors of the second cable to the
current applied at the first. At low frequencies, i.e.,
those frequencies for which the total length of one
is short compared to the wavelength (these are
defined as those cables shorter than one-sixteenth
wavelength), the current and voltage along the
cable may be considered to be constant; therefore,
it does not matter at which end of the cable the
current or voltage is measured. At higher
frequencies, standing waves on the cables must be
taken into account if the cables are not terminated
in their characteristic impedances.

2.1 TRANSFER IMPEDANCE

The transfer impedance is clearly dependent upon
the impedances terminating between the source
and the susceptible cable. It will depend upon both
magnetic and capacitive coupling effects. At low
frequencies capacitive coupling is easily prevented
by placing one or both of the cables in metallic
shields. If the concern is with individual sensors in
a cable, this shielding will not be possible, and both
magnetic and capacitive coupling will be
significant.

REO: ASD/ENACE
*Extracted in part from Ref 631.
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3. FLAT MULTICONDUCTOR CABLES

See MIL-HDBK-176 for guidance in reducing
EMC problems in flat conductor cables.

4, CONSIDERATIONS

The decision as to types and length of cables
connecting equipment of separate subsystems
should be made by the cognizant system engineers
in coordination with each of the respective
subsystem engineers. Likewise, shield termina-
tions, lead twisting, and cable routing should be
coordinated. Thus, the integrity of the grounding
philosophy and shielding may be maintained.
Coupling problems, cross talk, and ground loops
will be minimized while compatible integration will
be greatly enhanced.

4.1 ROUTING OF WIRES AND CABLES

Routing of the wires and cables within a modern
aircraft and missile is no longer the simple matter of
getting a circuit from one point to another by the
shortest, least complicated way. Wires and cables
are actually part of the individual electronic
subsystems. The term “routing” includes
separation, segregation, and sorting into bundles
and cable placement.

4.2 VIBRATION AND MECHANICAL
COUPLING

Vibrating electrical and electronic wiring and
cables can generate a small voltage that degrade
susceptible circuits. Vibration can also cause
chafing of insulation on sharp metal edges which
can cause short circuits and electrical fires. Ensure
that cables and wires do not come in contact with
sharp metal edges by shielding these edges and
using bushings when cables are fed through the
frame.

4.3 CABLING GUIDE

The information contained in SN 4.3(1) is
furnished for guidance.
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SUB-NOTE 4.3(1) Guidance for Cabling

® N O

Analyze for both inductive and capacitive coupling.

Separate power wires from signal wires and input lines from output lines (do not install in same
wire bundle or connector).

Route susceptible wires away from power supplies, transformers, and other high power
devices.

Use twisted pairs instead of shielding power cables.

Use DN 585 for determining wiring methods and classifications.

Terminate wires and cables as suggested in DN 5B5 and DN 5C4.

Select and mate coaxial cables with RF connectors according to MiL—-HDBK-216.

Ensure cables (wires) interface with the other EMC disciplines (shielding, filtering, and
bonding).

It EMI/EMP is a factor and cannot be resolved by shielding, filtering, bonding, or grounding,
consider using fiber optical link(s}.

31 JAN 91
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DESIGN NOTE 5B2*

DN 5B2

COUPLING AT LOW FREQUENCIES

1. INTRODUCTION

Low frequency coupling is considered to be
one-sixteenth of a wavelength or lower.

1.1 MAGNETIC COUPLING

Magnetic coupling will be most noticeable as a
contributor to interference when the circuitry
attached to the cable operates into low impedances
at each end. Interference voltages are induced into
a wire by flux linkage to the source of interference.
The source of interference will be a generator of
magnetic flux which may be a transformer, a
solenoid, or another current-carrying wire. The
voltage induced in a loop by an adjacent wire of
infinite length carrying current as represented in
SN 1.1(1) will be

E=C1fLIlni—f (Eq 1)

Where:

f = frequency, hertz

L = length

I = current, amperes

Iconstant Ci = 126 X 1009 when L and r
are in mm

constant C; = 3.19 X 10-8 when L and r
are in in.

E = induced voltage, volts

riy and rp = loop distance

SUB-NOTE 1.1(1)
in a Loop

Voltage Induced

sl

REO: ASD/ENACE
*Extracted in part from Ref 631,

31 JAN 91

If the susceptible loop is at an angle to the interfer-
ence source, Eq 2 holds true. Sub-Note 1.1(2)
illustrates a source loop coupled to a sensitive wire
loop.

Ri%2 + W2 + 2R1W cos 0
E=CyfLI|In
Ri%2 + W2 - 2R W cos 0

( R22 + W2 + 2R; cos¢)]
-In
Ry2 + W2 - 2R; cos ¢

(Eq 2)
Where:
Iconstant C2 = 6.27 X 1072 when L and R
are in mm
constant C» = 1.593 X 108 when L and R
are in in.

The induced voltage rises with frequency, source
current, and length of closed loop. The induced
voltage also increases with effective area enclosed
by the pickup loop. The induced voltage will act in
circuits by driving current through the impedances
in the pickup loop and its loads. For low
frequencies, the impedance of the pickup loop will
consist primarily of wire resistance, and maximum
power will be delivered to a load of low resistance.
It is assumed that the source circuit is a low
impedance circuit since the most significant
interference will result from a high current source.
The voltage delivered to the circuits attached to the
pickup loops will rise to half the induced voltage as
the load impedance in the pickup loop rises to
match the driving impedance due to the coupling.
As the load impedance rises from this point, the
voltage at the circuit loads will rise to the full
induced voltage as a maximum.

2. REDUCING INDUCTIVE COUPLING

The following subparagraphs discuss methods to
reduce inductive coupling.

2.1 FILTERING

The higher frequency components of interfering
source current and the resulting voltage in pickup
loop may be reduced by filtering. It is usually
preferable to filter the source of the interfering
signal since it may couple into several susceptible
circuit.
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SUB-NOTE 1.1(2)

Susceptible Loop at an Angle

N~
-3
&)

SIDE VIEW

2.2 REDUCING SOURCE AND PICKUP
LOOP AREAS

Reducing the physical area enclosed by the pickup
loop and the source loop will reduce coupling. The
loop area can be made effectively smaller by
running the signal or current-carrying wire
adjacent or parallel to it return wire. Twisting pairs
of wires whose total loop area reduces to a
minimum is also effective in reducing coupling.
Using a structure for return wire can result in a
large pickup or exciting loop area. A susceptible
loop in a large installation is made by running
cables at the ceiling of a building while the return
circuits are grounded to the metal flooring.
Providing a cable trough in flooring can avoid many
interference problems.

2.2.1 MOUNTING OF BYPASS CAPACI-
TORS. Bypass capacitors should be mounted
directly against the chassis or shield which is used
as the ground return. By-pass capacitors carry
relatively large currents by virtue of their filtering
function. Exercise care in restricting the loop area
in the capacitor’s grounding return. A bypass
capacitor used across distributor points is particu-
larly effective in suppressing ignition interference.

2.3 DISTANCE BETWEEN LOOPS

The most obvious means to reduce coupling in the
pickup and source loop is to increase the distance
between them. This will reduce the induced voltage
exponentially.

2.4 LOOPS ORIENTED
PERPENDICULARLY

Coupling between the source and pickup loop is
reduced to a minimum when the conductors are
oriented in perpendicular planes. Crossing cables
at right angles, however, is not always feasible and
other means must be utilized to reduce coupling.

2.5 TRANSPOSITION OF LOOPS

The transposition of a wire and its return conductor
is an old technique originating in telephone line
construction. The use of twisted pairs often will
minimize a difficult interference problem. Recent
developments include twisted pairs of special
configuration which yield an extremely tight and
uniform twist. Shielding of various types is often
used to minimize RF coupling.

2.6 SHIELDING OF CABLES

Other mean of reducing interference coupling
which are not directly apparent from Sub-Notes
1.1(1) and 1.1(2) are associated with shielding.
Two basic principles may be used to provide
shielding: (1) magnetic flux from the source may
be isolated from the pickup loop by high
permeability materials or (2) the magnetic flux may
be reflected away from a pickup loop by high
conductivity materials. Recent developments in
cable shielding have made available braided shields
of high permeability materials. This development
offers 20-dB attenuation at 400 Hz with minimum
penalties on weight and flexibility.

|31 JAN 91
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2.6.1 HIGH PERMEABILITY MATERIALS.
High permeability materials restrict the leakage
flux path from magnetic components such as
transformers and may be wused to enclose
susceptible cables. High permeability tape has been
used successfully to contain the magnetic interfer-
ence fields from long lengths of power transmission
lines. To be most effective, a high permeability
shield must present a closed path for magnetic flux
with a minimum of reluctance in the magnetic
circuit. To prevent coupling, care should be
exercised to avoid passing cables near an air gap in
a magnetic circuit.

2.6.2 MAGNETIC COUPLING. Any of the
usual shields on shielded wiring provide no
significant protection against magnetic coupling at
low frequencies.

3. CAPACITIVE COUPLING

In long cable runs, an appreciable capacitance is
likely to exist between adjacent wires and from
each wire to ground or shield. Additional
capacitance will exist at connectors and associated
wiring. The voltage induced into one wire from an
adjacent one is a function of these capacities.
Sub-Note 3(1) illustrates one model for the
capacitive coupling in a cable. The interfering
voltage (E,) couples through stray capacity (C.) to
produce voltage (Ex) on an adjacent cable. The

DN 5B2

interfering cable and the adjacent cable have stray
capacities to ground C, and Cy,. Each cable has its
system loads Z;1 and Z,, and Z3 and Z4 across
which the stray capacities appear. An equivalent
circuit is shown in SN 3(2). If cable load
impedances are high, the frequency spectra of
voltages E, and Ex may be affected by C, and Cy,.
The voltage division ratio E4/E, will be

E_x Zy Zy/(Zx + Zy) (Eq 3)
Eo  Zc + Zx Zu/(Zx + Zy)
If Zy is a high resistance load (Ry), then
E C Ry2
_X = € 2 X 2 (Eq 4)
Eo C¢+ Cp YRi® + [1/27f(Ce + Cp)]

A plot of this ratio against Ry is linear until the
reactance of C; + Cy is approached by Ry, from
which region the ratio approaches C./(C. + Cyp),
asymptotically. The plot of E4/E, against frequency
will have the characteristic shape shown in SN 3(3)
for Zy = Ry. When Z, contains inductive reac-
tance, resonances may cause variations in coupling
with frequency. Such effects are likely to be
noticeable at the higher frequencies and are likely
to exhibit broad resonances due to loading in
dielectrics and connected circuits. When Zy
contains capacitive reactance, it is equivalent to an
increase in Cy,.

SUB-NOTE 3(1) Capacitance Coupling in a Cable

4G

| I
Z - C
1 == Lo €, Z3

H L )

1o E

23 - i - Cb X z4 ‘L
i +
= =+ - = L —
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SUB-NOTE 3(2) Capacitance Coupling Equivalent Circuit
e
Ca — Zy Eo Ex Zy = GCp

SUB-NOTE 3(3)

Characteristic Shape of Ex/E, Against Frequency

m
»

m
o

.

log f

L

4, REDUCING CAPACITIVE COUPLING

Coupling capacitor (C;) can be reduced by
increasing the wire separation or by shielding either
wire in the cable. The shield needs to be grounded
at only one end to prevent any low frequency
interference.

4.1 FILTERS TO ATTENUATE HF

INTERFERENCE

Using filters at either or both the interference
source or the susceptible receiver will attentuate
any high frequency interference signal. It is
preferable to filter at the source since there may be
several susceptible wires in a cable.

4.2 INCREASING BY-PASS

CAPACITOR (Cp,)

An increase in the bypass capacitor (Cp) on the
sensitive wire, to the degree consistent with circuit
performance, can be accomplished through proper
wiring techniques as well as by circuit design. By
routing wiring next to the ground plane, Cy is
increased. When shielding is used on the sensitive
wire, a large increase in Cp occurs as well as a
reduction in coupling capacitor (C.).

4.2.1 ALTERNATE METHOD. An alternate
but less satisfactory method of increasing Cy and
decreasing C; can be achieved by arranging the
cable so that the sensitive wires are surrounded by
wires which do not carry the interference signals.
These associated wires must have low impedance
and be operated at near ground potential.

|31 JAN 91
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4.2.2 PRECAUTIONS. Care should be exer-
cised to ensure that interference is not introduced
by magnetic coupling. The technique of surround-
ing sensitive wires by wire near ground potential
can be carried into the plug and connector region
where it will assist in reducing stray capacity
coupling. Grounded shields can also be built into
plugs and connectors.

4.3 LOWERING INPUT IMPEDANCE

Lowering the input impedance (Zy) in the sus-
ceptible receiver is a very effective way to reduce
capacitive coupling if it can be accomplished by
circuit design. The opposite is true for inductive
coupling {see Para 2.5). A compromise value of
Zyx may be between 150-600 ohms.

4.4 BALANCED LINES AND CIRCUITS

Another method by which interference voltage and
current may be canceled out of the susceptible
wiring is through the use of balanced lines fed by
balanced circuits. The signal wire and its return are
maintained at the signal potential with respect to
each other and are equally balanced between the
ground potential. The coupled interference voltage
appears equally on both wires, 180° out of phase,
thus canceling the interfering voltage. This
interference cancellation is effective if a perfect
balance condition is maintained and interference
source does not drive the circuit into the nonlinear
response region. Two-wire shielded cable can be
used to reduce the magnitude of this type of
interference coupling.

5. WIRE SEPARATIONS

At low frequencies, up to approximately one-
sixteenth of a wavelength, cable coupling data
closely follows Eq 1 and 2 (see Ref 631). When
plotting this data (SN 5(1)) the slope of the curve
follows the basic 6 dB/octave coupling inductance.
Sub-Note 5(2) shows typical cable coupling
parameters at different elevations above the
ground plane at 400 Hz for two parallel wires.
Spacing, length of run, and elevation will also
produce the same 6 dB/octave coupling rela-
tionship. The nomograph in SN 5(3) was then
constructed from this data so that wire separation
can be calculated from different elevations above

|31 1AN 91
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the ground plane. The frequency of 400 Hz and a
cable run of 3.05 m (10 ft) were each selected as a
zero dB reference.

SUB-NOTE 5(1) Frequency Versus
Voltage Coupling in Cables
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5.1 EXAMPLE

Given the following parameters and using the
nomograph in SN 5(3):

A = Emission Level B25 dBmW

B = Susceptibility Level B30 dBmW
C = Length 20 ft, from scale C = 4.5 dB
D = Frequency 1000 Hz, from scale D = § dB

Where:
X=A-B+C+D
Solving for X = -25 - (-30) + 4.5 + 8 = 17.5 dB

Plotting 17.5(X) vs 2 in. elevation (E) yields 4 in.
separation (R).

6. CAPACITANCE BETWEEN WIRES

The capacitance between unshielded aircraft
interconnecting wiring is given in SN 6(1). The
capacitance of standard aircraft shielded wiring is
excessive when long cable runs are involved, as

DN 5B2

case use standard coaxial cables to control this
capacitance.

SUB-NOTE 6(1) Capacitance vs Wire
Size for Various Grouping of Wires

.M CAPACITY BETWEEN

197 (60) :.:g';"’;; CENTER CONDUCTOR AND
A O ALL OUTSIDE CONDUCTORS.
B > CAPACITY BETWEEN
= 164 (50) 0 TWO PARALLEL COMDUCTORS.
[
NS c ANY COMBINATION OF WIRES
=3 FROM A TO B
E
= 131 (40)
-9
]
8
E 98 (30)
=}
-
<
< 66 (20)

33 (10)

12 14 16 18 20 2

calculated from SN 6(2). The capacitance between WIRE SIZE
unshielded aircraft interconnecting wiring can also
exceed the limitations for many circuits. In either
SUB-NOTE 6(2) Capacitance of Various Shielded AN Wires
CAPACITANCE IN PICOFARAD PER FOOT AND METRES
TYPE ONE WIRE TWO WIRE THREE WIRE ONE WIRE
SHIELDED SHIELDED SHIELDED DOUBLE SHIELDED
CONFIGURATION
Wire Size 6] 18] 20 22| 16] 182022 | 20 [ 2 22 2
Conductor (Either Conductor (Any Conductor | (Conductor To | (Inner Shield To
To Shield To Shield) To Shield) Inner Shield) | Outer Shield)
pF/ft 89| 91| 74 | 98 | 68 | 65 64 | 625 | 60 52 98 340
pF/m 292 (300 | 243 | 322 |223 {213 | 209|205 197 171 322 1116
Conductor
To Conductor
pF/ft 421 395| 38| 365 | 36 30
pF/m 138 [130 |125 {120 118 98
NOTE: DATA FOR USE IN CALCULATING THE EFFECTS OF CAPACITANCE IN SUBSYSTEMS WIRING.

b1 1an 91
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7. SINGLE LOOP RESONANCE

A single circuit or cable can be self-resonant and
magnify signal. This effect can occur when the
circuit is excited at its resonant frequency. The
energy exiting the resonant circuit can be induced
from spurious frequencies present in the power or
other circuits and from a Fourier component of a
transient (spike) which falls in the resonant
frequency. The following approaches can be used
to minimize the problem.

a.  Change the resonant frequency of the circuit.

b.  Reduce the Q of the circuit to lower the mag-
nification factor.

c. Eliminate or reduce the spurious signal caus-
ing the resonance by use of shielding or filtering.

8. ESTIMATING MAGNETIC SHIELDING
AND INDUCED VOLTAGE*

Sub-Note 8(1) provides a simple method of
estimating induced voltage in cables and determin-
ing the magnetic shielding required. The nomo-
graph is useful for many applications; however, the
safety margins and example shown are for
submarine application. They should be used with
care for aerospace applications to avoid weight
penalties.

8.1 INSTRUCTIONS FOR USE OF
NOMOGRAPH

The nomograph (SN 8(I1)) is based on the
following: (1) the low frequency flux density vs
frequency limit line set forth in MIL-STD-461, (2)
Faraday’s law V = oy/ot, and (3) the readily
obtained equivalent areas of twisted and coaxial
cables. Note that the cables along the equivalent
area axis are correctly placed along that axis only if
the signal and its return are in the same cable. The
expected induced voltage on any coaxial or twisted
signal cable is easily calculated by connecting the
desired frequency and cable (or equivalent loop
area if the cable in question is not listed) with a
straight line and noting the intersect on the induced
voltage axis. This intersect yields the induced
voltage in (1) microvolts or (2) decibels per volt.

AFSC DH 1-4

Since MIL-STD-461 is an upper decile presenta-
tion of observed shipboard fields, the following
quantities are required to ensure safety when
computing shielding requirements:

400 Hz 400 - 4 -
and below 4000 Hz 100 kHz

Add to induced
voltage level 40 dB 30 dB 20 dB

8.2 EXAMPLE

Given a cable whose signal and return are in the
same magnetically unshielded 2SWA cable, the
passband is 0.1 to 10 kHz. If the noise voltage must
be kept below -140 dB V/Hz within the passband
to effect electromagnetic compatibility, resolve the
minimum amount of shielding. Straight lines are
drawn from 2SWA point (4.5 X 10-2 in.2) on the
equivalent area axis to the frequency extremes of
interest. One sees that the expected induced
voltage at 100 Hz is —-155 dB/V and at 10 kHz the
expected voltage level is ~195 dB/V. Adding the
recommended correction quantities, we obtain a
worst-case voltage of —115 dB/V at 100 Hz and
~175 dB/V at 10 kHz. Clearly, 25 dB of magnetic
field shielding is required to ensure electromagnet-
ic compatibility at 100 Hz. Conversely, there is a
35-dB safety margin at 10 kHz, and no shielding
would be required at this frequency. Because of the
linear nature of the Faraday relationship,
leing] = 0.406 fBA, shielding requirements between
the two frequency extremes would be intermediate
to these calculated. Therefore, the minimum
amount of shielding effectiveness required is
25 dB.

a.  Careful routing of signal cables a minimum of
152 mm (6 in.) away from interference sources
would eliminate the need for the safety margins. In
the above example, no shielding of the 2SWA
cable would be required anywhere throughout the
band of interest if isolation of signal and power
cables were strictly maintained at 152 mm (6 in.).
b.  The limit line from MIL-STD-461 is based
on measurements of ambient magnetic fields. A
spectrum plot of these field levels vs frequency in-
variably yields “spikes” at the power line frequen-
cies (60 and 400 Hz) and their harmonics. The
limit line represents the locus of the tonal levels
(upper decile) measured.

*Paragraphs 8 through 8.2 are added by courtesy of the Navy Underwater Sound Laboratory.
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SUB-NOTE 8(1)

Nomograph for Estimating Cable Magnetic Shielding
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DESIGN NOTE 5B3

DN 5B3

COUPLING AT HIGH FREQUENCIES

1. INTRODUCTION

High frequency cables are those in which lines are longer
than about a quarter wavelength. For such lines the
distributed reactances in the wiring cannot be treated as
lumped reactances, and standing waves of current and
voltage may exist along wires. With standing waves, the
coupling of a given circuit to another may be sub-
stantially reinforced either because of increased radiation
effectiveness or because of increased sensitivity. At high
frequency it is not useful to distinguish between magnetic
and capacitive coupling. These coupling concepts break
down because of the standing waves and the associated
impedance variation. Along its length, wire could then be
alternately sensitive to magnetic and electric fields.

2. COUPLING EFFECTS

At very high frequencies, the dimensions of wiring
required to provide significant effective radiation or
pickup become quite small. At 100 MHz,a 25-mm (1-in.)
length of wire. formed into a loop, can be an effective
inductance and have significant induced voltages from
stray electromagnetic fields. This emphasizes the impor-
tance of minimizing return circuit dimensions on wire
shield ground connections, bypass condenser ground
leads, and similar wiring associated with low impedance
circuits. Although important at low frequencies, it is
imperative at high frequencies that the wiring of filters be
carefully controlled to prevent inductive coupling
between input and output of the filter, which will make
the filter ineffective.

2.1  GROUNDING CONCEPTS AT HIGH
FREQUENCIES

At high frequencies, grounding concepts must be directed
toward massive multiple grounding practices, since with
single point grounding, standing waves may occur on
ground leads. All connectors must be electro-
magnetically tight to reduce RF currents external to the
shield. A massive ground plane should exist between
equipment connected to the cable, and the cable should be
carried close to the ground plane. A second alternative is
the mantenance of no other ground path than the
external cable shield between equipment; this is extremely
difficult at very high frequencies because of paths to
ground through stray capacity and power leads. The

REO  ASD/ENACE
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objective is toavoid RF currents to the external surface of
the cable shield. Such currents can couple signals into or
out of the inner cable wiring. To reduce such coupling,
double shielding is used frequently in radio frequency
cabling.

3. CAPACITIVE COUPLING

At high frequencies, any open-ended wire should be given
careful attention to determine if it is a pickup point for
high frequency excitation. Since small stray capacities
will provide effective coupling to a high impedance point
at high frequencies, wires can frequently be excited when
they are attached to vacant connector pins or open switch
contacts. At a quarter wavelength distance, such open
wires will be carrying maximum current and can readily
couple into other wiring or circuits by the fields
generated. An open wire may represent an effective
antenna in the presence of stray electromagnetic fields.
High radio frequencies are readily coupled_into power
wiring either magnetically or electrically, depending upon
the standing wave which may be excited in the power
wiring at the coupling point.

4. CONDUCTIVE COUPLING

Conductive coupling is particularly difficult to avoid at
high frequencies since multiple points grounding may be
required. A very short length of wire can represent an
appreciable common inductive reactance to connected
circuits. It is particularly important at high frequencies to
insulate shielded cable sheaths so that they cannot make
contact and form common return connections with other
shielded cables. The wiring to a bypass capacitor may
represent more inductive reactance than the capacitive
reactance of the capacitor, making it an ineffective by-
pass and altering associated filter design constants,

4.1 NOISE GENERATOR

Noise may be generated in equipment by accidental
contact between wire shields or between shield to ground
due to the variable coupled-in voltages resulting between
circuits. A massive ground plane will provide a minimum
of conductive coupling between equipments or circuits. In
any wiring or grounding connections at high frequencies,
give particular attention to resonances which may exist
due to stray capacities and lead inductances.



(M .

w0

AFSC DH 14

DESIGN NOTE 5B4

DN 5B4

HIGH-LOW FREQUENCY COUPLING

1. INTRODUCTION

At relatively low frequencies the cable coupling effect
presented in DN 5B2, SN 1.1(2) and SN 3(I), can be
combined and represented by an equivalent circuit such
as that shown in SN /(1). The corresponding formulas,
Eq 1 and Eq 2, give the cable coupling in terms of the
voltage ratio. At high frequencies when standing waves
become more significant the equivalent circuit will
become more complex.

GENERATOR END

(Electric Component)
S U
Eo R: + Ro X
(Magnetic Component)

+ Xnm x Rog
R

= Kof (Eql)
1 Ro Rz + Ru

LOAD END

(Electric Component)

Fa ] R xR
Ec LRI+ R0 X

(Magnetic Component)

Where:

R21 Ry

Rz - -
R + Ry

2. COUPLING CONSIDERATIONS

When considering only linear circuit elements for small
magnitude of coupling, the voltage coupled electrically
and that coupled magnetically may be calculated sep-
arately, and the results added for the total coupled
voltage. The calculation and addition must be in terms of
complex numbers.

3. INTERFERENCE

From the formula, Eq 1, note that at the generating end of
the susceptible circuit the coupled voltage Eg is the sum
of the electric and magnetic components. At the load end
(Eq 2) of the susceptible circuit, the coupled voltage E», is
shown as the difference of the electric and magnetic
components. For the approximation made here, the two
components of E,. will be in phase opposition. Rather
than depend upon a difference voltage, the larger of the
two components is assumed to be the coupled inter-
ference. As frequency increases, it is common to assume
that voltage transfers are proportional to frequency until
unity transfer is reached and then the transfer is

- X R approximated at unity for all higher frequencies. For a
- M X L = Kif (Eq2) considerable variation in loading above or below 300
[R; + Ry R + RaL ohms, K¢ = 2K\ is very good approximation.
SUB-NOTE 1(1)  Circuit Representing Electric Coupling and Magnetic Coupling Between Parallel Wires
Eo
Ry
Ro
YV
1 ¢ Y <
'l' 2 Mmoo, ]' H
e T
£26 S Ryg RaL T"
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4. COUPLING EFFECT VERSUS FREQUENCY

Sub-Note 4(1) shows a plot of the approximate voltage
transfer ratio which consists of a 6 dB/ octave rise up to
unity. Typical experimental data are plotted with the
approximation. Note that the approximation results in
shghtly more coupled-in interference than is shown by the
experimental data. In situations of light circuit loading,
resonances in the wiring may produce an inversion, so
experimental data may rise above the approximationina
narrow frequency band.

5. PARAMETERS

The electric and magnetic coupling components may be
determined with the aid of the following formulas for
capacity between wires and mutual inductance between
wires.

a. Capacitance (in farads) between two wires above a
ground plane:

AFSC DH 14
Where:
constant a, = 24 X 107> when £is in m
constant a; = 7.35 X 1072 when £ is in ft

(E)Z -
- d
Ker = Ko + (K1 - KO)

1

2 —+d/D

The factor was determined

experimentally.

c = an : 3 RE b. Mutual inductance (in henries) between two wires
[log - __>] - [Og _’2] above a ground plane:
d 42-+v4D D S
M= a8 <log i) (Eq 4)
(Eq 3) D
SUB-NOTE 4(1)  Cable Decoupling Calculated vs Measured Data
f=1/K E/Eg = 1.0
ot L /—
A4 A2
E/Eqn= Kf
[o] / 0 \/\6 Approx
aQ € dB/octave e —
© Typical
approximation experimental data
o .
2 with cabie length
i 201 constant
o
=
o
o
w
o 30
Nodes due to
standing waves
40 on line
LOW FREQUENCY HIGH FREQUENCY
Log f —o
2 2 MAR 84
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Where:- -
. constant a; = 4.61 X 107" when using SI units
constant a; = 1.405 X 1077 when using customary
US units
2 = length of wires, metres (feet)

= separation of wires, millimetres
(inches)

h = height above ground plane, milli-
metres (inches)

d = diameter of the wire conductor,
millimetres (inches)

d; = diameter of the wire including
the insulation, millimetres
(inches)

Ko = relative dielectric constant. For
air Ko = 1

K, = relative dielectric constant of the
wire insulation.

2 MAR 84 3
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ESIGN NOTE 5BS

DN 5BS5

AEROSPACE VEHICLE WIRING

1. INTRODUCTION

This design note discusses wiring methods accord-
ing to aerospace vehicle circuit classification. It
gives shielding termination and proper routing of
these wires to obtain an EMC tight system. Use
wire insulation that will remain flexible without
breaking or cracking due to age or environment.
See MIL-W-5088.

2. DESCRIPTION AND CLASSIFICATION

Assign each circuit a specific classification on the
basis of closest similarity to one of the classes
described below.

2.1 POWER AND CONTROL

2.1.1 DIRECT CURRENT (dc) CIRCUITS
(CLASS I). A dc power circuit is one which uses
more than 2 amperes. A dc control circuit is one
which uses less than 2 amperes.

2.1.2 ALTERNATING CURRENT (ac)
CIRCUITS (CLASS III AND IV). An ac circuit is
supplied by the aircraft or ground power sources.
To minimize problems with battle damage, aircraft
are often designed with two totally independent
electrical distribution systems or buses. One
distribution system is called a left hand bus
(Class III) and the other a right hand bus
(Class IV). If one bus is damaged or destroyed
the other will provide ac power and control circuits
to complete the mission.

2.2 REFERENCE CIRCUITS

2.2.1 DIRECT CURRENT (dc) REFERENCE
CIRCUIT (CLASS II). A dc reference circuit
requires critical tolerances on the voltage or
current. The voltage or current of these circuits will
normally be less than 1 V rms or 200 mA rms.
Direct current reference circuits and audio
frequency (af)-susceptible circuits are conidered
as Class II circuits.

REO: ASD/ENACE
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2.2.2 ALTERNATING CURRENT (ac)
REFERENCE CIRCUIT (CLASS III AND IV).
An ac reference circuit is one in which a single
phase line is used to supply critical voltages or
frequencies.

|23 AupIO FREQUENCY (af)-

SUSCEPTIBLE CIRCUITS (CLASS II)

Audio frequency-susceptible circuits are those
whose performance may be degraded in the
presence of an undesired audio signal.

| 2.4 RADIO FREQUENCY (RF)-

SUSCEPTIBLE CIRCUITS (CLASS V)

Radio frequency-susceptible circuits are those
whose performance may be degraded in the
presence of an undesired RF signal.

2.5 INTERFERENCE CIRCUITS

Interference circuits are those from which
undesired signals may emanate.

2.5.1 AUDIO FREQUENCY-INTERFERENCE
(afi) CIRCUITS (CLASS III OR IV). Audio
frequency-interference circuits are those operating
below 15 kHz and whose amplitudes will normally
be greater than 1 V rms or 200 mA rms.

2.5.2 RADIO FREQUENCY-INTERFERENCE
(RFI) CIRCUITS (CLASS VI). Radio frequency-
interference (narrowband) circuits are those in
which the signal levels exceed the following values
with respect to 50 ohms:

a. —45dBmW at 150 kHz reduced at 20 dB per
decade of frequency to -75 dBmW at 5 MHz

b. =75 dBmW from § to 25 MHz

c. ~75 dBmW at 25 MHz increased at 10 dB
per decade of frequency to -45 dBmW at 1 GHz

d. -45 dBmW above 1 GHz

Radio frequency-interference (broadband) circuits
are those which conduct pulse information or tran-
sient disturbances such as those caused by relay
actuation, switch contacts, or clock pulses.
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2.5.3 ANTENNA CIRCUITS (CLASS VII).
Antenna circuits are those which connect sub-
systems or equipment to system antennas.

3. SHIELD TERMINATIONS

Terminate shields as described in the following
paragraphs.

3.1 SHIELDED CONDUCTORS

Shielded conductors are used to prevent undesired
radiation from conductors and to protect a
conductor from stray fields. Insulate all shields to
prevent undesired grounding. Do not use shields
for signal returns except in the case of coaxial
cables. Make terminations through a collectively
crimped peripheral ring or equivalent as illustrated
in SN 3.1(1), 3.1(2), and 3.1(3) for all shields
exclusive of coaxial cables and shielded leads
classified as af-susceptible. The collective crimping
ring or equivalent utilizes two ground wires;
connect one wire from the ring to the connector
shell where connector design permits; one wire can
be carried through a connector pin. (NOTE: If
an EMI-type connector with grounding fingers is
used, do not use the ground wire carried through
the connector pin.)

3.1.1 CLASS VI CIRCUITS. Use a shield for all
circuits to prevent undesired radiation. Connect
the shield to ground at both ends, and at interme-
diate connectors, where feasible, as shown in
SN 3.1(2).

3.1.2 CLASS VII CIRCUITS. Coaxial cables are
the only exception to the rule prohibiting the use of
a shield as a signal return. Ensure shields are
continuously grounded at both ends and at
intermediate connectors, where feasible, as shown
in SN 3.1(3).

AFSC DH 1-4

3.2 PROTECTING SUSCEPTIBLE
CIRCUITS

Shield to protect susceptible circuits as follows:

a. Class II Circuits. Ground shields on af-
susceptible circuits at one end only, as shown in
SN 3.2(1). Insulate shield to prevent undesired
grounding, and never use shield for a signal return.

b. Class V Circuits. Ground shields on RF-
susceptible circuits at both ends and at
intermediate connectors, where feasible, as shown
in SN 3.1(2).

c. Class II and V. Ensure circuits which are
both af- and RF-susceptible are tightly twisted
shielded pairs. The shorter the twist (6 mm
(1/4 in.) max) the greater the shielding effective-
ness. Ground the shield at both ends as shown in
SN 3.1Q2).

3.3 CIRCUIT RETURNS

Class I dc power and control circuit returns may be
terminated at the “black box” or to aerospace
vehicle structure. Route Class II dc reference
circuits as twisted pairs. Specify the minimum
number of twists per millimeter (inch).

SUB-NOTE 3.1(1) Collective Crimping
Termination of Shields in Connector Shell

SMIELD CARRIED UNDER
CONNECTOR SMELL

STRAIN
RELIEVER

CRIMPING RING

CRINPING RING GROUND
THROUGH WIRE T0 STRAIM RELIEVER
CONNECTOR

SHIELD PIGTAIL RETURNED
T0 CRINPING RING

J31 5aN 91
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DN 5BS

SUB-NOTE 3.1(2)

Termination of Shielded Wires (Class V and VI Circuits)

7/
—

BOND TO CHASSIS

COLLECTIVE

i
1:

=]

BULKHEAD

/ CONNECTOR

CRIMPING
/- RING

CRIMPING RING
GROUND TO STRAIN —
RELIEVER OF
CONNECTOR

-owd

v

‘%

NOTE

FOR DETAILS OF COLLECTIVE CRIMPING

IF CRITICAL, MAKE GROUNDING PINS AS LEADERLESS AS POSSIBLE TO PREVENT ANY RF ENTERING THROUGH GROUND LOOP SEE SN 3111)

\_ SHIELD CARRIED

THROUGH CONNECTOR

SHIELD GROUNDED AT BOTH ENDS

SUB-NOTE 3.1(3)

Termination of Coaxial
Cable Shields (Class VIl Circuits)

RF CONNECTORS
s

IS

e

SULKHEAD
CONNECTOR

CHASSIS /

CONNECTOR
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3.4 ALTERNATING CURRENT (ac)
POWER, CONTROL, AND REFERENCE
CIRCUITS

Route single-phase ac control circuits and

reference circuits as twisted pairs. In power circuits
depending on OD of the wire, insulation will
determine the amount of twist. Connect the single-
phase ac power circuit returns and the neutral of
three-phase power circuits to the structure.

ALTERNATING CURRENT (ac)
SIGNAL RETURNS

3.5

Route af circuit returns as twisted pairs; the shorter
the twist (6 mm (/4 in.) max) the greater the
shielding effectiveness. In RF circuit returns,
ensure coaxial cable shields are continuously
grounded at each end and at all intermediate
connectors (see SN 3.1(3)).
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SUB-NOTE 3.2(1)

Termination of Shielded Audio Circuits (Class Il)

TWISTED PAIR

/— BOND TO CHASSIS

SHIELD GROUNDED
AT ONE END ONLY
{See Note in SN 3.1(2))

BULKHEAD
CONNECTOR

SHIELD NOT
GROUNDED

..-’v.v.v"’ooo"".v’v.v.v.v.v.v’v__
R0 2020200 %a 00000 2020 20 0% % %0

SHIELD CARRIED
THROUGH CONNECTOR

4, WIRE ROUTING

In layout wiring and routing, the maximum
practical separation must be maintained in
accordance with the general rules described below.
A 51-mm (2-in.) separation between wires in
different classes is a minimum design goal.

4.1 POWER AND CONTROL CIRCUITS

Route dc power and control circuits in a separate
wire group. The ac power and control circuits are
divided into groups when the system uses more
than one source of electrical power. The following
general rules apply:

a. The ac wiring supplied by different power
sources must never be routed together.

b. The ac wiring from different ac power
sources must never be connected to a subsystem or
equipment, unless there is a specific design and
installation.

4.2 REFERENCE AND SUSCEPTIBLE

Do not route reference and susceptible circuits with
power and interference circuits. The dc reference
and af-susceptible circuits may be routed together
in the same wire provided proper isolation is

maintained through shields, shield terminations,
and connectors. The ac reference circuits may be
routed with ac power circuits if the rules governing
multiple power sources are not violated, and the
circuits are not classified as susceptible. The RF-
susceptible circuits may be routed with Class II
circuits providing the RF-susceptible circuit is not a
source of interference to the other circuits.

4.3 INTERFERENCE CIRCUITS

In routing interference circuits, the following rules
apply.

a. Audio Frequency-Interference (afi)
Circuits. Route afi circuits with ac power and con-
trol circuits.

b.  Radio Frequency-Interference (RFI)
Circuits. RFI circuits may be routed together.

4.4 ANTENNA CABLES

Comply with the requirements of MIL-W-5088 for
antenna coaxial cables.

|31 JAN 91
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4.5 WIRE DESIGNATION FOR CABLING

Label each wire at each end at a point no greater
than 152 mm (6 in.) from its entry into a
connector, bulkhead, or equipment and at
381-mm (15-in.) intervals throughout its entire
length (see MIL-W-5088). Wire classification
from SN 4.5(1) will be part of the label. Wires with
the same designation may be routed in the same
harness. In no case will wires with different
designations be routed in the same bundle without
prior consent of the EMI control group. For

DN SBS

production installation, classify wire groups in
accordance with the wires within that wire group.
This method will promote a suitable means for easy
identification of a wire grouping when installed in
the aerospace vehicle.

5. CONNECTOR-WIRING INTERFACE

When designing connector-wiring interfaces,
consider circuit types to be connected, pin
requirements for shield terminations, and shielding
capability.

SUB-NOTE 4.5(1) Circuit and Wire Classes
SHIELD CIRCUIT WIRE
WIRE* DESCRIPTIVE | TERMINATION RETURN ROUTING
CIRCUIT TYPE CLASS PARAGRAPH (REF PARA) (REF PARA) | (REF PARA)
dc Power and Control | 2.1.1 n/a 3.3 4.1
dc Reference I 2.2.1 3.2 3.3 4,2
(As required)
ac Power and Control lit and 2.1.2 n/a 3.4
I\
ac Reference Il and 2.2.2 3.2 3.4 4.2
v (As required)
af-Susceptible I 2.3 3.2ao0rc 3.3 4.2
3.5
afi i and 2.5.1 n/a 3.5 4.3a
v
RF-Susceptible \ 2.4 3.2aorc 3.2c 4.2
3.5
RFi VI 2.5.2 3.1.1 3.1b 4.3b
3.5
Antenna Vil 2.5.3 3.1.2 3.5 4.4
*NOTE: Class lll is left hand bus; Class IV is right hand bus.

|31 3aN 91
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5.1 CIRCUIT TYPE

Allow for a sufficient number of connectors so
different types of circuits are not required to be
routed within close proximity of a single connector.
It is permissible to pass power and control circuits
(Para 2.1) and afi circuits (Para 2.5.1) through a
common connector provided they are separated
after passing through the connector. Pass RFI
circuits (Para 2.5.2) through individually isolated
connectors. It is permissible to pass dc reference
voltage circuits and af- and RF-susceptible circuits
(Class II and V) through a common connector
provided they are separated after passing through
the connector. Route the audio signal wire and its
associated return on adjacent pins. Do not route

AFSC DH 1-4

input and output signal wires in the same bundle or
through the same connector. It is a design objective
that a minimum separation of 51 mm (2 in.) be
maintained between the cable routing of
susceptible-type circuits and power, control, and
interference-type circuits.

5.2 PIN REQUIREMENTS

Select connector types to provide a sufficient
number of pins for shield terminations. Shielded,
af-susceptible circuits will require a separate pin
for each shield. Connect such shields as shown in
SN 3.2(1). Do not gang to a single pin. The shields
for interference—type circuits may be connected to
a common pin by collective crimping.

|31 JAN 91
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DESIGN NOTE 5B6

DN 5B6

CABLE MEASUREMENTS

1. INTRODUCTION

The measurement of cable coupling requires the
determination of the voltage induced in a susceptible
cable by energy on the source interference cable. The ratio
of the voltage induced to the applied voltage is the de-
coupling value. The cable coupling varies with fre-
quency, circuit configuration, and impedance values, and
whether the coupling is predominantly capacitive or in-
ductive depends primarily upon the circuit impedances.
Coupling between two circuits having high impedances is
most likely to be capacitive because the effect of a voltage
in transferring across the intercable capacitance is greater
than the magnetically induced voltage caused by the
relatively low current. Coupling in circuits having low
impedance is likely to be inductive.

1.1 CAPACITIVE COUPLING

Capacitive coupling measurements are made with the
load end of the source interference cable open-circuited.
The capacitive reactance varies inversely with the
frequency. The coupling impedance varies with frequency
at 6 dB/octave.

1.2 INDUCTIVE COUPLING

Inductive coupling measurements are made with the load
end of the source interference cable short-circuited. The
mutual inductive reactance varies directly with fre-
quency. The coupling also varies with frequency at 6
dB/octave.

2. CALCULATED VERSUS EXPERIMENTAL
RESULTS

If values of mutual inductance and capacitance are
calculated (see DN 5 B4, Eq 3 and 4), the measured values
can be plotted and checked against them. The measured
value of the coupling of a circuit having an intermediate
value of impedance is a function of the vector sum of the
capacitive and inductive coupled-in voltages due to the
intercable capacitance and the mutual inductance,
respectively. This coupling also varies with frequency at 6
dB/octave.

3. VALIDITY OF COUPLING
MEASUREMENTS

Generally, coupling measurements are valid up to
frequencies where the length of the coupled line is less
than one-sixteenth wavelength. At higher frequencies,
standing waves start to appear and it becomes difficult to

REQ  ASD/ENACE
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interpret the measured results and to draw generalized
conclusions from them.

4. PRECAUTIONS

a. In making measurements, take care to account for
the instrument impedance.

b. When measurements are made at frequencies higher
than one-sixteenth wavelength, care should be taken that
when a single instrument is connected to several points in
the circuit, the impedance of the interconnecting
instrument cabling is considered.

¢. Care should be taken that the coupling is pre-
dominantly taking place across the desired coupling
patch and not around the ends or directly from
instrument to instrument.

d. When wires are placed near each other take care that
they remain constant along the length of the line.
Generally, it is easier to place the wires a finite distance
apart, such as 6 mm (Y% in.), and to keep the separation
constant within a certain percentage than it is to place the
wires side by side (i.e., touching). When calculations are
to be made of the capacitance between closely spaced
wires, the dielectric constant of the insulation is an
important factor.

e. When making coupling calculations, the capaci-
tance to be used should be the actual capacitance between
the wires and not the larger combined capacitance that
includes the capacitances from the two wires to the
ground plane.

f.  When more than one instrument is used to make
similar measurements. care should be taken that both
instruments give the same indication. This is true only
when relative measurements are made and especially if
the instruments are operated beyond their designed fre-
quency limits.

g. The smallest amount of coupling that can be
measured depends upon the strength of the signal source,
the sensitivity of the receiver, the ambient noise level,and
the shielding of the sensitive pickup circuits from the
signal source.

5. SHIELDING EFFECTIVENESS

Shielding effectiveness may be measured by comparing
the coupling measurements made on two configurations,
one having shielding and one having no shielding. The
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difference in coupling (in dB) 1s defined as shielding
effectiveness. Since shielding effectiveness varies with fre-
quency, a complete frequency plot is necessary.

5.1 CAPACITIVE AND INDUCTIVE
COUPLING

Since the shielding effectiveness for capacitive coupling is
different than for inductive coupling. two sets of measure-
ments are necessary. Electric (capacitive or high im-
pedance) fields for these measurements are produced by
terminating the transmitting wire in an open circuit.
Magnetic (low impedance) fields are obtained by ter-
minating the transmitting wire in a shot circuit. For low-
impedance circuits, the coupling is better reduced by
twisting the wires.

52 LOW FREQUENCIES

Shielding and twisting effectiveness against interference
coupling can be simply measured only when the electrical
length of each wire under test is short, compared to the
wavelength. Experimental results indicate that the wire
length should be less than one-sixteenth wavelength. For
longer lengths not terminated in its characteristic
impedance, the presence of standing waves complicates
the relation between line separation, type of shield, line
impedance. etc., and the shielding effectiveness.

5.3 SHIELDING WIRES

Measurements show that the shield is most effective when
placed over the susceptible wire. When both the
interference-carrying wire and susceptible wires are
shielded, the shielding effect is almost doubled.

54 TWISTING WIRE PAIRS

Twisting wire pairs is equally effective on either the trans-
_ mitter or receiver circuit. When both circuit wires are )

AFSC DH 14

twisted, the reduction of coupling depends on the longi-
tudinal position of the two twisted-wire pairs. In general,
twisting wire pairs in both circuits cannot be depended
upon to give appreciably more reduction of coupling than
twisting in just one alone. See DN 5BS, Para 3,and sub-
paragraphs for details on twisting of wire pairs.

5.5 LIMITATIONS

Usually, the types of circuits and range of frequency over

which shielding can be measured are limited by the
instrumentation available. The power of the source and
the sensitivity of the receiver usually restrict measure-
ments on well shielded and twisted circuits to high
frequencies. At low frequencies, the coupled voltage is
below the instrument noise level.

6. MACHINE COMPUTATION

Any wiring and equipment installation becomes an
extremely complex circuit network when all interference
sources and susceptible equipment terminals are con-
sidered along with all coupling paths which may inter-
connect sources and susceptible equipment. Any one
situation, for which parameters are known or
measurable, can be computed by slide-rule technique.
Large-scale digital computers can be used to extend such
computations throughout very complex inter-
connections and coupling networks between many units
of equipment. The main problem in attempting in-
terference analysis by computer is the acquisition of
adequate input data. As attempts are made to conduct
such computer analyses, the problems of securing input
data may become less formidable. See Ref 632 for more
detailed information on machine computation.

2 MAR 84
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DESIGN NOTE 5B7

DN 5B7

RF TRANSMISSION LINES AND CONNECTORS

1. INTRODUCTION

The common types of transmission lines and the formulas
required to calculate the characteristic impedance are
shown in SN I(I1). Characteristic impedances for the
following lines are given on pages 588-594 of the
Reference Data for Radio Engineers Handbook (Ref
453).

Dielectric beads

4

Wire in square enclosure
Balanced 4-wire line

e

d. Parallel strip line

5-wire line

4

=

Paraliel lines in sheath

g. Balanced 2-wire with unequal diameters

h. Balanced 2-wire near ground

i.  Single wire between grounded parallel plates ground
return

j. Balanced line between grounded parallel plates
k. Single wire in trough

. Balanced 2-wire line in rectangular enclosure
m. Eccentric line

n. Balanced 2-wire line in semi-infinite enclosure

o. Outer wires grounded, inner wires balanced to
ground

p. Slotted air line.

Comply with MIL-HDBK-216 when selecting coaxial
cables. RF connectors, and wave guides.

SUB-NOTE 1(1)

Transmission Lines and Formulas to Calculate Impedance

. 138 D
2o * = %96 4
d [o)
l e = diglectric constont
{(ihair,e=1)

0. Single Coaxial Line

b Balonced Shielcded Line

2, = 120 £n £2

d —
Lo

C Open Two-Wire Line n Air

—
o @
T ]

WW/WMW

24 =

£ g, [ /o (&) ]

d Pagroile! Wires Near Ground

99

zo’};.s. loqlo[‘z‘,—o",/?(‘l—)z ]
2n

e Balonced Pasir Near Ground

d .._ R
_J@ 138

f. Single Wire Near Ground

REC. ASD/ENACE
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2. DESIGN CONSIDERATIONS

The parallel-wire subsystem may be a two-wire subsystem
or a multiwire subsystem depending primarily on the
power handling capacity required. Corona effect is the
most important power limiting factor in the parallel-wire
subsystem, while arcing is the most important power
limiting factor in coaxial line subsystems, particularly in
pulsed subsystems. These factors are important, due to
the possibility of direct coupling to nearby subsystems. In
parallel open-wire subsystems operating over reasonable
distances, the possibility of objectionable direct coupling
decreases as the number of wires employed increases. In
general, parallel-wire subsystems exhibit less loss than
equivalent coaxial lines. However, the coaxial lines do
radiate less energy.

3. COAXIAL CABLES

Corona effects and attenuation per unit length at a given
frequency are of particular interest in interference
considerations. Higher order harmonics and other
spurious signals are not attenuated at the same rate. The
greater attenuation rate observed at the higher fre-
quencies 1s not necessarily a desirable factor in braided-
shield coaxial lines which radiate more readily through
the shield as frequency increases, thus giving the
appearance of greater attenuation. If, however, it is
shown that such leakage is low, the inherent low-pass
characteristic of the line can be used to good advantage.
Use of adouble shielded cable, instead of a single shield of
the same construction, can yield an improvement on the
order of 25 dB. Systems that do not require the use of
flexible coaxial cable can use coaxial cables with a solid
copper shield. These cables have negligible radiation. One
intriguing factor in the leakage by braided shield cable is
that the electromagnetic leakage fields are not always
concentric about the coaxial line. The attenuation of the
RF energy at the shield is due to two distinct effects;
reflection of the energy at the shield boundary and the ab-
sorption of the wave as it passes through the shield. The
combined effect of reflection and absorption losses is
termed the “attenuation” of the cable.

4. RF FILTERS

In some applications. filters are placed in the subsystem
just before the antenna. If this is the case, the filter will, of
course, have no effect on the leakage of the transmission
line and w1l only enhance the overall system as far as the
antenna’s radiation is concerned. The level of radiation
from the coaxial line is greater than the indicated theoreti-
cal levels.
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5. RF CONNECTORS

Another source of leakage originates from the con-
nectors of the subsystem. Quick-disconnect connectors
introduce impedance discontinuities. These dis-
continuities enhance leakage. When an impedance match
1s made at one point there is no reason to presume that the
function is matched over broad frequency ranges. Reduce
leakage from connectors by proper installation pro-
cedures such as making a good bond between the cable
shield and the shell of the connector, eliminating all air
gaps in the connector, using connectors built to close
mechanical tolerances, and capping all panel-mounted
connectors not in use. See SN 5(3)in DN 5B2 for more
details.

5.1 TYPE N RF CONNECTOR COMPATIBILITY

Some varieties of type N RF connectors have had
problems with mechanical tolerances, which can degrade
electrical characteristics, including RF leakage. To avoid
these problems. specify the applicable MIL-C-39012
type N connector.

5.2 CONNECTOR REQUIREMENTS
For new and existing equipment:
a. Select connectors from MIL-STD-1353.

b. Comply with M/L-C-22520 for standard crimping
tools.

c. To interface RF connectors, use requirements of
MIL-C-39012.

6. IMPEDANCE MATCHING

Reduce transmission line interference by correct
matching of the line characteristic impedance to the load
impedance. The characteristics for matching networks
are given on page 583 of Ref453. The matching networks
include.

a. Single quarter-wave section
b. Multiple quarter-wave section
c. Shorted stubs
d. Open stub

Coupled sections

f  Resonant detuning.

2 MAR 84
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7. APPLICATION OF THEORY

Determine three basic factors about transmission lines in
a system complex:

a. Whatdevices are susceptible to either steady-state or
transient transmission line effects? This evaluation covers
the frequency spectra of normal signals, transients, and
also those frequencies over which interference and inter-
action spectra extend. After the susceptible devices have
been isolated it is necessary to tabulate tolerable
threshold levels. The specific parameters are (1) voltage
standing wave ratio (VSWR), (2) impedance mismatch
(as a function of frequency), (3) phase shift, (4) propaga-
tion delay and (5) reflections.

b. What interference and noise signals are induced into
transmission lines?

c. Does this line modify these interference signals so
that further degradation occurs?

8. SPECIAL TECHNIQUES

8.1 FERRITE BEADS

The reactance and RF resistance of short straight leads
may be increased by placing ferrite beads over the wire.
The attenuation or insertion loss characteristics of RFI
suppression filters may be improved by adding ferrite

2 MAR 84

DN 5B7

beads to internal leads with almost no increase in s1ize and
weight. Other applications of ferrites and beads in RFI
related work include:

a. Improved isolation between stages of electronic
devices by placing ferrite beads on filament leads, B+,and
bias lines.

b. Improved isolation between modules by putting
ferrite beads on interconnecting leads.

8.2 TAPES AND COATINGS

The amount of noise guided and conducted by power
transmission lines may be greatly reduced by wrapping
the conductor with a thin high-permeability metallic tape.
The skin effect losses, present with any conductor carry-
ing RF energy. are greatly magnified by coating the con-
ductor with a thin layer of high permeability material.
The effect due to the coating is large in the range of 25 kHz
to 50 MHz.

83 COAX

Special coax is available for use in severe radiation and
leakage problems such as those encountered in high
power pulse applications. Use triple-shielded coax where
pulse generators are separate from the transmitter or
other load. To obtain maximum performance from triple-
shielded coax, design the terminal ends to take advantage
of the three shields.
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DESIGN NOTE 5B8

DN 5B8

FIBER OPTICAL CABLE

1. INTRODUCTION

Fiber optical cable is an alternative to the use of
electrical cable for data transfer within an aero-
space system. It is immune to both electromagnetic
interference (EMI) and electromagnetic pulse
(EMP), provides electrical isolation, secure data
transfer, and will not short out. With signal condi-
tioning and multiplexing it can transfer a large
amount of data on a single cable.

2. CABLE ADVANTAGES

Twisted shielded pairs have a S dB/km loss at about
10 kHz while coax has a 5§ dB/km loss at about
10 MHz. Both twisted pairs and coax have
frequency dependent losses which require equal-
ization. Fiber optical cable has a low transmission
loss of about 2 dB/km and is independent of
frequency. Fiber optical cable does not suffer from
problems associated with mismatch as in conven-
tional wired systems, and it is relatively free of
grounding potential difference, standing waves,
signal ringing, echoes, and crosstalk. Fiber optic
can transmit analog signals to the gigahertz range
and digital signals of high data rate transfer of over
100 M bit/s. Sub-Note 2(1) gives the size—weight
advantage of fiber optical cables.

SUB-NOTE 2(1) Comparing Fiber
Optics to Coax and Twisted Pairs
DIAMETER WEIGHT
CABLES mm (mils) | kg/km (Ib/kft)
Fiber Optic 1.14 (45) 5.1 (3.7)
2.29 to
(S0)
Twisted Shielded|~3.2 (125)| 22 (16)
Pairs
Coax-RG-584 5.1 (200)| 48 (35)

IREO: ASD/ENACE
31 JAN 91

3. TOTAL OPTICAL LINK

Fiber optical cables need a device such as a light
emitting diode (LED) or solid state laser to trans-
duce the electrical/electronic signal into a light
signal. At the receiving end, the light signal is then
detected by a photodiode and transduced back to
an electronic signal; see SN 3(1). However, the
transmit-receive device (modem) is not immune to
EMI/EMP and may have to be interfaced with
other EMC disciplines, such as shielding, filtering,
and bonding.

4. RECOMMENDATIONS

The following are recommendations in the use of
fiber optics.

a.  Consider fiber optical links in the design of
any system whose cable runs are greater than
10 meters and which must adhere to military
system EMP requirements.

b.  Consider the use of fiber optics in secure data
systems.

¢. Consider fiber optics in the design of any
system whose operation is dependent upon the
survivability of its personnel, where personnel
nuclear survivability requirements are the limiting
factor in the system’s operation.

d. Enclose the transmit-receive electronics in
an electromagnetic shield to EMP-harden fiber
optic links.

e. Reduce EMP-induced transients on the
power, control, and nonoptical links by shielding
the lines, or suppress by protective devices at the
electronics interface.

f. Consider fiber optical links in areas where
there are high electric or magnetic fields in
explosive vapor areas, and in areas where vibration
can cause instrumentation errors.

g. Protect the transmit-receive electronics by
shielding, filtering, and bonding; and by vibration~-
and explosion-proofing.
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5. INFORMATION SOURCES

Contact WRDC/AAAD at Wright-Patterson AFB
OH 45433 for more detailed information on fiber
optics as applied to aerospace systems. The follow-
ing references are good sources of information on
fiber optics:

a. Ref 664, R. A. Greenwell, EMP Hardening
of Airborne Systems Through Electro-Optical

AFSC DH 1-4

Techniques: Design Guidelines. NOSC-TR-469.
Naval Ocean Systems Center, San Diego CA.
Dec 79. (DTIC No. AD A080650)

b. Ref 717,J. E. Shaunfield, EMI/EMP
Resistant Data Bus. AFAL-TR-76-99.
Spectronics, Inc, Richardson TX. Sep 76.
(DTIC No. AD B014579)

SUB-NOTE 3(1) Total Optical Link
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DESIGN NOTE 5Ct INTRODUCTION
1. GENERAL i. Ensure the connectors are reliable and

A connector is an assembly of mating contacts to
link or separate quickly. The contacts are usually
embedded in insulating material to isolate them
from one another and to prevent them from
coming in contact with bare hands. In link position
the connector will provide a low impedance bond.
In EMC design, shielding and filtering should also
be considered in proper termination of connectors.
Comply with MIL-HDBK-216 and MIL-STD-454
(Requirement 10) when selecting electrical and
electronic connectors for electronic subsystems
and equipment.

2. DESIGN FEATURES

Design connectors to have the following features:

a. Conductivity high enough so that the
resulting resistance will be negligible.

b. Surfaces which will not corrode, tarnish,
oxidize, or be attacked by organic or inorganic
contamination.

c. Surfaces which will not gouge or be gouged
during mating.

d.  Foolproof alignment under field conditions
without pin bending.

e. Adequate force transmitted to the contact
surfaces to be maintained for the life of the
connector. Define and measure this force. The
connector life for installed cabling is usually the life
of the system.

f. Surfaces having coefficients of friction low
enough so that withdrawal-insertion abrasion does
not cause resistance to exceed acceptable values.

g.  Physical configuration to minimize entry and
collection of dirt, moisture, fumes, and
contamination.

h.  Physical configuration which minimizes
damage and deterioration due to use.

REO: ASD/ENACE
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durable enough for mating and disconnecting for
life of the equipment.

i Locate connector receptacles where they are
easily accessible, with adequate clearance to assure
positive connection. Failure to do so will result in
EMI, increased maintenance time, broken coaxial
cables, and unverified connections.

3. CONNECTOR GUIDE

Sub Note 3(1) contains connector guidance.

SUB-NOTE 3(1) Guidance for
Connectors

1. Does connector shell have conductive
finish?

2. Are signal and power circuits routed in
separate connectors?

3. Are input and output signal circuits in
separate connectors?

4. Have provisions been made for
termination of shields?

5. Have provisions been made for
peripheral shielding?

6. Have shielding terminations been
designed so that maintenance is
not degraded?

7. Have filter pins been incorporated where
necessary?

8. Have provisions been made for use of
shielded (coaxial) pins for circuits which
must have isolated continuous circuits?

9. Has electrical continuity through the
shell been verified during vibration
tests?

10. Have chassis or bulkhead mounted
connectors been mounted by methods
that ensure good electrical connections?

11. Use nonmagnetic-type connectors to
prevent intermodulation.

(See DN 5C3.)
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DESIGN NOTE 5C2

DN 5C2

CONNECTOR CONTACTS

1. INTRODUCTION

Contacts should maintain a low-impedance bond in the
link position. This Design Note will discuss the aspect of
connector contacts.

2. DETECTING AND ISOLATING HIGH-
IMPEDANCE CONTACTS

The requirements for testing connectors to detect and
isolate high-impedance contacts are as follows:

a. Ensure that the applied voltage is 1/10 to 1/5 the
normal working voltage. This is so the normal film and
tarnish accumulation is not broken down by the test
voltage.

b. Use the highest frequency to which the loads are
susceptible. It is sufficient to conduct dc resistance
measurements on audio and low frequency circuits. A
safety factor of 10 should be used to measure ac
impedance.

c.  Submit the connector to low-level, low-impedance
testing, then submit it to an environmental test of
mechanical forces, wear, and corrosion.

d. Contact resistance of a few thousand ohms is not
critical in intercabling of high-impedance circuit inputs of
amplifiers, vacuum tube voltmeter (VTVM), transducers,
and analog-type computers.

3. FAULTY CONTACTS

A common cause of faulty contacts is damage during
mating. Ensure adequate contact floating to permit
insertion without binding, and prevent wedging by
correct pin layout. Properly placed guide pins will reduce
bending, gouging, and abrasion due to misalignment.
Provide guides so that alignment occurs without trial-
and-error scraping of pins across the female contact to
find the alignment position. Ensure that protective
coverings extend over the male pins to reduce pin
damage. Pin overdesign for an extra low length-to-
diameter ratio provides ruggedness. Provide inexpensive
protective plastic caps for use during handling and
storage. Potting the back ends of connectors decreases
entry of moisture, fumes, contaminants, and foreign
objects. Clamps prevent wires being pulled and twisted
from their contacts. Ensure good contact pressure over a

REO  ASD/ENACE
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long time by use of low fatigue high-resilience spring
materials. Ensure that the connector cannot be installed
wrong.

4. HIGH CONDUCTANCE CONTACTS

High conductance of low-impedance contact can occur in
either of two ways: (1) simple contact under pressure - the
pins are pressed together to break or wipe away film and
tarnish, or (2) breakdown contact - the pins have a film
which is not ruptured by connector mating. Light arcing
forms channels of molten metal which provides a low
resistance contact due to reduced cross section. A
capacitive effect can exist if the voltage level between the
pins is not enough for the dielectric oxide film
breakdown. High resistance contact can be produced on
some metal oxides on the surface of the connectors.

5. GOLD CONTACTS

Contact plating, which can be a major factor in high
conductance circuit connectors, yields the advantages of
increased tarnish and corrosion resistance. Gold satisfies
both of these parameters. Certain hard gold alloy platings
are preferred for their electrical conductivity corrosion
resistance as well as their wearability. For an underplate
for the gold alloy, 2.54 um (0.1 mil) of ductile nickel
(elongation of not less than 5%) provides the best overall
combination from a performance aspect for a sustained
period of time.

51 HERMETICALLY SEALED CONNECTORS

Nonhermetically sealed connectors contain a copper-
based alloy while the hermetically sealed connectors
usually consist of an iron nickel alloy. The gold
underplating in the case of hermetic seals should be
copper over the iron nickel. If gold is plated directly to the
copper plating the gold will be diffused into the copper
thereby establishing a seal leakage as well as a corrosion
mechanism. See Ref /14 for more details on the plating of
electrical connectors contacts.

5.2 MICROFINISH OF THE CONTACT BASE
METAL

The finer the microfinish of the contacts mating surfaces
the better the corrosion resistance characteristics and the
less the insertion and withdrawal forces. Microfinishes as
low as 0.0254 um (10 uin.) can be achieved.
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DESIGN NOTE 5C3

DN 5C3

CABLES AND CONNECTORS

1. INTRODUCTION

Cables and their connectors can contribute to the overall
degradation of the electrical and electronic subsystem.
Discrepancies can cause complete malfunction, introduce
random or intermittent errors, or can cause steady-state
errors. These problems can exist in cables and connectors
between subsystems, equipment, transducers, modules,
and other interconnecting black boxes.

2. REPLACEMENT OF CABLE ASSEMBLIES

Care and skill is required to properly remove and replace
cable assemblies. Use factory inspected or tested cable
assembly replacements whenever possible. Avoid field
replacement if possible. Allow for impedance buildup
during system life in the initial design and production
phases. Make an initial design study to list (1) critical
connectors in low-signal and low-impedance circuits. (2)
connectors which can cause an undetected error due to
increased impedance, and (3) connectors which are
usually not tested because of their aerospace ground
equipment hookup configuration.

3. CHECKOUT EQUIPMENT CABLES

A big operational test problem with interequipment
cabling is that it is often not a part of the functional
testing. Checkout equipment supplies its own commands
and measures the systems response. In so doing, checkout
equipment cabling is often substituted for system cabling.
While black boxes and modules can be easily removed
and replaced, the cabling between compartments and
equipment is difficult to replace. Build in tolerable design
safety factors to allow for intercabling deterioration
during the operational life of the system.

3.1 TEST UMBILICALS

The intercabling between the system and the aerospace
ground equipment is a troublesome area because
aerospace ground equipment must insert into the system
command signals which would normally come from
sensors, transducers, and feedback elements. Stray
signals which are superimposed on these desired
commands are seen by the system under test as part of the
true signal. If no devices to test automatic checkout
equipment are available consider the following factors
during the design phase:

a. Determine which circuits are sensitive to connector
impedance.

REO  ASD/ENACE
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b. Maintain impedance levels so that resulting errors
and system effects will be negligible.

c. Determine what deviations are expected in the
manufacturing process.

d. Allow a safety factor for degradation during system
life.

e. Set up limits that will help operational personnel
know whether the intercabling between the checkout
equipment and the system will not cause significant
voltage drops.

4, SUBSYSTEM COMPATIBILITY

Cable connectors usually present a problem because the
designer of one subsystem does not realize that another
designer’s subsystem will be connected to his via shielded
leads where each shield may require a separate connector
pin. Thus, first subsystem designer may provide a
connector with one pin allocated for shield terminations
while the second subsystem designer wants all his shields
isolated. The second subsystem designer may send
shielded leads to control interference radiation only to
find that the first subsystem designer is using a connector
with a nonconductive finish which will not maintain the
shielding integrity. These problems must be resolved by
the systems. subsystems engineering personnel before the
fact.

5. INTERMODULATION PRODUCTS

Intermodulation (IM) products can degrade system
performance through interference, especially in situations
where high power sources coexist with sensitive receivers.
Coaxial cables and connectors can exhibit sufficiently
nonhnear behavior to generate intermodulation in-
terference. See Appendix A2 for definitions.

5.1 INTERMODULATION LEVELS

With input power levels of 44 dBmW (i.e., two equal,
applied signals of 12 5 W each). the IM levels produced in
coaxial connectors range between -98 and -69 dBmW
depending on the type of connector and the frequency of
the applied signal. For example, the IM level of silver-
plated. Type \ connectors with an input power of 44
dBmW and an IM frequency of 350 MHz is of the order of
-96 dBmW. Similarly. with input levels of 44 dBmW. the
IM levels generated in typical cable-connector com-
binations range from -100 to -62 dBmW. The IM levels
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generated 1n coaxial cables alone are not significant when

compared to the levels generated in typical connectors .

and typically constructed cable-<connector combinations.

5.2 IM LEVEL RELATION TO VARIOUS
PARAMETERS

The levels of the IM products generated in coaxial
connectors and cable-connector combinations are func-
tions of various physical, material, and electromagnetic
parameters. The functional relationships for the most
important parameters are as follows.

5.2.1 POWER. The IM level is a linear (in dB)
function of the total input power (i.e.. linear sum of the
two equal input signal power levels). For connectors, the
IM levelincreases 2.6 dB for each dB increase in the total
input power. For cable<connector combinations, the IM
level increases 1.9 dB for each dB increase in the total
input power.

5.22 CONNECTOR TYPES. The use of different
types of connectors can change the level of the IM
products. If Type N connectors are used as the reference,
the differences in the IM levels for connectors alone as a
function of connector type are as follows:

a. 0dB for Type N

b. -2 dB for Type HN
c. -3dBfor Type LC
d. 6 dB for Type TNC

Using the same reference, the differences in IM levels for
cable-connector combinations as a function of connector
type are as follows:

a. 0dBfor Type N
b. -2dB for Type HN
¢.  0dB for Type TNC

5.23 CONNECTOR PLATINGS. Different platings
on connectors can significantly change the IM levels
produced. With silver-plated connectors as the reference,
the differences in IM levels for connectors alone as a
function of platings are as follows.

0 dB for silver

0 dB for berylhum-copper silver
0 dB for gold

5 dB for stainless steel

7 dB for nickel

o a0 o

With the same reference. the differences in IM levels for
cable-connector combinations as a function of connector
plating are as follows:

a. 0dB for silver
b. 0 dB for beryllium-copper silver

AFSCDH 14

c¢. 2dB for gold
d. 11 dB for nickel

524 CABLE TYPES. Connectors and/or the
junctions between cables and connectors are the predomi-
nant sources of IM products. The relative effects due to
cables in typical installations are minimal.

52,5 CABLE LENGTH. The level of IM products
generated in typically constructed cable-connector
combinations are inversely proportional to cable length
(attenuation). The IM level decreases between 1 and 3dB
for each dB increase in the total attenuation of the cable.

5.2.6  FREQUENCY. At low frequencies (ap-
proximately 20 MHz), the IM levelsare 15 to 20 d B higher
than the IM levels at frequencies near 300 MHz. Athigher
frequencies, the IM level increases with increasing
frequencies.

5.3 RECOMMENDED PRACTICES

The levels of IM products generated in coaxial cables and
connectors employed in all installations can be minimized
by observing the following practices:

a. Silver- or gold-plated connectors, preferably silver,
should be used. Nickel-plated and stainless steel connec-
tors should be avoided; they can produce IM levels as
much as 11 dB higher than silver-plated connectors.

b. Physically large connectors should be used where
possible. For example, Type LC connectors produce IM
levels that are 9 dB lower than TNC and Type N
connectors are as much as 6 dB lower than TNC.

c. Care must be exercised in mounting connectors to
cables; established procedures (e.g., those of
MIL-HDBK—419) must be followed exactly. The
construction practices employed can affect the resulting
IM levels to a higher degree than the physical and
material properties of the cables and connectors.

d. Threaded connector surfaces should be cleaned
thoroughly and regularly; oxidized or dirty surfaces
between connections can cause significantincreasesin IM
levels.

€. Connectors must be carefully threaded together and
should be tightened with hand tools. When connectors
are ncorrectly screwed together, the IM levels can
increase 40 dB or more.

f  Cableconnector interconnections between equip-
ment as well as the equipment 1tself must be rigidly
mounted. Mechanical vibrations of the connections and
equipment can also increase the resulting IM levels by as
much as 40 dB.
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DESIGN NOTE 5C4

DN 5C4

SHIELDING EFFECTIVENESS OF CONNECTORS

1. INTRODUCTION

Not all connectors are designed to preclude the entry of
Radio Frequency (RF) energy. Each connector surface
represents an impedance discontinuity of the cable shield.
Even though there is mechanical contact with the shield
through the outer mating section of the connector, a good
RF connection is not assured. Radio frequency energy
could enter at this point and cause a hazardous situation.
A good connector is one in which the shielding
effectiveness of the mated connector equals or exceeds
that of anequal length of the cable utilized in the circuit. If
the effectiveness of cable shields is to be maintained, the
cable shield must be properly terminated. In an otherwise
adequately shielded enclosure, RF currents that are
conducted along the shields will be coupled to the system
wiring from the point of improper cable termination.

2. PROCPER TERMINATION

Ina properly terminated shield, the entire periphery of the
shield is grounded to a low impedance reference,
minimizing any RF potentials at the surface of the
termination. The use of epoxy or other synthetic
conducting material has been found to be unacceptable
for bonding 1n this situation.

3. METHODS OF TERMINATION

Sub-Note 3(1) illustrates cable-shield-to-connector ter-
mination. Sub-Note 3(2) illustrates the method of
preserving individual shields when more than one
shielded conductor must be routed through a single cable
and connector. The shield should never be pulled back,
twisted, and then bonded to the connector; no portion of
the shield should be broken before it is bonded to the
connector shell. Individual shields for connectors thatare
routed through multipin coaxial connectors should be
terminated individually in the manner described above.

4. CONSIDERATIONS
To prevent RF energy from entering a sensitive circuit at

connector interfaces, consider the following features:

a. There should be no break in the shield through the
connector and cable which would allow RF energy to
“leak” into the power circuit.

b. The connector should be able to withstand en-
vironmental conditions (vibration, high and low

REO  ASD/ENACE
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SUB-NOTE 3(1)  Shield Termination for
Electrical Connectors

Preferred  Fillet Weld Around Entire \/W
Periphery of Femaie Connector
Housing ————————
Alternative  Bolt and Tooth Type
Lock Washer Connection as ———
Shown by Dotted Qutline »
vy
Male o
Contacts - :%
Shieid —
2R
WP IIINIIIS

N\

Continuous Shield to Shell Bond

by Solder or Metal Forming Spring Contacts (Shreld Makes

(Never use Pig Tail on Before and Breaks After Enclosed
Outside Shield} Conductors)

SUB-NOTE 3(2)

Multicoaxial Connector Design

Spring Fingers

Recessed Contacts

Shielded Conductor

Unshielded
Conductor

Connector Shell Female Portion
(Male Section) of Connector

temperatures, corrosion, etc.) without degradation of the
shielding characteristics of the connector.

c. The connector shield at the interface of the two
connector halves must make positive contact before the
two power contacts mate and must maintain contact until
after the power contacts break.
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d. The contacts in the connector mating sections should
be sufficiently isolated to preclude the possibility of field
personnel accidentally getting a shock by touching the
socket (mate) contacts, either with their fingers or with
the mating connector shell, while the connectors are
unmated.

e. Do not route power and signal circuits through the
same connector.

f. Do not route input and output signal circuits
through the same connector.

g.  See DN 5B3, Para 3, for additional information on
connectors shield termination according to wire
classification.

AFSC DH 14

2 MAR 84



ONIGNNOYD ANV DNIANOSE TVvII410313 ds 103S

AFSC DH 1-4

S O N e Wm0y s R



|

AFSC DH 14

SECTION 5D

SECT 5D

ELECTRICAL BONDING AND GROUNDING

DN 5D1 - INTRODUCTION

I. BONDING

2. GROUNDING

3. BONDING AND GROUNDING
FOR LIGHTNING PROTECTION

4, BONDING AND GROUNDING
GUIDE

4(1) Guidance for Electrical Bonding

and Grounding

DN 5D2 - ELECTRICAL BONDING

CONSIDERATIONS

| INTRODUCTION

2. TYPES AND CLASS OF BONDS

3. CHOICE OF BASE METALS

4, SURFACE OXIDE

5. CLEANING OF SURFACES

5.1 Aluminum

5.2 Magnesium

5.3 Copper. Nickel, Silver

54 Degreasing

5.5 Etching of the Surface

6. PROTECTIVE FINISHES

6(1) Shielding Effectiveness Degradation
Caused by Finishes on Aluminum

7. INDIRECT BONDING

7.1 Conductive Pastes

7.2 Gasket Materials

DN 5D3 - CORROSION AND DISSIMILAR

METALS

1. INTRODUCTION

2. GALVANIC SERIES

2(1) Bonding for Minimum Corrosion

3. RELATIVE SIZE OF ADJACENT
METAL

3(1) Relative Anode Cathode Area

3.1 Example

JOINT SURFACE TREATMENT
AND SEALING

4(1) Finishing Around Dissimilar Metal
Bonding Joints
5. MOISTURE IN BONDING JOINTS
DN 5D4 - METHODS OF ELECTRICAL
BONDING
l. INTRODUCTION
1(1) Clamp Connection ~ Jumper to
Tube
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1(2) Typical Method of Bonding Tubing
Across Clamps

1(3) Preparation of Bonding Connection
in Bolted Structural Joints

1(4) Typical Method of Bonding

Precipitation Static Discharger
Assembly to Exterior of Aircraft
1(5) Typical Method of Bonding
Between Attaching Flange of
Electronic Package and Rack

1(6) Typical Method of Bonding with
Dagger Pins
1(7) Typical Method of Bonding

Electronic Package to Rack
Through Front Attachments

1(8) Typical Bonding of Equipment
Installed on Structure with
Mounting Feet

1(9) Installation of Bonding Strips on
Shock Mounts

1(10) Typical Bonding of Details which
are lIsolated by Adhesives

I(11) Typical Method of Bonding
Connectors to Attaching Parts

1(12) Typical Method of Bonding Through
Bolted Connection

1(13) Typical Method of Bonding Edge-
Lighted Panels

1(14) Connection Jumpers

DN 5SDS - GROUNDING CONSIDERATIONS

I. POWER RETURNS

2. CONDUIT GROUNDS

2.1 Conduit as an RF Shield

3. GROUNDING FOR RF

3(1) Typical Grounding Terminations

3.1 Grounding and Shielding
Termination for RF
Enclosure

4. SENSITIVE EQUIPMENT

4.1 Inductive Ground Loops

4.1(1) Inductive Loop Caused by Circuit
Interconnection

4.1(2) Inductive Ground Loop

DN 5D6 - BONDING AND GROUNDING TO
PREVENT FAULT CURRENTS

I INTRODUCTION
2. EXPLOSION HAZARD AREAS



SECT 5D

DN 5Dé - Contd

3. EQUIPMENT WITH GROUND
FAULT

3 Equipment with Ground Fault

3(2) Internally Grounded DC Motor

3(3) Legend to SN 3(1) and 3(2)

4. HOT SPOTS

S. BRIDGING THE GROUND

5(1) Examples of Conditions Causing
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DESIGN NOTE 5D1

DN SDI

INTRODUCTION

1. BONDING

Electrical bonding is the process of mechanically
connecting certain metal parts so that they will make a
good low-resistance electrical contact. Bonding is
required to ensure that a system is electrically stable and
relatively free from the hazards of lightning, static
discharge, and electrical shock and to assist in the
suppression of RF interference. Usually, the resistance of
electrical bonds should be in the order of 0.0025 ohm.

2. GROUNDING

Grounding refers to the establishment of an electrical
conductive path between the circuit to some reference
point. The reference point can be earth, the equipment
enclosure, or the aerospace vehicle structure itself. Good
grounding techniques depend on good bonds. A uniform
grounding philosophy is mandatory to avoid conductive
coupling, low impedance ground loops, and hazardous
operation conditions.

3. BONDING AND GROUNDING FOR
LIGHTNING PROTECTION

See Sect 74 on bonding and grounding for lightning
protection.

4. BONDING AND GROUNDING GUIDE

Guidance for electrical bonding and grounding is
contained in SN 4(1).

RED. ASD/ENACE
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SUB-NOTE 4(1)
Bonding and Grounding

Guidance for Electrical

1.
2.
3.

10.
11.
12.
13.

14.

Clean all bare metal mating surfaces.

Weld all mating surfaces when possible.

Where protective films are absolutely required,
ensure that the film matenal is a good conductor.
Some suitable protective films are: silver or gold
plating or other plated metals of good conductivity
(oakite #36, alodine #1000, iridite #14, and iridite
#18P).

Ensure that the fastening method exerts sufficient
pressure to hold the surfaces in contact with the
equipment and its environment.

If the surfaces are not inert in their storage and
operating environments, provide surface protection
according to rule “3" or take other suitable
measures to ensure the maintenance of the bond
for the service life of the equipment.

Do not use paint to establish an electrical or RF
bond.

Do not use threads of screws or bolts to establish RF
bonds.

Do not use ohmmeters to evaluate RF bonds or RF
gaskets.

Consider bonding of dissimilar metals (see DN 5D3).
Compress all RF gaskets.

Ensure a uniform grounding philosophy.

Check for ground loops, impedance coupling,
floating grounds, and personnel and system safety.
Ensure good electrical bonding practices for
ground terminations.

Use SN 7(1) in DN 5D6 for determining minimum
resistance to ground for maximum subsystem
current.
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DESIGN NOTE sD2*

DN 5D2

ELECTRICAL BONDING CONSIDERATIONS

1. INTRODUCTION

Bonding is defined herein as the establishment of
the lowest obtainable resistance between two
conducting surfaces. The following conditions are
necessary to achieve the lowest resistance between
surfaces:

a. Use no films or layers of material between the
surfaces unless the film material is a better
conductor than the materials being bonded, and

b. The mating surfaces must be smooth and
contoured so that maximum surface area is in
actual contact.

2. TYPES AND CLASS OF BONDS

See MIL-B-5087 for extensive coverage of the
type and classes of bonds. This specification also
covers bonding jumpers and clamps.

3. CHOICE OF BASE METALS

When bonding one metal surface to another it is
essential that a good dc connection be made.

ISub—Note 1.1(1) of DN 5F2 gives the conductivity

of various metals used in bonding. The dc
parameter can be easily checked in the milliohm
range with a Kelvin Bridge. When the application
requires good shielding effectiveness to radio
frequency, the bonding impedance at 1 MHz as
well as the dc should be determined.

4, SURFACE OXIDE

The choice of base metal is not the only criterion
for good bonds. If two unprotected metals (in
contact) are exposed to a corrosive atmosphere,
the resulting impedance can become high enough
to destroy the bond effectiveness.

REO: ASD/ENACE
*Extracted in part from Ref 667.
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5, CLEANING OF SURFACES

5.1 ALUMINUM

Aluminum and aluminum alloy surfaces can
be prepared according to MIL-S-5002 and
MIL-C-5541.

5.2 MAGNESIUM

Magnesium alloy surfaces can be prepared
according to MIL-M-3171. The use of magnesium
is discouraged. (See DH 1-7, DN 3A1-6.)

5.3 COPPER, NICKEL, SILVER

Copper, brass, bronze, nickel, or silver can be
cleaned by degreasing and then slightly etching the
surface.

5.4 DEGREASING

Excessive amounts of grease or oil can be removed
by vapor degreasing, ultrasonic cleaning, organic
solvent, or emulsion cleaning which employs a
mineral oil distillate and an emulsifying agent.

5.5 ETCHING OF THE SURFACE

The metal can be dipped and agitated in a bath of
chromic dry acid (CrOs), 240 kg/m3 (2 Ib/gal),
and sulfuric acid (H2S04), 30 kg/m3 (4 oz/gal).
Average dip time is between 2 and 30 seconds.
Prolonged exposure of parts in this bath may cause
severe etching and loss of dimension. The bath
must be followed by a thorough rinse in cold
running water and then in a hot water rinse to
facilitate drying.

6. PROTECTIVE FINISHES

Since most military specifications require a
salt-spray environmental test for electronic
equipment, all surfaces used for bonding should
have a protected finish. It is also necessary that all
exposed metal surfaces be treated so as to be wear
resistant. The wear-resistant finishes such as
anodized film are usually nonconductive. Some
suitable conductive protective films for bonding
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surfaces are silver or gold plating or other plated c. Condition of the metal surfaces upon which
metals which have good conductivity such as oakite the paste is applied, and
#36, alOdine #1000, lrldite #14, and iridite #18?. d. The pressure applied to the JOlnt after

See SN 6 (1) for shielding effectiveness degradation

application of the paste.
caused by finishes on aluminum. MIL-C-5541

gives the treatment and film material for aluminum The design engineer planning to use conductive
and aluminum alloys. MIL-HDBK-132 provides paste should provide a means of achieving flanging
guidance for other base metal finishes. pressures up to 69 kPa (10 1bf/in.2) to fully realize

the low resistivity of the paste. Unless silicones, or a
7. INDIRECT BONDING special epoxy are used, the plastic binder used in

the conductive paste is limited to continuous

When items are subject to shock and vibration or operation below 260°C.

sections are removable, indirect bonding methods

are used. Clamps and jumpers are discussed in 7.2 GASKET MATERIALS
MIL-B-5087. Finger stock and contact strip used

in access doors are discussed in DN 5F7, Para 5. The problems involved in designing gaskets are:

7.1 CONDUCTIVE PASTES a. To provide the minimum t.hxckn.ess .V\.’hlch will
allow for the expected surface discontinuities of the

There are several types of pastes, caulkings, and joint.

sealing compounds available for applications such b.  To provide correct height and pressure.

as pipe and conduit threads, shielded room or
enclosure seams, removable cover plate seams,
expansion joints, and fastener hardware caulking.
Resistivity varies with:

C. To contain adequate resiliency to allow for
the frequency of opening and closing the joint and
yet be hard enough to break through any
nonconductive films on both mating surfaces to
make a low resistance bond. See DN 5F6 for more
b.  Configuration of the metallic content, details on RF gaskets.

a.  Type of metal loading used in the paste,

SUB-NOTE 6(1) Shielding Effectiveness Degradation Caused by Finishes on Aluminum
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DESIGN NOTE 5D3

DN 5D3

CORROSION AND DISSIMILAR METALS

1. INTRODUCTION

Dissimilar metals must often come into contact with each
other. Direct contact of dissimilar metals in the presence
of moisture may result in electrolytic reaction (corrosion).
To avoid dissimilar metal corrosion adhere to the
requirements of MIL-STD-889; MIL-STD-1250
provides additional information, including general
corrosion. MIL-STD-1568 provides information on
selection of materials to minimize corrosion.

2. GALVANIC SERIES

Sub-Note 2(1) lists some metals as they occur in the
galvanic series. Metals at the top of the left column are

more positive (anodic) in innate potential. MIL-STD-889
provides a more detailed listing of metals. In general, any
metal or alloy in this series will tend to become more
active when coupled to a metal below it when the two
metals are exposed to a corrosive environment. Contact
between adjacent members from the same group will, in
most cases, be considered as compatible. A third metal,
intermediate in the electromotive series, may be inserted
in the bond between the dissimilar metals to reduce
galvanic reaction. This can be done by plating either or
both of the parts, or by inserting a thin piece of the third
metal. When the bond 1s adequately accessible for
mnspection and maintenance, a replaceable washer made
from the most active of the two dissimilar metals may be
inserted between the parts to be bonded. Cadmium-
plated washers are most frequently used.

SUB-NOTE 2(1)  Bonding for Minimum Corrosion

ANODIC METAL

CONNECTION FOR ALUMINUM, COPPER, or COPPER JUMPER

(Metals higher in table are
more positive and more
easily corroded than metals

REQUIRED WASHER BETWEEN
JUMPER AND STRUCTURE

OTHER PARTS

n Carbon Steel
(except Stainless Steel)
fron
Lead
Tin
Tin-Lead Solders

below them.)
I Magnesium Aluminum Alloy (also under installation Screw and nut cadmium- or zinc-plated
nut or screw head whichever 1s
applicable)
I Aluminum None
Aluminum Base Alloy
Zinc-Cadmium

v Nickel
Chromium
Stainless Steel

aluminum jumper.

jumper.

v Copper
Silver
Gold
Platinum
Cobalt
Graphite
Base Alloys of above
Titanium

Tinned or cadmium-plated washers for

None for tinned copper or copper

Screw and nut stainless steel preferred
{cadmium-or zinc-plated alternates)

Bond only with copper jumper - remove
all tinning thoroughly from contact
surfaces

REO  ASD/ENACE
AFWAL/MLSA

2 MAR 84
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3. RELATIVE SIZE OF
ADJACENT METAL

Consider the relative areas of the anode and cathode
when dissimilar metals are bonded. A larger cathode
implies greater electron flow (due to a greater source of
supply) and, therefore more corrosive action at the anode
(see SN 3(1)). A reduction in cathode size results in less
electron flow and therefore less corrosion. Moisture must
be present and this factor is significant in considering the
area of metal under attack.

AFSCDH 14

4. JOINT SURFACE TREATMENT
AND SEALING

Specify additional finishes, such as paint or plating, with
caution. Finishing of the anodic material alone may
produce severe corrosion at any finish imperfection.
When dissimilar metals are in contact, do not cover the
surface’ of only the anodic material; either cover the
surface of both metals or only the cathode (see SN 4(1)).
This is again due to the unfavorable anode to cathode
area ratio.

3.1 EXAMPLE

As an example, an iron enclosure or box of large surface
area 1s bonded to a small washer, bolt head, or bonding
strap made of nickel, copper, or lead. Since iron is more
anodic than nickel, copper, or lead, it will corrode slightly
from the cathodic small parts (see SN 2(1)). If, however,
the bolt head, the washer, or the bonding strap are made
of iron and the large box is made of copper, corrosion will
be relatively more rapid due to the large cathodic copper
surface.

SUB-NOTE 3(1)  Relative Anode Cathode SUB-NOTE 4(1)  Finishing Around Dissimilar
Area Metal Bonding Joints
SHOULD BE
REPLACEABLE : FINISH
gLectRoL POOR ANODIC |
= S cathoore
4+ |- - - \1}
- =
A A
ANODE CATHODE |
0BJECTIONABLE BETTER i ANODIC )
CATHODIC !
T~~FINISH
E FINISH
+ore g - - T ANODIC
= CATHODIC | :“““"
ARV AN W ".‘
ANODE CATHODE P
ACCEPTABLE

5. MOISTURE IN BONDING
JOINTS

The most effective means of minimizing corrosion, other
than avoiding the use of dissimilar metals, is to exclude
moisture from the bonded areas. For small contact areas,
edge-seals around the peripheries of contact areas are
sometimes effective. For larger areas, conductive paste
coatings of nonhardening, moisture, and corrosion
resistant compounds are sometimes used. MIL-STD-889
recommends suitable sealant materials such as those
shownin MJL-S-8802, MIL-S-23586, and MIL-S-81733.

2 MAR 84
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DESIGN NOTE 5D4

DN 5D4

METHODS OF ELECTRICAL BONDING

1. INTRODUCTION

Sub-Notes 1(1) through 1(14) show typical methods of
electrical bonding.

SUB-NOTE 1(1)
Jumper to Tube

Clamp Connection —

CLANP (MATERIAL : AS APPLICABLE TO TUBE)

BONDING OR CURRENT
RETURN JUNPER

CLEAN TO BASE METAL 1-1/2 CLANP
WIDTH AND INSIDE OF CLANP

REFINISH AFTER 1NSTL
1-172 DIA CLEANED
AREA

CLEAN AREA OF CLAMP TAB THAT
REFINISH AFTER INSTL TOUCHES TERNINAL TO BASIC
1-1/2 DIA CLEANED AREA NETAL

SUB-NOTE 1{2)  Typical Method of Bonding
Tubing Across Clamps

TAS wELDED
TO TUBING

CLEAN TAD TO
BASIC METAL AND
BEAL AFYER INSTL

g

F

SUB-NOTE 1(3)  Preparation of Bonding
Connection in Bolted Structurai Joints

BOLT OR SCREW WASHER { MATERIAL: AS
APPLICABLE TO STRUCTURE )

ADD 1F NECESSARY

STEEL
LOCKWASHER '\\7&/
WASHER (NATERIAL: AS * T~

APPLICABLE TO STRUCTURE)
THIS WASHER NOT REQO.
UNDER PLATE WUT.

CLEAN T0 BASE
METAL BOTH PIECES
1 CONTACT AREA

| S—

REFINISH AFTER INSTL
1-V4 DIA OF
CLEANED AREA

NOTE. USE EITHER HEAVY OR LIGHT SERIES WASHER,
DEPENDING UPON DESIGN DETAIL ON ENCINEERING
DRAWING (SEE ALSO DN 503)

REO  ASD/ENACE
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SUB-NOTE 1(4)  Typical Method of Bonding
Precipitation Static Discharger Assembly
to Exterior of Aircraft

AFSC DH 14

SUB-NOTE 1(6)  Typical Method of Bonding
with Dagger Pins

PRECIPITATION STATIC
DISCHARGER

CLEAN AIRCRAFT STRUCTURE

1-1/4 AREA OF NOUNTING BASE.
CLEAN BASE OF DISCHARGER IN
CONTACT WITH AIRCRAFT

/-IOTE 3

AN P
N, .—/'
REFINISH AS N~ e

REQUIRED T~
NOTES:
1. INSTALL IN ACCORDANGE WITH NANUFACTURERS®
PROCEDURE.

2. NOUNTING PROVISIONS TO BE SPECIFIED ON
INSTALLATION DRAWING (SEE DN 782)

SUB-NOTE 1{5)  Typical Method of Bonding
Between Attaching Flange of Electronic
Package and Rack

BACK OF RACK

AN
rma— —— N - /N

& O o o & © o e o

CLEAN T0 BASE METAL
BOTH THE BACK OF
PACKAGE £

[e]

1 CLEAN T0 BASE NETAL F Hcemo
TRONIC

},Hn AREA OF GONTACT / Ekg:m

0,

4

(-]

TRIKE PLATE

X REFINISH AFTER REFINISH AFTER INSTL
INSTL. 1-1/2 AREA OF STRIKE PLATE 1-1/2
CLEANED AREA CLEANED

NOTE. CLEAN ALL DAGGER PINS AWD STRIKE PLATE HOLES AFTER
INSTALLATION.

CLEAN T0
BASE NETAL

m“

O

5
-

NN

0
=<

LELEGI’!OIIG
PACKAGE

o

CLEAN FLANSE
BASE NETAL

SUB-NOTE 1(7)  Typical Method of Bonding
Electronic Package to Rack Through Front
Attachments

REFINISH AFTER

CLEAN RACK TO BASE
WETAL 1-1/4 AREA OF
STRIP AND MATING
PORTION OF STRIP
(TYP B80T SIDES)

S Ok 5N o k)

P
ATTACHNENT

AASOINNNANNANNANNANNS
NS S WS Y

B

<= OLEAN TO BASE NETAL
FRONT FAGE OF STRIP

OLA
ELECTRONICS
RACK

2 MAR 84
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SUB-NOTE 1(8)  Typical Bonding of Equip-
ment Instalied on Structure with Mounting
Feet

ITEN TO BE BONOED
THROUSH NOUNTING
FEET

R
Ve LOCK WASHE

CLEAN MOUNTING -
STRUCTURE TO BASE
RETAL 1-1/4 AREA

OF NOUNTING FEET.
CLEAN PORTION OF
FEET IN CONTACT WITH
NOUNTING STRUCTURE.

REFINISH AFTER INSTALLATION
1-174 AREA CLEANED

NOTE  ON ITEMS THAT HAVE THE BOLTS SPACED MORE THAN
1524 mm (6 in ) APART, IT IS ONLY NECESSARY TO
CLEAN THE AREA 50 8 mm (2 1n) EACH SIDE OF THE
BOLTS OR SCREWS

DN 5D4
SUB-NOTE 1(9) Instaliation of Bonding
Strips on Shock Mounts
st T
BONDING e
STRIP (RED ™\ (I SHOCK
MOUNY
ROUNTING
rsmcrunt

-

;&csﬁcsu—/@ =

CLEAN NOUNTING STRUCTURE TO
BASE METAL 1-1/2 WIDTH OF
BONDING STRIP. CLEAN BONDING
STRIP IN CONTACT WITH NOUNT-
ING STRUCTURE.

REFINISH AREA
AFTER INSTL 1-V/2

AREA CLEANED

CLEAN TO
PARENT NETAL
NOUNTING BASE 1-1/2
WIDTH OF BOMDING STRIP
AND BOWDING STRIP IN
CONTACT WITH NOUNTING
BASE.

NOTE  INSTALL BONDING STRIP UNDER SHOCK MOUNT PAD IN
SUCH A MANNER THAT THE STRIP DOES NOT ALTER
SHOCK MOUNT FUNCTION

2 MAR 84
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SUB-NOTE 1{10)  Typical Bonding of Details

AFSC DH 14

SUB-NOTE 1(12)  Typical Method of Bonding
Through Bolted Connection

Which Are Isolated by Adhesives
BONDING RIVET

EOCE SLU¢
) N _\ o~ SKIN (ISOLATED BY ADHESIVE )

L= i ' m']-’lmllbmssws

L
\'HOIEYGOIB CORE

o IN0OEd0NnnE ADHESIVE

] : 0 L SKIN ( ISOLATED BY ADHESIVE)
STRUCTURE

BONDING RIVET (BLIND)

SUlSTIIlOTIIRE‘j

NOTES

1. USE A MINIMUM OF TWO RIVETS (TOTAL AREA ELECTRICALLY
EQUIVALENT TO TWO 3 2-mm (%-in ) DIAMETER RIVETS}
FOR ANY ONE CONNECTION. INDICATE THE TOTAL NUMBER
OF RIVETS AND RIVET SPACING ON THE INSTALLATION
DRAWING.

2 DRILL HOLES FOR ALL RIVETS AND INSTALL RIVETS AFTER
ADHESIVES ARE CURED.

REFIRISH AFTER ASSENBLY
1-1/4 AREA CLEANED

CLEAN TO BASE METAL BOTH
PARTS BEFORE ASSEMBLY
1-174 AREA OF CORTACT

SUB-NOTE 1(11)  Typical Method of Bonding
Connectors to Attaching Parts

SUB-NOTE 1(13)  Typical Method of Bonding
Edge-Lighted Panels

CLEAN METAL TO BASE METAL 6 35 mm
(% in.) LARGER THAN CONNECTOR
UNLESS MOUNTING MATERIAL IS

FINISHED AS IN NOTE 1 or 2 FASTENER
REFINISH AFTER INSTALLATION (0N
1-1/4 DA AREA CLEANED AN
»
CONNECTOR ——— ?::'::':“t:’// N
SRS
] 28 A
R <2 \‘o"
oS Vag g 7
o “’
- 7, 5 0.50 TYPIGAL /
B H 2 ’q"
NOUNTING | T4 “2) %z /
VA LU BNZNG) . 5z CLEAN TO
AZS ¥z BASE
B ~< S NETAL )
S0
%z | ]
. NETAL
NOTES. N PANEL /
1 CLEAN AND REFINISH ALUMINUM SURFACE MATING WITH EDCE-LIGHTED
CONNECTOR PANEL
2 MAGNESIUM SURFACE MATING WITH CONNECTOR MAY
BE FINISHED WITH CHROME PICKLE CONFORMING TO
SPECIFICATION MIL—M—3171,TYPE 1
4 2 MAR 84
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SUB-NOTE 1(14)  Connection Jumpers

DN 5D4

BOLT SIZE:

BONDING - NO. 6 & NO. 8 SCREW WHERE EDGE
DISTANCE WILL NOT PERMIT NO. 1G SCREW
- 4.76-mm (%¢-in.) DIA. MIN. WHERE POSSIBLE

100-A RETURN - 6.35-mm (%-in.) DIA. MIN.
200-A RETURN - 9.5-mm (%-in.) DIA. MIN.

NOTE: Electrical bonding to magnesium structure
for current return is prohibited

a. BOLTED TO ALUMINUM OR MAGNESIUM
ALLOY STRUCTURE

ALUMINUM
ALLOY SCREW OR BOLT
BONDING OR CURRENT \

RETURN JUMPER

L

ALUMINUM oa/ W ALUMINUM WASHER

MAGNESIUM - ( NOT USED WITH

STRUCTURE PLATE NUT)
STEEL LOCKNUT OR
PLATE NUT

REFINISH AFTER INSTL
1-¥ DIA. OF CLEANED
AREA

STEEL LOCKWASHER
‘e
Q = _— STEEL WASHER
——ALUMINUM WASHER

g___ LIl
1T1ITTII I TR T T T T

CLEAN TO BASE METAL
AREA 1-1/2 DIA. OF

BOLT SIZES:

BONDING - NO. 6 & NO. 8 SCREW WHERE EDGE
DISTANCE WILL NOT PERMIT NO. 10
SCREW
- 4.76-mm (¥%¢-in.) DIA. MIN. WHERE
_POSSIBLE I
100-A CURRENT RETURN - 6.35-mm (%-in.) DIA. MIN.
200-A CURRENT RETURN - 9.5-mm (%-in) DIA. MIN.

b. BOLTED TO ALLOY STEEL, PLATED STEEL
OR TITANIUM

BONDING
OR CURRENT
RETURN JUMPER

AAMAASSTIINNNES
PLATED STEEL, OR

CR STEEL OR
TITANIUM

REFINISH AFTER ms{/—\

1-/2 DIA. OF CLEANED
AREA

OR PLA

SCREW OR BOLT
STEEL LOCKWASHER
STEEL WASHER

CLEAN TO BASE METAL
Ve OF

NOTES: 1. Not applicable to bonding jumpers used
for current return

2. Use bolted connections where jumper is used
for current return

3. Ensure that rivet size is equal to the equivalent
bolt size

¢. RIVETED TO ALUMINUM OR MAGNESIUM
ALLOY

BONDING
OR CURRENT
RETURN JUMPER

ALUMINUM
MAGNESIUM
ALLOY STRUCTURE

OR

REFINISH AFTER INSTAL ’/"_\

2 MAR 84
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DESIGN NOTE 5D5

DN 5Ds

GROUNDING CONSIDERATIONS

1. POWER RETURNS

There are two primary concepts regarding power returns.
These are ground or structure common return and wired
return. In the ground or structure common concept one
side of the power system is grounded at the power source
and all loads use the vehicle frame or structure as the
return conductor. In three-phase connected ac systems
the neutral is grounded and all single phase loads use the
structure for the return circuit. The principal advantage
of this system is the reduced weight resulting from the
elimination of a great many heavy power return wires.
The disadvantage of the common return system is that it
does not distribute the power efficiently. The flow of
currents through structure produces voltage drops in the
structure. These voltages are normally small compared to
the operating level of the power system, but are large
compared to the operating level of electronic systems,
therefore, creating potential interference problems in any
electronic system using the structure as a power return.
Even systems using structure as a ground plane for shield
grounds are subject to induced voltages in susceptible
circuits. In the wired return concept all systems are
grounded at one point only and have wires for all return
circuits. The wired return system eliminates the vehicle
structures as an impedance common to all systems and
therefore eliminates the complex ground loops which
exist with the common return system. This reduces
ground loops and common impedances which are the
basis of most incompatibilities.

2. CONDUIT GROUNDS

Conduit ground is used to prevent shock hazard and to
carry lightning current. Conduits. however, may be a
source of interference due to possible ground loops,
conductive coupling, and poorly bonded connections.

2.1 CONDUIT AS AN RF SHIELD

Conduits made from solid or woven strands of metal may
be used effectively to shield cables and wiring from the RF
energy environment. The shielding effectiveness of a solid
armor conduit is the same as that of a solid metalsheet of
the same thickness and material (see SN I(1)of DN SF5).
To make an RF tight conduit, ensure that connections are
properly bonded. A conductive paste used in bonding
may be applied to the joints. Keep currents off of conduits
to prevent ground loops and conductive coupling.

REQ: ASD/ENACE
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3. GROUNDING FOR RF

Good grounds require short, high conductance leads. The
inductive reactance of ground leads at radio frequencies
requires extremely short or leadless ground to avoid high
impedance connections. Make all ground for a particular
stage at a single point. As the frequency increases even a
relatively short ground lead no longer acts as a bond to
ground but tends to become an effective radiator.
However, radio frequency may be contained in a given
area in the equipment through the effective use of filters
and enclosures. Use short or leadless ground on
components (such as electron tube. transistors,
capacitors. resistors, and coils) inside the enclosures for
containing RF circuits. The enclosure 1tself is a ground
plane. See SN 3(1) for typical grounding terminations.

3.1 GROUNDING AND SHIELDING
TERMINATION FOR RF
ENCLOSURE

A completely shielded (RF) enclosure should be welded
or soldered directly to the equipment chassis with one
continuous seam around the base for the best grounding.
Shielded and coaxial cables should be terminated by a
continuous weld around the periphery or the opening in
the enclosure. These cables can also be rigidly secured to
the enclosure through RF-type connectors.

4. SENSITIVE EGUIPMENT

Sensitive equipment such as electronic microammeters
and low level amplifiers may need a direct ground
connection to the carth or to the aerospace vehicle
structure itself. If equipment is found to need direct
grounding the following is recommended:

a. If long wire grounds are necessary, use large
diameter (6 mm (Y 1n) or larger) copper bus or stranded
wire between equipment and ground termination

b. To reduce RF coupling make ground leads direct
and as short as possible and observe resonant frequency
effects.

¢. To reduce conductive coupling keep ground leads
away from conduts, magnetic and RF fields, and other
nose producing wires. Do not bundle ground wire with
other wires.

d. When direct ground wire is used disconnect any
other external ground (e.g., conduit) from the equipment
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SUB-NOTE 3(1)  Typical Grounding Terminations
CONDUIY

N RF OUT .
i ! OUTLET EQUIPMENT

o COAX
! : l L
b, POWER PLUG FEED THRY
1 FILTERS =

} WELDED OR
\ ped SOLDER BOND
POWER IN
{ ~-

g8 /] RF ENCLOSURE

' )
i f BUS WIRE

1 1 SAFETY
. GROUND
i ®
) 4 LYY —Q J_

JOINTS
R GROUND LEADS
L :s SHORT AS
u 1 0SSIBLE
o) |—courLing d
b s
CHASSIS
It s
i
o
TN DIRECT
GROUNDING

1
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case if possible. Remove external grounds on allied
equipment if the sensitive equipment is connected to it
through interconnecting shielded cable. the cable being
terminated at each end. Sensitive equipment may be
isolated from a console when using structural or earth
ground. Likewise the whole console may be grounded at
this point provided all other external grounds are
removed.

4.1 INDUCTIVE GROUND LOOPS

Inductive loops are often the result of interconnection of
different circuits to the power supplies. Sub-Note 4.1(1)

shows two amplifiers connected in parallel. B- is supplied
to both amphfiers from point e of the power supply,
which is also the low side of each signal line. A loop exists
at the points c,d,e, d’. Interference pickup may occur
at the grids of both amplifiers as a result of stray flux
cutting this loop. This may be opened by removing one of
the B-leads. Since the resultant inductive interference is
proportional to the physical area of the loop, an inductive
ground loop may occur in which the current flow is
negligible and yet the induced interference is high level.
This type of loopisillustrated in SN 4.1(2). Ground loops
can be removed by disconnecting the shield at pointc ord
and d’.
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SUB-NOTE 4.1(1)  Inductive Loop Caused by
Circuit Interconnection

DN 5D$

SUB-NOTE 4.1{2)  Inductive Ground Loop

mmﬁ |

SHIELDED WIRES

SHIELDED WiRE
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BONDING AND GROUNDING TO

DESIGN NOTE 5D6* PREVENT FAULT CURRENTS

1. INTRODUCTION SUB-NOTE 3(2)

Internally Grounded DC Motor

In equipment/subsystems which use a large amount of Rg T T T T

current, simultaneously consider bonding and grounding.
2. EXPLOSION HAZARD AREAS

Ignition of flammable mixtures can occur as the result of
a ground fault or, as a special case, the starting inrush
current of a dc orac electric motor. Several accidents have
resulted from ignition of explosive mixtures due to
localized hot spots caused by passage of heavy current
through points in ground circuits having excessive
resistance. None of these accidents would have occurred if
an adequate bond had existed between the equipment
mounting flange and basic structure.

3. EQUIPMENT WITH GROUND FAULT

Sub-Note 3(1)shows a typical equipment with a ground

--= | __rauiv. novor
b1 |7 REACTAMCE

§/|

SUB-NOTE 3(3)  Legend to SN 3(1) and 3(2)

fault. Sub-Note 3(2) shows the. special case of an E. Source voltage
internally grounded dc motor. Typically, for SN 3(1), in-
rush currents in the 500 to 1000 A range must pass Es IR drop voltage developed across the ground-
. through the case ground to the structure. For R, = R, = path
0.005 ohm, inrush current = 700 A, the IR drop across le Current available to a fault at the load
the ground circuit is 1.75 V. In a similar way, a ground (amperes)
fault in SN 3(1)will generate a voltage across the ground
circuit. Sub-Note 3(3) is the legend to SN 3(1) and 3(2). Iy Current through case ground to structure
(amperes)
I Current through circuit ground to structure
SUB-NOTE 3(1)  Equipment With Ground Fault (amperes)
e Current through circuit to power source
common (amperes)
R _ fx":-°3é°';'P:°s°l:c I Current through extraneous paralle! ground-
Y ---\-*\-\-\ rm PNENT HOU path (amperes)
o "'?' :_ R. Combined source and line impedance (ohms)
r R, Resistance of housing ground to supporting
I 4 structure (ohms)
E .
9y ' Ry 3 Rx |Eb R, Return-line impedance where structure
l provides current return-path (ohms)
R. Return-line impedance where single-point
IW”WM&WWW ground system Is used {ohms)
NEGATIVE (DC) R, Resistance of extraneous parallel ground-
MEUTRAL (AC) path {metaliic debnis or filament of wire)
{(ohms)

REO  ASD/ENACE
*Extracted n part from Ref 214
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4. HOT SPOTS

If these high currents in the ground circuit pass through a
point contact of low-current capacity, a hot spot can
occur. Such a point of contact often is heated to
incandescence and expulsion of molten metal which can
result in ignition of fuel vapors.

5. BRIDGING THE GROUND

Another ignition source results from metallic objects
bridging the ground connection and forming a parallel
path (R.) across the joint. This can be caused by metal
debris or by safety wires installed on nearby screws (see
SN 5(1)). This ignition source can ignite combustible
mixtures even though the equipment has been
“explosion-proofed.” Conventional explosion tests con-
sider only internal ignition sources.

6. IGNITION AT RIVETED JOINTS

Tests on small cross-section riveted joints indicate
ignition of vapors when the joint is subjected to 1000 A.
Of 10 samples tested, all showed evidence of spark
showers, spot welding, and overheated finish. Design
riveted joints with care when they are to be used in areas
of possible explosion hazards.

7. BONDING RESISTANCE FOR FAULT
CURRENT PROTECTION

Sub-Note 7(1 ) gives the maximum bonding resistance for

fault current protection for fuels according to Section
500-2, Group D, of the National Electrical Code.

8. DETERMINING THE MAXIMUM
BOND RESISTANCE

Sub-Note 8(1) 1llustrates a typical problem where it is
necessary to determine the maximum allowable bond

AFSC DH 14

resistance (R») for an electrical device to be installed in an
explosion-hazard area. In the sample calculation below,
the following assumptions are made:

a. The regulation will maintain the line-to-ground
voltage (E.) at 120 V ac rms during a ground-fault in the
equipment.

b. The total line impedance is lumped at R., and the
calculated dc resistance is used as this impedance (a small
error occurs in ignoring ac impedance effects, but this is in
a direction which increases the factor of safety).

c.  Fordetermination of the fault-current capability (1)
the resistance of the fault (R;) and bond resistance (Ry) is
assumed to be zero.

d. The line leads between power panel and equipment
are American wire gauge (AWG) size 14, and are 7.3 m
(24 ft) long.

Solution:
(1) Determine line resistance:

AWG 14 copper at 20°C is listed in handbooks as
0.008 284 Q/m, round off to 0.0083 Q/m
(0.002 525 Q/ft, round off to 0.0025 (1/ft).

then; 24 ft = 24(0.0025) = 0.06£)
(2) Solving for maximum fault current capability;
=E o120 _ o0 4
Re 0.06

(3) Referring to SN 7(1), at 2000 A the lower curve lists
a maximum of 0.037 mQ.

Le

(4) The value from (3) is the theoretical maximum
allowable bond resistance. In practice. it is
recommended that this be rounded off by reducing
the value to 0.035 + 0.003 mQ for the drawing
callout.

SUB-NOTE 5(1)  Examples of Conditions Causing Explosions or Ignition
DIAMETER LENGTH

BRIDGING MATERIALS mm (in.) mm (in.) AVG VOLTS AVG A*
Copper Wire 0.635 {0.025) 5.08 (0.2) 041 220
Copper Wire 0.305 {0.012) 254 {0.1) 0.45 58
Aluminum Wire 0.508 {0.020) 178 (0.7) 055 30
Aluminum Washer 12.7 {1/2) 041 700

Aluminum Washer 19.05 (3/4) 043 675
*The value of the current i1s not minimum required for ignition
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SUB-NOTE 7(1}  Fault Current vs Maximum Allowed Resistance for Bonding Between Equipment
and Structure
1X10
N
N
N\ \ BOWDING RESISTANCE CAPABLE
N\ i OF IGNITING EXPLOSIVE VAPORS
AN
\\ \\
I ) AN
>«
= \X
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= N\ N
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= FOR FAULT CURRENT PROTECTION \]T \\
2 | \\
1X10"
. N
\\ >~
AN 1|
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N
AN
" \\
1X10
100 1000 10 000
FAULT CURRENT ( AMPERES)

8.1 DIRECT CURRENT CALCULATIONS

An ac system was shown in the SN 8(7)example because
of the present trend toward this type of power 1n aircraft.
Exactly the same technmique would be followed if the
problem concerned dc power. rather than ac, and the
accuracy of calculations would be slightly improved
because the wire resistance would constitute the true
impedance.

2 MAR 84

8.2 WORST-CASE CONFIGURATION

Sub-Note 8(1) and the sample calculation were based
upon the worst-case configuration in which the possible
ignition mechanism is a point having low-current
carrying capacity located within the case-ground, or the
equipment housing itself. In the sample calculation
associated with this figure, a small error occurs through
the assumption of zero resistance for Rr and Ry. When
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DN 5D6 AFSC DH 14
SUB-NOTE 8(1)  Three-Phase Equipment Ground Fault
LOAD EQUIPMENT

e oo 1
PANEL < i
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[a] W 7%~ - wee-groun- |

I FAULT
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D R |
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2 BASIC STRUCTURE

: §

NOTE

D- Regulating point of power system

b- Fauit current capabilty 1. = =

E
R.

calculating the theoretical available fault current (1), the
value obtained is slightly higher than would occur had
these resistances been added to the line impedance, R..
This slight error, however, is of negligible magnitude, and
works in the direction of increasing the margin of safety.

8.3 RECOMMENDATIONS

In further justification of the exclusion of these items
from the calculation of I, it should be noted that at the
time of solving this problem, resistances R; and R, are
hypothetical, and each could approach zero ohms. As
they approach zero, the error from omitting them

becomes negligible. Sub-Note 7(1)would require changes
for each line voltage utilized. Accordingly, the simplified
approach as used in SN 7(1) is recommended.

9. MEASUREMENT OF ELECTRICAL
BONDS IN EXPLOSION
HAZARD AREA

A safe meter for measurement of bonds should always be
used 1n areas of possible explosion hazards. An
instrument suitable for measuring electrical bonds is
discussed in Ref 214.
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SECTION 5E EARTHING
DN 5E1 - CONSTRUCTING AN EARTHING 4.1 Irregular Mesh
SYSTEM S. FACTORS AFFECTING GRID
RESISTANCE
1. INTRODUCTION 6. GRID RESISTANCE
2. EARTH GRID 7. MEASUREMENT OF
2(1) One Example of a Grounding EARTHING NETWORKS
Grid
2.1 Main Objectives
3. DIFFICULTY IN APPLYING DN 5SE2 - EXTERNAL AIRCRAFT
PHYSICAL CONCEPTS GROUNDING
4, CALCULATION OF GROUND
RESISTANCE INTRODUCTION
4(1) Values of Coefficient K; as a GROUNDING HARDWARE

Function of Length to Width
Ratio X of Area

4(2) Values of Coefficient K3 as a
Function of Length to Width
Ratio X of Area
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DESIGN NOTE 5E1

DN SE1

CONSTRUCTING AN EARTHING SYSTEM

1. INTRODUCTION

An ideal earthing system would consist of a single
large conducting plate covering the entire area of
the installation and connected to the earth at an
infinite number of points. This, of course, is not a
practical solution. Effectively, this kind of system
can be approached by installing a suitable ground
grid surrounding the area of the installation
consisting of a continuous copper cable (or other
suitable conductor) buried beneath the earth's
surface and connected to driven ground rods, plate
electrodes, or a water system. The ideal size for the
ground bus will depend on the magnitude of the
available ground fault currents and operating time
of protective equipment. But for practical purposes
it should have an equivalent conductivity of not less
than 4/0 AWG wire for small installations and
250 mm? (5 X 103 circular mils) for large instal-
lations. If this system is then developed into a
grid-type network, it will approach the ideal.

2. EARTH GRID

Grid systems usually extend over the entire
installation, and they may extend some distance
beyond the property boundaries. They consist of
conductors buried a minimum of 152 mm (6 in.) in
the ground or stone fill to form a network of
squares. The size of the squares will vary with the
expected voltages, but cable spacings of 3to 3.7 m
(10 to 12 ft) are commonly used (see SNV 2(/) and
MIL-STD-188-124). All cable crossings should be
securely connected to all equipment and structural
steel work. In rocky ground, where driven
electrodes are impractical, it is sometimes more
economical and desirable to use a grid system in
place of buried strips. In this case, the cables are
usually buried at a depth of 0.3 or 0.6 m (1 or 2 ft).
Where bedrock is near the surface, or where sand
is encountered, the soil may be very dry and of high
resistivity; therefore, it is necessary to have a grid of
considerable size. Under such conditions buried
metal strips, wires, or cables offer the most
economical solution. Since the effectiveness of this
type of electrode for lightning discharges is a
function of its inductance, the use of a number of
well-spaced shorted strips in parallel is preferable

|REO: ASD/AFCC
31 JAN 91

to one or more long strips. The depth at which the
strips are buried is not critical. Tests by the Bureau
of Standards have shown that the decrease in
resistance from the minimum depth to the
practicable maximum (about 0.5 to 1 m (18 to
36 in.)) is only about 5% (based on uniform soil
resistivity). Similarly, the effect of conductor size is
extremely small.

SUB-NOTE 2(1) One Example
of a Grounding Grid

- S —

f— (0 —o

2.1 MAIN OBJECTIVES

The main objectives of a properly designed ground
grid (or other main grounding system) are (1) to
provide the lowest economically feasible ground
resistance in the path of the expected fault current
to ground, and (2) to hold the potential, induced
by the fault current (over the area to be protected)
within safe margins.

3. DIFFICULTY IN APPLYING PHYSICAL
CONCEPTS

It is difficult to apply exact physical concepts to the
variety of shapes and combinations. For complex
forms it is impractical to express in analytical terms
the boundary conditions for the equipotential
surface of the ground conductors. The task of
finding an accurate analytical solution is unreward-
ing because of the vagueness of soil resistivity
measurements. The resistivity, often changing
erratically, varies not only with the seasons, but
also locally over the horizontal extensions of
relatively confined areas and in vertical direction
with the different strata. So, even if an accurate
analytical solution could be found for the
geometrical design, the computed resistance could
be relied on only with certain reservations.
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4, CALCULATION OF GROUND
RESISTANCE

Since a high degree of accuracy in the end result,
i.e., the absolute value of ground resistance, is not
attainable, deviations from a pure mathematical
approach may be tolerated. For the purpose of
selecting the best arrangement and for preliminary
comparisons, the approximate method presented
here furnishes results that are sufficiently accurate
for practical purposes. The resistance to infinite
ground of an intermeshed network of the form
depicted in SN 2(!) can be written as:

R=— [l0ge 2= + B 1 Vigq 1)
=—— |loge — + -
L ge a2’ A 2 q

Where:

R = ground resistance of ground grid
mesh (ohms)

p = soil resistivity (ohm~centimeters)

L = total length of all connected
conductors (centimeters)

a’ = (a X 2z) for conductors buried at

depth of z centimeters, or (a) for
conductors on earth surface; 2a is
diameter of conductor (centimeters)

A = area covered by conductors (square
centimeters)
K1,K2 = coefficients, see SN 4(1) and SN 4(2).

The coefficient K; in the above equation is
obtained from the expression for the resistance of a
horizontal thin plate. With L increasing toward
infinity, Eq 1 approaches this value. Curve A in
SN 4(1) shows the plotted coefficients Ky for
square and rectangular plates at earth surface;
curves B and C show the coefficient Ky for plates
buried at different depths. They are based on tests
which provide data for plates of length to width
ratios up to 1:4. Curves B and C are presented here

AFSC DH 1-4

primarily for comparison. In most practical cases,
grids or rod beds are buried to a sufficient depth
so the coefficients Ky for the surface level hold
with sufficient accuracy. At worst they may
produce values that are somewhat high and thus
are on the safe side. Coefficients K, have been
calculated for loops encircling areas of the same
shape and depth and are given in SN 4(2).
For configuration and depths different from the
ones presented in SN 4(1) and SN 4(2), the
corresponding coefficients K; and K; may be
developed accordingly.

SUB-NOTE 4(1) Values of Coefficient
Ky as a Function of Length to Width
Ratio X of Area

1.40
NG CURVE A—FOR DEPTH = 0
~J CURVE B—FOR DEPTH = 1/10 AREA|
1.30 ™ CURVE C—FOR DEPTH = 1/6 AREA
AN
~
1.20 ~
Ky
COEF.,
10— F—
— \\
Iy \
1.00 ~
C T~
T~y
.80
1 2 3 4 5 6 7 8
LENGTH TO WIDTH RATIO

SUB-NOTE 4(2) Values of Coefficient
K> as a Function of Length to Width
Ratio X of Area

7.0
/
A — |
6.0
/ (
Ke 1
COEF.
8.0 £
]
jusempmempmpm
4.0
1 2 3 4 5 6 7 8
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4.1 IRREGULAR MESH

It is assumed that equally close results will be
obtained for oblong or even irregular meshes. In
the derivation, the density factor L/VA was
entered so the results should be unaffected by
irregularity in the distribution of the total
conductor length over the area.

5. FACTORS AFFECTING GRID
RESISTANCE

The resistance of a grounding grid decreases with
an increase in the area enclosed, an increase of
wire diameter used, and the depth to which the grid
is buried. When the depth of the grid is of the same
order of magnitude as the diameter of the wire, the
resistance is quite high but as the depth is
increased, the resistance decreases exponentially.
Variation of resistance with the size of the wire is of
a similar nature, except for the fact that very thin
wires are rarely used and therefore ranges where
variations are rapid are seldom encountered.

31 JAN 91
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6. GRID RESISTANCE

The following points should be borne in mind when
considering the resistance in designing a grounding
grid:

a. The area enclosed by the grid should be as
large as possible. If further decrease in resistance is
desired, criss—cross conductors should be added.
However, the number of meshes need not exceed
16 in an economical design.

b.  The diameter of the wire is determined by
thermal rather than by electrical considerations.
Tubing may be advantageously used instead of
wire.

c. The depth to which the grid is buried is
determined by the nature of the soil. The grid
should be buried as deeply as possible without
involving too much expense in excavation.

7. MEASUREMENT OF EARTHING
NETWORKS

| See MIL-HDBK~-419 and MIL-STD—188-124 for

information on measurements of earthing sub-
systems. The fall-of-potential measurement
method should always be used.
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DESIGN NOTE 5E2

DN SE2

EXTERNAL AIRCRAFT GROUNDING

1. INTRODUCTION

Install an adequate number of ground jacks so that all
grounding cables required during fueling, weapons
handling, or other servicing equipment can be connected.
The total number of jacks to be used should be
determined after an analysis of system requirements. The
following can be used as a guide:

a. Earth-Grounding Jacks. Install one jack for a
grounding cable to connect to an earth ground rod. The
cable should be in place until there is intent for flight.

b. Refueling Grounds. Install a grounding jack at each
gravity fuel inlet plus one for connecting a grounding wire
from the fueler to the aircraft. A jack is not required for
single point nozzles.

c. Oxygen Servicing Grounds. See Para Sc.

d. Other Servicing Grounds. Install additional groun-
ding jacks, as determined by analysis, for other servicing,
maintenance, or checkout equipment.

e. Weapons Grounds. Install grounding jacks (as
necessary) at locations convenient for use in handling of
weapons or other explosive devices. A jack may be
necessary near each pylon or other attachment or loading
point.

2. GROUNDING HARDWARE

Use the following requirements for grounding hardware:

a. Grounding Cables. Fabricate grounding cables
according to MS27574.

b. Grounding Plug. The only part approved for
connecting grounding cables to aircraft is the plug shown
in M 83493 which is a new stainless steel design. The old
brass plug and the alligator clips are inadequate.

c.  Grounding Jacks. Comply with M.S90298.

REO  ASD/ENACE
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d. Grounding Clamps. For connection to earth-
grounding rods, use only clamps that comply with MIL-
C-83413.

e. Streamer Warning. Install MS5/700-36 warning
streamers according to MS27574.

3. INSTALLATION OF JACKS

Mount ground jacks on structure so that resistance to
ground is less than 0.0025 ohm. Comply with MS33645
for other installation requirements.

4. MARKING OF GROUNDING JACKS

When surface temperatures are less than 107°C, use
decals that conform to MS27606. When surface
temperatures exceed 107°C, paint the ground symbol
with material according to MIL-M-25047 (see MS33645).

5. GROUNDING OF SUPPORT
EQUIPMENT

Use the following guidelines for grounding of support
equipment:

a. Do not ground or install grounding wires on mobile
electrical power equipment.

b. Fuelers, oil servicing, and other support equipment
handling flammable materials require one grounding wire
to connect to an earth ground and a second one to connect
to the aircraft.

c.  Oxygen servicing of support equipment requires one
grounding wire to connect to an approved earth ground.
Redundancy is achieved by use of hoses that are designed
to be electrically conductive.

d. Engine covers, jacks, towbars, lock pins, chocks, and
similar support equipment do not require a grounding
wire.
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DN 5F1 - INTRODUCTION DN 5F4 - THIN METAL K FACTORS
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INTRODUCTION
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INTRODUCTION

PLANE WAVE SHIELDING

Plane Wave Reflection
Losses Rp

ELECTRIC FIELD SHIELDING
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Magnetic Field Reflection
Losses Ry

MAGNETIC FIELD
SHIELDING

1. INTRODUCTION
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DN SF5 - SEAMS

1. INTRODUCTION
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DESIGN NOTE 5F1* INTRODUCTION
1. GENERAL ] i
SUB-NOTE 2(1) Typical Shielded
i o Compartment Discontinuities
The purpose‘ f)f a'n 1r?terferenc.e and susceptibility (Proper and Improper)
control specification is to provide the electromag-
netic interference (EMI) engineer with the design
limits he requires in the determination of shielding Proper
requirements. The system engineer should be 1
ready to take advantage of all inherent shielding ‘1:1"
. Shielded
the system may have to offer. Items such as aircraft Conductors Shielded
or missile skins, building walls, partitions, ship Lead-in  quu
hulls, etc., may be used to advantage. The IUnshie,ded
shielding effectiveness afforded by these portions - tead-In
of the system may be used to reduce limit I e
requirements or to relax shielding requirements. — Un:ri]'i";zed
Likewise, equipment within a console or rack may - P'-;gesi ]
. . . roperly
benefit from the inherent shielding of that rack. ] I Filtered 5
Consider carefully the impact of corrosion control g o
. . . o
requirements on shielding. £ ‘ Lines )
Improperly Metalll_c ‘
Fittered Waveguide
2. INTERFACES Panel
Meter
Hole Control
. : Shaft
If it were not for the many mechanical and
electrical interfaces required in an aerospace Seam
system, the shielding problem would be reduced to " G:;iet Scr’:z':ing
choosing a proper shield material and applying a Seam
simple box concept. Since each interface degrades NMetalie
the shield to some degree, the selection and L@m
implementation of techniques to provide continuity Proper
at these interfaces is important. Sub-Note 2(1)
illustrates some of these interfaces.

REO: ASD/ENACE
*Extracted in part from Ref 668. This Design Note extensively revised 31 Jan 91.
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DN SF1

2.1 ILLUSTRATING EMI CURRENT
FLOW*

When a current carrying conductor is attached to a
shield, the current flows on the surface of the
shield. This phenomenon, illustrated in
SN 2.1(1)a, is a manifestation of the skin effect in
conductors. It is important in application of the
shielding topology because it permits interference
current on the conductors to be diverted to the
outside surface of the shield. When the conductor
is brought through the shield as shown in
SN 2.1(1)b and terminated to the inside surface,
the conductor current is injected and/or radiated

AFSC DH 1-4

on the inside of the shield where it may interact
with internal components. If transient current is
very large, such as EMP, any ground conductor
can be terminated on the outside of the shield or
barrier and regenerated on the inside by
conduction. By offsetting the external and
internal ground as illustrated in SN 2.1(2), this
transient current can be minimized. Welding the
terminals prevents holes or openings in the shield.
Sub-Note 2.1(3) gives several examples of shield-
ing topology with proper, compromising, and
improper methods of shielding and how these
currents can be restricted.

SUB-NOTE 2.1(1) EMI Current Flow

CURAENS
DENSITY

SHELD
a. Confinement of conductor current to “outside’ surface by
skin effect.

b. Conductor current injected on the “inside” of a shield.

© 1980 IEEE

SUB-NOTE 2.1(2)

Offsetting External and Internai Ground to Minimize Transient
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ouT0E ,.a/

DAMALE
vevie
OISTARIBLTIOM

_”n.om“.

INTERNAL
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*Copyrighted in part from Ref 659.
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SUB-NOTE 2.1(3) Shielding Topology
. r
Proper Compromising Imprope
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\
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3. SHIELDING EFFECTIVENESS (SE)

Shielding effectiveness is defined as the total
attenuation of radiated RF electromagnetic energy
realized when the energy attempts to pass through a
barrier. It is an insertion loss, expressed in dB
attenuation, and can be generalized as follows:

SE=R+A+K (Eq 1)
Where:

R = Reflection loss for both sides in dB

>
I

Absorption loss in the wall material in dB

K = Correction factor for waves reflecting inside
wall in dB. This factor is insignificant for

AFSC DH 1-4

metal walls of enough practical thickness to
support their own weight. See DN 5F4 for
Thin Metal K Factors.

3.1 CHARACTERISTICS

In general, the absorption losses (A) are low and
rise to high levels with rise in frequencies (see
SN 3.1(1)). The reflection losses can be of three
different natures, depending upon the impedance
of the incident wave; the electric field Re, the plane
wave R;, and the magnetic field Rp.

4. SHIELDING GUIDANCE

Shielding guidance is contained in SN 4(1).

SUB-NOTE 3.1(1) SE Characteristics

SHIELDS
FREQUENCY IMPEDANCE A Re Rp SEq-A+Re | SEy, = A + Ry
LF Low Low High Low High Low
HF High High Low High High Very High

Where E field is High Z and H field is Low Z

SUB-NOTE 4(1) Guidance for Shielding

1. Design shielded wires and enclosures to provide maximum shielding efficiency.

2. Use a minimum number of joints, seams, gasket seals, and openings.

3. Use conductive material for gasket seals.

4. Compress all RF gaskets.

5. Use a minimum number of inspection plates, adjustment holes, and screened ventilation parts.

6. Check equipment enclosure for RF leaks through:
Meters
Toggle switches
Indicator lamps
Fuse holders
Handles
Access doors
Any other such openings

7. Electrically bond screens and honeycomb material to its frame.

8. Whenever possible, electrically bond all discontinuities.

9. Shield each radiation source.

10. Ensure shielding interfaces with the other EMC disciplines.

31 JAN 91
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~ DESIGN NOTE 5F2*

DN 5F2

ABSORPTION LOSS (A)

1. INTRODUCTION
The absorption loss can be calculated by the following
formula:

Wall absorption loss
A = 3.338 X 107 T\/fou in dB (Eq 1)

Where:

T = Wall thickness in mils

f =  Frequency in Hertz

o =  Material conductivity relative to copper

g =  Material magnetic permeability, vacuum = |

1.1 SHIELDING MATERIAL

The choice of material for shielding purposes depends
primarily on the type and degree of shielding performance
desired. Sub-Note 1.1(1) gives the conducitivity (o) and
permeability (u) of various metals used for shields and
enclosures. Shielding effectiveness can be calculated by
the equations and nomographs of SN 2(1)and DN 5 F3.
In some cases shielding effectiveness provided by a shield
must be 60 dB or better.

2. NOMOGRAPH CALCULATION

Sub-Note 2(1) aids the designer in determining, for
various magnetic and nonmagnetic materials, the
penetration or absorption loss at a chosen frequency.
Given a desired amount of absorption loss at a known
frequency, determine the required thickness for a known
metal.

a. Locate the frequency on the F scale and the desired
absorption loss on the A scale. Place a straightedge across
these points and locate a point on the unmarked scale.
(Example: A =10 dB, F = 100 kHz).

b. Pivot the straightedge about the point on the
unmarked scale to various metals noted on the u X o scale
and the point on the unmarked scale will give the required
thickness on the T scale. (Example: for copper T =
0.23 mm (9.2 mils), for commerical iron T = 0.13 mm
(5.2 mils)).

c. Theabsorption loss graph canalso be used in reverse
of the above order.

3. SE AT LOW FREQUENCIES

Although the shielding effectiveness due to the absorp-
tion loss at low frequencies drops off considerably, this is
of little consequence since the configuration is not likely to
be an efficient receiving aperture at these frequencies.

SUB-NOTE 1.1(1)  Electrical Properties of Shielding Matenals (Part |)T
MATERIAL CONDUCTIVITY MATERIAL CONDUCTIVITY

(NONMAGNETIC) T o (NONMAGNETIC) T o
Aluminum 0.61 Magnesium 0.378
Beryllium 0.1 Monel 0.04
Brass 0.26 Phosphor-Bronze 0.18
Cadmium 0.235 Platinum 0.17
Copper{Anneald) 1.0 Silver 1.06
Copper{Harddrawn) 0.96 Stainless Steel 0.0284
Gold 0.7 Tin 0.15
Lead 0.08 Zinc 0.29
1 This Sub-Note was extracted in part from Ref 1447 © and was prepared by Dr Leshe Radnay, Sr, Consultant, R&B Enterprise
*ror nonmagnetic shielding matenals, u = 1 for all frequencies Therefore, the value o 1s the same for o X u and o/u

REO: ASD/ENACE

*The nomograph and explanation have been extracted from Ref 1428
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DN 5F2 AFSC DH 14
SUB-NOTE 1.1(1)  Electrical Properties of Shielding Materials (Part 1)t
MATERIAL FREQUENCY CONDUCTIVITY PERMEABILITY
(MAGNETIC) (H2) o u o X u o/u
Conetic* Oto 1 k 0.0304 25115 764 12 x 10°°
Hypernick Otolk 0.035 4 529 159 77 x 107
Iron (Commercial) 0 to 150 k 0.044 54.1 24 81 x 10™
Iron {Punified) 0 to 150 k 0.17 1000 170 17 x 10°°
1M 017 700 119 24 x 107
M 0.17 600 102 28 x 10™
I0M 0.17 500 85 34 x 10™*
15M 0.17 400 68 43 x 107
100 M 0.17 100 17 0.0017
1G 0.17 50 85 0.0034
15G 0.17 10 17 0.017
10G 0.17 1.0 0.17 0.17
Mumetal Otolk 0.03 19 833 595 15 x 107
Ni-fe 50 Otolk 0.12 3162 380 38 x 107
Netic (Blue) Otolk 0.1116 570 63.6 20 x 10"
Netic (Special) Oto 1k 0.1263 440 85.6 29 x 10
Netic S3-6 Otol k 0.1263 1 000 126 13 x 107
Nichrome Otolk 0.02 18.2 0.364 0.0011
Nickel Otolk 02 100 20 0.002
Permalloy 4/79 Otol k 0.03 20 667 620 145 x 10°°
Permalloy 45 Otolk 0.04 2 450 98 16 x 10°°
Permalloy 78 Otolk 0.035 2 692 94 13 x 107
Primag 40%* Otolk 00116 1700 19.7 68 x 107
Primag 90* Otolk 0.33 780 257 42 x 10
Si-Fe 4% Otolk 0.0247 425 105 58 x 107°
Si-Fe 4% (Onented) 0tolk 0.11 4787 527 23 x 107
Steel {Cold Rolled) 0 to 200 k 0.17 224 38 76 x 10
1k 017 212 36 80 x 10
6k 0.17 153 26 11 x 10°
8 k 0.17 147 25 1.16 x 107
10 k 0.17 135 23 126 x 107
15 k 0.17 97 16.5 1.75 x 107
20 k 0.17 86 146 197 x 10°°
30k 017 59 10 288 x 107
40 k 0.17 49 83 347 x 10
Steel (Galvanized) Otolk 0.1766 227 40 77 x 107
Steel {Hot rolled) Otolk 0.1603 160 256 0.001
Steel {Terne) Qtolk 0.1517 157 238 97 x 10"
Supermalloy Otolk 0.029 100 000 2900 29 x 107
*Values given hold for magnetic induction between 32 and 159.2 A/m,_above 3184 A/m the permeabilities at 1 kHz are as follows:
Primag 40 48 000
Primag 90 60 000
NOTE Inquire a: *he manufacturers of magnetic matenals for permeabilities and other magnetic properties {saturation, etc ) if used above 1 kHz!
Permeabilities generally decrease with increasing frequencies. The minimum permeabilities of some materials at undefined frequencies are:
Conetic 3000
Netic (Blue) 240
Netic (Special) 125
Netic (S3-6) 220
Primag 40 1300. above 3184 A/m 1500
Primag 90 560 above 3184 A/m 3000
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AFSC DH 14 DN 5F2
SUB-NOTE 2(1})  Absorption Losses (A)
-
FIOO MHz mm mils .
s n
[ T 10
5 -
L 10 MHz 100 10" —
C - 90 7]
[ + % ]
i - 70 B
| - 60 7
—~ 50
= 1 MHz —
- 4 4
= 1000 .
[ i 10- —
3 - 30 ~
l— 100 kHz
: 2 20 -
- 100
I F T s uxo
i See SN 11(1)
A{dB)
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- L, _
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s | L
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[ = ¢ 1
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-
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ESIGN NOTE S5F3*

DN 5F3

REFLECTION LOSS

1. INTRODUCTION

As an electromagnetic wave propagates from free
space (or air) into another medium, such as a
metallic barrier, the wave impedance will change
suddenly and reflection will occur at the boundary
of the two media.

2. PLANE WAVE SHIELDING

For plane waves, shielding magnetic material
provides the best absorption loss (since p>>0 at a
given thickness T) while good conductors provide
better reflection loss (o>>p). To calculate
reflection loss for plane waves the following
equation or SN 2(/) can be used.

Rp = 168.2 + 10 1ogpL—°f indB  (Eq 1)

In determining plane wave reflection loss Ry:

a. Locate a point on the o/p scale for one of the
metals listed. If the metal is not listed, compute o/p
and locate a point on the numerical scale.

b. Place a straightedge between the g/p scale
and the desired frequency on the f scale.

c. Read the plane wave reflection losses from
the Rp scale.

3. ELECTRIC FIELD SHIELDING

The electric field that exists close to the radiating
antenna is high in impedance and is more in
keeping with the nature of the radiating elements
within an equipment group. The reflection loss for
the high impedance wave can be calculated with
the following equation or from the nomograph

SN 3(1):

Re = 353.6 + 10 log in dB (Eq 2)

o
f3uD?

REO: ASD/ENACE

Where:

D = Distance from radiating element to shield
in inches

Both R, and Ry can be computed using the
following steps:

a. Locate a point on the o/p scale for one of the
metals listed. If the metal is not listed, compute o/p
and locate a point on the numerical scale.

b. Locate the distance between the energy
source and the shield on the “D” scale.

c.  Place a straightedge between D and o/p and
locate a point on the blank scale.

d. Place a straightedge between the point on the
blank scale and the desired frequency on the
f scale.

e. Read the reflection loss from the Re or Ry
(SN 3(2)) scale.

f. By sweeping the f scale while holding the
point on the blank scale, Re or Ry, versus frequency
can be obtained.

4. MAGNETIC FIELD SHIELDING

The magnetic field is known as a low impedance
field. Magnetic field shielding may best be
achieved through the use of magnetic material such
as mumetal, permalloy, steel, etc.

0.462
Rp, = 20 log[———— Ll
D fo
fo .
+ 0.136D\/— + 0.354] in dB
s

(Eq 3)

Use the nomograph SN 3(2) for calculating
reflection loss for magnetic fields.

*The nomograph and explanation have been extracted from Ref 1428.
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SUB-~-NOTE 2(1) Plane Wave Reflection Losses Rp
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DN 5F3

Electric Field Reflection Losses R.

SUB-NOTE 3(1)
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SUB-NOTE 3(2)

Magnetic Field Reflection Losses R,
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DESIGN NOTE 5F4

DN 5F4

THIN METAL K FACTORS

1. INTRODUCTION

Constant K is the correction factor for thin material in
decibels. The K factor is usually insignificant when
absorption losses are greater than 10 dB. Sub-Note 1(1)

gives approximate values of K for thin metals. Sub-Note
1(2) is obtained by plotting data given in SN I(1) for
copper magnetic field shielding. From this type of graph,
any K correction factor can be calculated between 60 Hz
and 1 MHz.

SUB-NOTE 1(1)

K Correction Factors in dB for Solid Metal Shield*

Shield Thickness

mm (mils) 60 Hz 100 Hz 1 kHz 10 kHz 100 kHz 1 MHz

= 0.025 (1) -22.22 -24.31 -28.23 -19.61 -10.34 -261

o | 0.127 (5) -21.30 -22.07 -15.83 - 698 - 0.55 +0.14
S 0.25 (10) -19.23 -1859 -10.37 - 262 + 0.57 -
ey 051 (20) -15.35 -13.77 - 541 + 013 - 0.10 -
21 0.76 (30) -12.55 -10.76 - 294 + 058 - -
g3 1.27 (50) - 8.88 - 7.07 - 058 - - -
S5 2.54 (100) - 424 - 274 + 050 - - -
a 5.08 (200) - 0.76 + 0.05 - - - -
S 7.62 (300) +0.32 + 053 - - - -

= 0.025 (1) -41.52 -39.31 -29.38 -19.61 -10.33 -261

s | 0.127 (5) -27.64 -26.46 -15.82 - 696 - 055 +0.14
S @3 0.25 (10) -21.75 -19.61 -10.33 - 261 + 0.57 -
=23~ 0.51 (20) -15.99 -13.92 - 5.37 +0.14 - 0.10 -
== 0.76 (30) -12.73 -10.73 - 290 + 0.58 - -
258 1.27 (50) - 881 - 6.96 - 055 +0.14 - -
sa o 2.54 (100) - 408 - 261 + 051 - - -
w8 5.08 (200) - 0.62 +0.14 - - - -
S 7.62 (300) + 041 + 0.58 - - - -
ag 0.025 (1) + 0.95 +1.23 - 160 - 183 - -
sS% 0.127 (5) +0.93 + 0.89 - 059 - - -
“ o 0.25 (10) +0.78 + 048 + 0.06 - - -
2 2 0.51 (20) +0.35 + 0.08 - - - -
B2 6 0.76 (30) + 0.06 - 0.06 - - - -
=L 1.27 (50) - - - - - -
E g 0.025 (1) -19.53 -17.41 - 835 - 131 - -
L83 | 012709 - 690 - 517 + 020 - - -
2o 0.25 (10) - 256 - 131 +0.36 - - -
e 051 (20) +0.16 + 054 - - - -
E2C b 0.76 (30) + 0.58 + 042 - - - -
2 =2 1.27 (50) +013 - - - - -

*Extracted from Ref 108

REO  ASD/ENACE
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SUB-NOTE 1(2) ~ Graph of K Correction Factor for Copper Magnetic Field l
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AFSC DH1-4 DN 5F5
DESIGN NOTE 5F5* SEAMS
1. INTRODUCTION SUB-NOTE 2(1)  Panel Seam Configurations

Good bonding technique is needed to obtain a seam that ."%&‘L

is electromagnetically tight. Radio frequency (RF)
interference leakage problems primarily stem from
improperly bonded seams. Slits which result in gaps and
degrade the shielding effectiveness are most commonly
produced by poor spot welds or poorly spaced fasteners
such as screws or rivets. A detailed study of the bonding
technique is given in Sect 5D.

2. CONSTRUCTION OF SEAMS

Several configurations for seams between two metallic
members within an aerospace system are shown in SN
2(1). The preferred seam is a continuous weld around the
periphery of the mating surfaces. The type of weld is not
critical, provided the weld is continuous.

2.1 OVERLAPPING SEAM

An acceptable alternative technique is the overlap seam
shown in “D” of SN 2¢1). In an overlap seam, all
nonconductive materials must be removed from the
mating surfaces before the surfaces are crimped, and the
crimping must be performed under sufficient pressure to
ensure positive contact between all mating surfaces. Sub-
Note 2.1(1) summarizes, in order of preference, techni-
ques for implementing permanent or semipermanent
seams.

2.2 RF IMPEDANCE

Regardless of the type of seam used, the RF impedance of
the seam must not differ appreciably from that of the
materials being joined. If the RF impedance of the seam is
relatively high, RF voltages can develop across the seam
from skin currents, permitting RF energy to enter the
shielded enclosure. It is sometimes necessary to use
continuous welding of seams to ensure shielding effec-
tiveness.

2.3 CONSIDERATIONS

Seams that are properly bonded will provide a low
impedance to RF current flowing across the seam.
Wherever possible, mating surfaces of metallic members
within an aerospace system should be bonded together by
welding, brazing. sweating, swaging, soldering. or metal-
forming. To assure adequate and properly implemented
bonding techmques, observe the following recommen-
dations.

a. All mating surfaces must be cleaned before bonding.

REO  ASD/ENACE
*Extracted in part from Ref 668
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DN 5F5

SUB-NOTE 2.1(1)  Types of Seams in Order of Preference

PREFERENCE TYPE OF SEAM REMARKS
1 Continuous weld Best RF seam
2 Spot weld Space weld joints less than 51 mm (2 in.) apart
3 Crimp seam Use strong and lasting crimping pressure; pressure Is
maintained by spot welding

SUB-NOTE 2.3(1)  Shielding Effectiveness
Versus Screw Spacing

210
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= bl LI T TTTI

= 0.l 1.0 10 100

et SCREW SPACING [N INCHES

254 mm=1mn.

b. All protective coatings having a conductivity less
than that of the metals being bonded must be removed
from the contact areas of the two mating surfaces before
the bond connection is made. (The conductivity of
coatings, such as anodizing materials, should be verified
with the manufacturer whenever it is questionable.)

¢.  When protective coatings are necessary, design them
so that they can be easily removed from mating surfaces.
Since the mating of bare metal to bare metal is essential
for a satisfactory bond, a conflict may arise between the
bonding and finish specifications. It is preferable to
remove the finish where compromising of the bonding
effectiveness would occur.

d. Generally, protective metal platings such as cad-
mium, tin, or silver need not be removed. Coatings having
poor conductivity destroy the effectiveness of a bond to
produce a low impedance RF path.

e. Mating surfaces should be bonded immediately after
protective coatings are removed to avoid oxidation.

f.  The nonreplaceable portion of a bonded joint that
must be formed by dissimilar metals should be a metal
lower in the electromotive force series than its mate (see

SN 2(1) of DN 5D3). When two dissimilar metals must be
bonded, select metals that are close to one another in the
electromotive force series.

g. Bolted sections may be used for temporary bonds.
However, bolted sections could be bonded to ensure
consistent contact pressure over an extended period of
time. Shield material must be rigid enough to prevent
buckling between contact points.

h. When bolts or rivets are used to make a bond, they
should be applied first at the middle of the seam and then
progressively applied toward the ends of the seam to
prevent the mating surfaces from buckling. Sub-Note
2.3(1) is a plot of shielding effectiveness as a function of
the spacing of the screws that fasten the two surfaces
together. The shielding effectiveness of the joint depends
on the number of screws per linear inch, the pressure of
the contacting surface, and the cleanliness of the two
mating surfaces.

1. When pressure bonds are made, the surfaces must be
clean and dry before mating and then held together under
high pressure to minimize the growth of oxidation due to
moisture entering the joint, since the joint may not be
1009 moisture-tight. The periphery of the exposed joint
should then be sealed with a suitable protective
compound and, whenever possible, one that is highly
conductive to RF currents.

24 RF BONDS

When implementing bonding techniques, always
remember that bonding straps do not provide a low
impedance current path at RF frequencies. The impor-
tant impedance exists at radio frequencies. There is little
correlation between the dc resistance of a bond and its RF
impedance. Even the measured RF impedance of bonds
such as jumpers, straps, or rivets, is not a reliable
indication of the bonding effectiveness in the actual
installation. Conductive epoxies and pastes do not always
produce sufficient RF bonds. Even when proved effective
in given instances, they have been known to degrade RF
shielding effectiveness under conditions of strain,
pressure, and the passage of time.

2 MAR 84
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DESIGN NOTE S5F6* RF GASKETS

1. INTRODUCTION

Where continuous welding or overlap seams cannot
be employed, radio frequency (RF) gasket material
may be used. Gasket matrial is inserted between
the mating surfaces and a high pressure is
maintained against the seam. It is essential to clean
the mating surfaces thoroughly before inserting the
gasket material.

2. CONSTRUCTION

Sub-Note 2(1) illustrates an acceptable method of
making a construction seam using RF gasket
material. The features to be observed in figure are:

“A” - Gasket bonded to one metallic surface of
the seam with conductive adhesive; surfaces
cleansed of nonconductive material before
application.

“B” — Maetallic surface machined to smooth finish
and all nonconductive materials removed.

“C” - Appropriate mechanical techniques (i.e.,
clamps, bolts, etc.) used to provide a high pressure
on the RF gasket. The pressure must be nearly
uniform along the entire length of the seam.

SUB-NOTE 2(1) Acceptable Method
of Making Permanent Seam Using
RF Gasket

CASKEY BORDED "¢ RF GASKEY

T0 NETAL

PRESSURE “c"
SORDED

-B°
SMOOTH FINISH ON SURFACE
IN CONTACT WITH GASKET

REO: ASD/ENACE
*Extracted in part from Ref 668.
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3. CHARACTERISTICS

Sub-Note 3(1) illustrates acceptable methods of
makng construction seams where sections must be
removed and replaced for maintenance or loading
and handling operations. Sub~Note 3(2) is a guide
to RF gasket design and usage. Sub-Note 3(3) lists
types of gasket material, citing advantages and
disadvantages of each. Sub-Note 3(4) lists the
three materials most frequently used for RF
gaskets.

SUB-NOTE 3(1) Covers with Gaskets

RF CASKET

NATERIAL
/— COVER—\

v f
CASKET NATERIAL

I

3.1 CORROSION RESISTANCE

In SN 3(4), the first comparison is on the basis of
corrosion resistance, with the first column
indicating intrinsic corrosion resistance and the
second indicating compatibility with aluminum.
Since RF gaskets are frequently butted against
aluminum flanges, and since most are not made
from aluminum (due to the tendency of noncon-
ductive aluminum oxide to form readily), a
galvanic corrosion potential exists when RF
gasketed aluminum flanges are placed in service,
especially in salt fog environments. In addition to
the recommendations for corrosion resistance
given in SN 3(4), the following design guidelines
should be followed whenever possible:

a.  Provide positive sealing to prevent moisture
from reaching the flange-gasket interface.
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SUB-NOTE 3(2)

RF Gasket Design and Usage

GASKET CONSIDERATION

DETERMINED BY

Material

Form

Thickness

Corrosion resistance, mechanical wear, resilience, compression
set, GRF properties, and aging characteristics

Attachment methods, force available, other gasketing functions,
joint unevenness, and space available

Class of joint, joint unevenness, force available, and RF level

SUB-NOTE 3(3)

Types of RF Gaskets

GASKET TYPE

ADVANTAGES

DISADVANTAGES

Knitted Wire Mesh

(Monel, *tin-plated
copper-clad steel,

or aluminum)

Beryllium-Copper
Spring Fingers
(straight or spiral
construction}

Conductive Elastomers
(silicone or fluorosilicone
elastomers filled with
pure silver, silver-plated
copper, silver-plated
aluminum, or silver-
plated glass particles)

Excellent attenuation below 1 GHz;
bites through thin nonconductive
oxides; highly compressible under
modest closure forces; withstands
EMP-induced current pulses.

Good-to-excellent attenuation at
high and low frequencies; highly
deformable under modest closure
forces; provides wiping contact
action; available with *tin, silver,
or gold plating.

Excellent attenuation, especially
at high frequencies; provides in—
herent moisture/pressure sealing;
hollow extrusions are highly
compressible under low closure
forces; can be precision-molded;
some versions provide excellent
corrosion resistance against
aluminum (silver-plated-aluminum
filled); good long-term aging if
properly manufactured.

Subject to severe permanent set;
attenuation falls off rapidly above
about 1 GHz; does not provide
moisture seal (unless bonded to
elastomer gaskets); tends to shed
wire particles at cut ends.

Subject to permanent creasing
and set; subject to breakage of
individual fingers; does not provide
moisture seal (uniess bonded to
elastomer gasket). Sensitive to
sulfides, ammonia compounds,
hydrogen embrittlement and stress
corrosion cracking.

Limited to continuous operating
temperatures of 125 to 200°C;
some versions (pure silver or
silver-plated-copper-filled) cause
galvanic corrosion of aluminum if
outside edges are not sealed in
salt spray environments; some
versions (silver-plated-glass-filled)
lose their conductivity during
vibration, long-term comprassion,
or EMP environments; poor long-
term aging if improperly
manufactured.

*Tin-plating should be used only when approved by a material specialist.

15 JUL 87
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SUB-NQOTE 3(4) Comparison of Common RF Gasket Materials
MATERIAL CORROSION RESISTANCE CONDUCTIVITY MECHANICAL
With
Intrinsic Against | Intrinsic Surface | Compression Conformability
Aluminum Film Set
Monel Mesh 1 3 3 1 3 2
Tin/Copper/Steel Mesh 2 2 1 1 3 2
Aluminum Mesh 3 1 1 3 3 2
Beryllium-Copper Fingers 2 2 2 2 2 2
Pure Silver Elastomer 2 3 1 2 1 1
Silver-Copper Elastomer 2 2 2 2 1 1
Silver-Aluminum Elastomer 2 1 2 2 1 1
In order of preference: best = 1 poor = 3

b. Treat flanges with a protective conductive
finish (such as MIL-C-5541 Class 3 chromate
conversion coating).

¢.  Prime outboard edges and paint them with a
protective, nonconductive paint. Where possible,
allow this paint to intrude about 1/ to 1/g in. into
the gasketed portion of the flange.

d. Locate fastener holes within or outboard of
moisture sealing gasket.

e. Avoid designs which create sumps where
moisture will collect and remain.

The relationship of galvanic corrosion resistance is
indicated in SN 3.1(1). Best corrosion resistance is
achieved by using materials that are in close
proximity on the list. For example, nickel plating
on aluminum, or tin plating on copper would be
poor selections.

3.2 CONDUCTVITY

Gasket materials should be ranked according to
their conductivity with surface films rather than by
their intrinsic conductivity, because surface
corrosion films may form which can greatly reduce
the actual conductivity of an RF gasket. See
SN 3(4).

15 JUL 87

3.3 MECHANICAL PROPERTIES

The most important mechanical properties of RF
gaskets are compression set and conformability.
Materials with a low compression set function
effectively for longer periods of time and after
repeated opening/closing cycles. Materials which
conform most intimately to flange surface irregula-
rities provide highest levels of attenuation. These
properties are ranked as shown in SN 3(4).

4. BONDING CHARACTERISTICS OF
GASKETS

Design Note 5D2, Para 7.2, gives some of the
bonding characteristics of RF gaskets.

5. CORROSION CONTROL

For information on design techniques to minimize
corrosion when using RF  gaskets, see
NAVMAT P 4855-2 Design  Guidelines  for
Prevention and Control of Avionic Corrosion.
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SUB-NOTE 3.1(1)

Grouping of Metals and Alloys

ANODIC

GALVANIC SERIES (SEA WATER)

Beryllium
Zinc

High
Potential End

>

Low
Potential End

Gold
Rhodium
Platinum
Carbon

Magnesium Alloys

Galvanized Steel
Aluminum Alloys

Silver
Palladium

Chromium
Galllum
Cadmium
Mild Steel
Wrought Iron
Indium
Low-Alloy Steels
Cast lron
Low-Alloy Cast Iron
4--6% Cr Steel
NI Cast iron
12—14% Chromium Steel and 25—30%
Lead-Tin Solders
16—18% Chromium Steel
Austenitic Cr-NI| Stainless Steel
Austenitic Cr-Ni-Mo Stainless
Lead
Tin
Manganese Bronze
Naval Brass
Cobalt
Nickel
Inconel (13% Cr, 6.5% Fe, Bal Ni)
Yellow Brass
Admiralty Brass
Aluminum Bronze
Red Brass
Antimony
Copper
Silicon Bronze
Nickel Silver
70-30 Copper Nickel
Titanium
Monel
Composition G Bronze (88% Cu, 2% 2Zn, 10% Sn)
Composition M Bronze (88% Cu, 3% Zn, 6.5% Sn, 1.5% Pb)
Silver Solder
Nickel {Passlve}
70-30 Nickel Copper
Stainless Steels (Passive)

CATHODIC

Extracted from NAVMAT P 4855-2.
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DESIGN NOTE S5F7*

DN 5F7

NONSOLID SHIELD

1. INTRODUCTION

There are many applications in which the shieid
cannot be made of a solid material due to system
design requirements. Screens and perforated
materials must be employed if an enclosure must be
transparent (e.g., a meter face) or ventilated.

2. WOVEN MATERIAL

Since there is no precise means of calculating the
shielding effectiveness (SE) of woven materials,
the EMC designer is referred to literature for the
attenuation characteristics of the various materials
and configurations. Often, the exact situation may
not be treated sufficiently; therefore, the designer
must perform measurements to validate the shield-
ing effectiveness and the configuration intended
for use in the aerospace system.

2.1 CHARACTERISTICS

In general, the SE of woven materials for radiated
fields decreases with increasing frequency, and the
SE increases with the density of the weave. In the
induction field where the magnetic component is
large, the SE increases with frequency, with the
density of the woven material, and with the
permeability of the material.

2.2 SHIELDING EFFECTIVENESS (SE) OF
WIRE MESH

Sub-Note 2.2(1) shows the magnetic field
shielding effectiveness for three sizes of copper
mesh. Because of the variation in commercial
meshes and screens, verify use by testing.
Extensive data on a number of different screen
materials and mesh sizes are presented in Ref 62,
Chap 2, Sect IV.

3. SE CALCULATIONS FOR PERFORATED
SHIELDS

The graphs and nomographs (SN 3(/) through
SN 3(8)) are taken from Ref 473©. The factors
which define the SE of perforated shields are:
SE=A+R+B+K;+Kz+Kj
(Eq 1)

EO: ASD/ENACE

REO:
*Extracted In part from Ref 473®. (Courtesy of R.B. Cowdell)
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Where:

SE = Shielding effectiveness, decibels

A = Aperture attenuation or absorption loss
R = Aperture reflection losses

B = Correction factor for aperture reflections

K; = Correction factor for the number of
openings per unit square

K, = Correction factor for conductor
penetration at low frequencies
K3 = Correction factor for coupling between

closely spaced shallow holes.

The SE for perforated shields can be calculated by
using SN 3(1) through SN 3(8) and Eq 1. All
parameters must be calculated in the same units
(metric or nonmetric).

3.1 PERFORATED SHIELD EQUATIONS

The following six factors are used to compute the
performance of the perforated shields:

a.  Aperture attenuation (A) in decibels:

A = 32 L/D for circular apertures

(Eq 2)
A; = 27.3 L/W for rectangular apertures
(Eq 3)

Where:

. = Aperture length

W = Greatest rectangular aperture width

D = Circular aperture diameter

The A factor represents attenuation (at frequencies
below cutoff) as the wave passes through an
aperture. For rectangular openings, W is the
dimension perpendicular to the incident field.

b.  Aperture reflection losses (R) in decibels:
R = 20 log [J/4 + 1/2 + 1/4]]
(Eq 4)

Where:

J = Z,/Zy, the ratio of the aperture charac-

teristic impedance to the impedance of
the incident wave as listed in SN 3.1(1).
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Zar = jupoW/m impedance of hole area for
rectangular waveguide.

Z,c = j2wfp,D/3.682 impedance of hole area
for circular waveguide.

joper impedance of conductor width
between holes for magnetic field.

N
3
5

]

Zye = )/we, impedance of conductor width
between holes for electric fields.

And:
f = Frequency, Hz
r = Signal source to shield distance, mm (in.)
K = Material permeability; see DN 5F5,
SN 1(1).
€ = Dielectric constant

Reflection losses are an interaction between the
impedance of an incident wave and the waveguide,
hence, the resulting charts for electric (e),
magnetic (m), and plane wave (p) fields incident
upon circular or rectangular shaped apertures.

c. Correction factor for aperture reflection
losses (B) 1n decibels:

J - 1)2
B = 20 log 1—(——) 10-A/10
J+ 12

(Eq $5)

B is correction factor to reflection losses when A 1s
less than 10 dB.

d.  Correction factor (K;) in decibels for open-
ings per unit square:

K; = -10 log an
(Eq 6)

AFSC DH 1-4

Where:

Y
0]

Hole area, square centimeter (square inch)

j=]
i

Number of holes per square centimeter
(square inch).

This factor is to be used for all perforated shields.
The amount of power transferred through a
perforated shield is a function of the number of
openings.

e. Correction factor (Kz) for conductor pene-
tration at low frequencies in decibels.

35
Ky =-20 log| 1 4 ————
2 g[ 1.15(wd2fop) ]

(Eq 7)

For screening, substitute c,, for d? for perforated
sheets.

Where:

Q
il

Material conductivity

Cw Conductor width between holes

d

Wire diameter

K2 can be used for all screen-type perforated
shields. This factor assumes that the waveguide
depth for screens is equal to the wire diameter. At
low frequencies, the skin depth becomes
comparable to the radius of the wire and a
considerable loss in shielding effectiveness occurs.
The results of testing were plotted and an empirical
equation derived to yield Kj.

f. Correction factor (K3) for coupling between
closely spaced, shallow holes in decibels.

K3 = + 20 log [1/tanh(A/8.686)]
(Eq 8)

Shielding effectiveness has been found to increase
when holes are closely spaced and the opening
depth is small compared to hole size.

|31 JAN 91
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DN SF7

SUB-NOTE 2.2(1)

Magnetic Field Shielding Effectiveness vs Frequency for Copper Wire Mesh*

120

100

60

SHIELDING EFFECTIVENESS (dB)

40

20

CALCULATED DATA — TEST DISTANCE (1) = 38.1 mm (1.5 i)
o= == == = = = MEASURED DATA — TEST DISTANCE {r) = 38.1 mm (1.5 n)
«®— = = — @ (OPPER SCREEN NO. 2 MESH 41 MIL WIRE W = 11.1 mm (0.437 in)
3= == = == XM= COPPER SCREEN NO. 16 MESH 18 MIL WIRE W = 11.3 mm {0.445 )
@ = = — =@ (OPPER SCREEN NO. 60 MESH 7.5 MIL WIRE W = 0.23 mm (0.0092 in.)
rorreen LR BRI L BB BLILAL] [ BB T RALS LB} T T 1117 T T U700 1oy
p— —e
o\
LAY
o
— 60 MESH L - —
e 7
- —0'0‘ _’
- - 6
,I
16 MESH X
==
- —
!
2 MESH 4\
//——- T L ‘v
1Ll 1 IIA L 111 L L)Ll L1 iiitll L1 rlLltl IR Ll 1 il
100 1k 10k 100k M 10M 100M 16 106

*Extracted in part from Ref 473©

FREQUENCY {Hz)
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Aperture Reflection Losses (Rn) for Magnetic Fields™

1
*Extracted from Ref 473®

SUB-NOTE 3(2)

3 - g = =
ainpsade JeinduId 3y} jo Adwep = @ 1o ainpade JeinBue)dal ay) jo PPIM = M
(gp) sainpuady Jejnony 104 Y
g 2 8 & & = - o s 8 8
g 8 § 8 | = 1_uo_u1_ = 8 m___
(gp) sainpady JejnBuejday 1oy y
(1) piays 0} 32inos jeudrs wouy dduesiq
3 2 = - =

1m

10 mm

100 mm
1m

10 mm

100 mm
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SUB-NOTE 3(4) Table for Computing Secondary Reflection for Magnetic Fields™
-30 l Ll i IR LR ARA IR
A =02 W/r for rectangular apertures and magnetic fields
j_' ’ D/r for circular apertures and magnetic fields
E—
Preag
-25 - W = aperture width H
| ‘ | N D = diameter of aperture Il
A=04 \\ r = signal to shield distance
20 I M tl ] N
- T
A= 08 \\ \\
I =
A=08 ] N 02
3 - . NN /
S -15 Ao —— q
] =
= T st NN /
A=15 NI \\ 4
N 1
SU ~\\ ¥
= ]
[ __| —— \ A A/U
2= ~IN /AT
ska=a T —~—] - LA T
'R N Ny //f 5
A6 o — /- .
A= _—n » L 10
o A=10 — 1
10-3 102 10! 1 10 102
W/ror D/r
*Extracted from Ref 473®©
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SUB-NOTE 3(5) Table for Computing Secondary Reflection Losses for Electric Fields*
-60
S ILARLL L I {1 I
2 Wr for Rectangular Apertures i
f2 Dr tor Circular Apertures
-50
-40 | A =005 ;
AL
% A= 0,} | \\\ i p
< ol |11
® A =02 NN AT
RN ) e
A =04 NN I
ad EDE Y ;
| L Ny A L
AN Ny g0
MR TN AT [T
_10 | AI: Izl P \\ i / ”‘.4"
Av= v3 ' L-.\\~~~h:h 4 //::—q-ih——‘
A~ - M A : |-
0 ) N D é
1014 ]0]5 1016 1007 1018 10]9 1020 102 1022
f2Wr or f20r
*Extracted from Ref 473©
3.2 SAMPLE PROBLEMS Problem: Compute the shielding effectiveness
against incident magnetic fields located 508 mm
To demonstrate the use of nomographs and charts, (20 in.) from the panels between the frequencies of

SN 3.2(1) identifies the variables required to 10 Hz to 10 MHz.
compute the factors of Eq I.

a. Example I. A 610-mm (24-in.) square Solution:

honeycomb panel, made of cold-rolled steel,
which has 5220 openings and the following
dimensions:

(1) From SN 3(1), A =94.5dB for L = 28 mm
(1.1 in.), D = 9.5 mm (0.375 in.)

28 mm (1.1 in) (2) From SN 3(2), Rp = 35.5dB forr = 508 mm
' (20 in.), D = 9.5 mm (0.375 in.)

L

D = 9.5 mm (0.375 in.)
(3) From SN 3(4), B = 0 since A > -10 dB

r = 508 mm (20 in.)
(4) From SN 3(6), K1 = 0 for a = 71 mm?2
n = 5220/(610)2 = 0.014 holes/mm? or (0.11 in.2), n = 0.014 holes/mm?2 or
5220/(24)% = 9.06 holes/in.2 9.06 holes/in.2

8 |31 JAN 91
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DN S5F7

SUB-NOTE 3(6)

Correction Factor for the Number of Holes per Unit Square (Kj)*

0.1 10
10?

10°

mm? in.2

10
104

a = Area of hole
]
8

102 -50
105

108 -70

*Extracted from Ref 473®

in? mm?
1
0.001
5 10
4
€ 0.01
o ]
S ol B
g gz
2 S| s
o 8\ &
o 2|3
2 5| &
5 gls ¢
- El S
2 2| s 0.1
8 3=
2 2ie
[ i
g c
8
3

1

10°

10¢

(5) From SN 3(7) for 10 Hz < f < 10 MHz

f(Hz) K2 (dB) f(Hz) K2 (dB)
10 -89 10k -21.0
100 -66 100k -3.5
1k -43 1M -0.2

(6) From SN 3(8), K3 = 0 for A > 20 dB.

From the above, the factors for A, Ry, and K; are
added to obtain the shielding effectiveness
required (B, Kj, and K3 were all zero). The results
of this computation are shown in SN 3.2(2).

|31 JAN 91

b.  Example 2. Comparing the performance of
ferrous and nonferrous honeycomb. An interest-
ing comparison can be made by changing only the
material type in Example I to copper. Examina-
tion of SN 3.2(2) shows that only Ky will be
affected. The new factors for K are computed
from SN 3(7) for copper and 10 Hz < f < 10 MHz.

Adding the factors for A and Ry, from above to K3
for copper, yields a second curve as shown in
SN 3.2(2). The change from copper to cold-rolled
steel resulted in a loss of 32 dB below
approximately 100 kHz. The shielding effective-
ness of copper finally approaches that of
cold-rolled steel above 10 MHz.
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SUB-NOTE 3(7) Correction Factor for Conductor Penetration at Low Frequencies (Kj)*

~10 MHz
C
r
P
—1 MHz
r-
—100 kHz
-
>
i 2
10 kHz S
~ (=4
- [V SN
:—l kHz
k—
-_-_-100 Hz
L—10 Hz
*Extracted from Ref 473©

Conductor Penetration at Low Frequencies (K,) in dB

-60

-80

-100

-120

-140

-160

-180

— 10!

14
mm -

0.14
mm J

—10-3

Conductor Width Between Holes (w)

or

Wire Diameter (d)

Material Type ( ou )

permendur —

45 permalioy (1050 anneal) _|]

4
or hypernick —10
-
P
45 permalloy (1250 anneal} —g—
-
-

soft iron (grain oriented) J
hot-rolled silicon steel _J
monimax _}

50% nickel-iron
commercial iron —
cold-rolled steel -1

T

4

nickel -

4% silicon iron 4103

siiver _p—
copper "}
-

gold —

soft aluminum -
brass (91Cu9Zn) ~
magnesium o

tempered aluminum _J
(brass (66Cu34Zn))

™

10
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DN 5F7
SUB-NOTE 3(8) Chart for Computing the Correction Factor for Coupling Between
Closely Spaced Holes (Ka3)*
40 -
.
36 \\
34
32 \
30
z
=
g 26
z \
% 24 N\
2 22
Z 20
£ 18
z AW
e 16
ES
= 14
=
5 1 A
< 10
8
6
4
2 \N\
0
0.1 1 10
APERTURE ATTENUATION (A) IN dB
*Extracted from Ref 473@
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SUB-NOTE 3.1(1) Aperture SUB-NOTE 3.2(1) Identification of
Characteristic Impedance Equations Variables Required for Computing
Shielding Effectiveness

Incident Field

Sub-Note | Factor Required Variables

Aperture 3(1) A L,Dorw l
Type Magnetic Electric 3(2) Rn r, Dorw
, f,Dor W
Rectangular W/ar -9 x 10-20 wi2r ggi; :: : W oroer A l
. -— —20 2 ’ y
Circular D/3.682r 7.68 x 10-20Df2r 3(5) Be f, WorD, f, A
3(6) K4 a, n
3(7) Ko f, material type (ou) '
3(8) Ks A
SUB-NOTE 3.2(2) Computed Magnetic Field Shielding of Copper and l
Cold-Rolled Steel Honeycomb*
120 T =R .
)
P
% i
100 O
% @
<\\® 1.7 —
R N -
A \b
S 8 @c}&l %é\\l l
=2 S >
\ -+
2 Q A z
S N \\\ Q\Qj
2 ® oy QO
S oA LTS, P
£ S N
3 __Qe‘r %'& L
5 < o
o V4 A\ r
g &
1] ®
§ o= , ]
4 L
7 7 l
20
V4
L
0e—
100 1K 10K 100K IM 10M
Frequency {Hz)
*Extracted from Ref 4739
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¢. Example 3. The effect of changing test
distance (r). Another interesting comparison can
be made by repeating Examples I and 2, changing
only the source-to-shield distance (r) from 508 to
50.8 mm (20 to 2 in.). Examination of SN 3.2(1)
shows that By, still equals zero. From SN 3(2) the
new reflection loss factor (Rp) is 15 dB for
r=50.8mm (2in.)and D = 9.5 mm (0.375 in.).
The overall performance of both copper and cold-
rolled steel honeycomb is thus degraded by
35.5dB -15 dB =120.5 dB as shown in
SN 3.2(2) by simply placing the source of energy
457.2 mm (18 in.) closer to the panels.

3.3 COMPUTED AND MEASURED
RESULTS

The measured and computed magnetic shielding

~ effectiveness of seam-welded stainless steel
honeycomb with circular cells is compared in
SN 3.3(1). A, Ry, and K, were used to compute
performance (By, Kj;, and Kj3 = 0). The
computed and measured performance of screened
materials is presented in SN 2.2(/). It isimportant
that good conductivity be maintained between
strands to ensure high performance. For No. 2
copper screen with

]
"

3.8 mm (0.15 in.)

d = 1.1 mm (0.043 in.)
W = 11.1 mm (0.437 in.)
L = 1.1 mm (0.043 in.)

the following was computed:

A = 2.7dB
R, = 10 dB

B, = -4.5 dB
K3 = 10.2 dB

and K, can be computed for copper. Because of
low A values the effect of By, and K3 are important.

I31 JAN 91
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For 16-mesh copper screen the
parameters were used:

following

r 38.1 mm (1.5 in.)

d = 0.457 mm (0.018 in.)
W = 1.15 mm (0.0455 in.)
L = 0.457 mm (0.018 in.)

Calculated data was approximately 6 dB higher
than measured levels. This design approach can be
used to compute electric, magnetic, or plane wave
shielding effectiveness for the following cases:

a. Waveguide below cutoff filters (honeycomb).

b.  Perforated solid panels (with any number of
holes).

c. Screen materials.

Information presented herein is principally theo-
retical. An effort has been made to demonstrate
the accuracy of the classical and the accompanying
factors.

4. PERMANENT APERTURES

Permanent apertures are those holes or disconti-
nuities in an aerospace system housing which
cannot be shielded by a metal cover. Openings for
ventilation or control shafts, apertures for
panel-mounted meters, exposed connector pins,
and exhaust nozzles are common examples.

4.1 HONEYCOMB MATERIALS

Where shielding, ventilation, and strength are
required and weight is not a critical condition,
honeycomb panels may be used. The SE of
honeycomb panels is based on, and predicted by,
the attenuation properties of waveguides operated
below cutoff. It is a function of the size and length
of the waveguide and the number of waveguides in
the panel. Sub-Note 4.1(1) indicates the SE of a
honeycomb panel constructed of steel with
3.1-mm (1/g-in.) hexagonal openings 12.7 mm
(1/5 in.) long.

13
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SUB-NOTE 3.3(1) Magnetic Field
Shielding of Stainless Steel Honeycomb*
60

X X X measured
computed
L= 254mm{(lm)
50! D= 80mm(0.315m,)
r = 3048 mm (12 in.)
w = 2543 mm (10-3n)
o)
2 A
2
S
2
2
hvr]
20 30
b= y 4
) y d
& s
2]
E
(=]
S 2
10 a
y
% 4
17
y 4
0 y 4
1k 10k 100k
Frequency {Hz)
*Extracted from Ref 473

4.2 SHIELDING OF METERS

Acceptable methods of shielding apertures for
meters or other panel-mounted readout devices
are illustrated in SN 4.2(1).

14
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SUB-NOTE 4.1(1) Shielding Effectiveness
of Hexagonal Honeycomb Made of Steel
SHIELDING
FREQUENCY EFFECTIVENESS
(MHz) (dB)
0.1 45
50 51
100 57
400 56
2200 47

4.3 MOUNTING OF SCREENS

Where the use of waveguide materials is impractical
or otherwise undesirable, as in large ventilating
holes, substantial attenuation of radiated electro-
magnetic energy can be obtained by covering the
aperture with a wire screen or mesh. Number 22,
15-mil copper wire screen will provide about
50-dB attenuation to electric and magnetic fields
at frequencies between 1 MHz and 1 GHz.
Sub-Note 4.3(1) shows an acceptable technique
for mounting a wire screen over an aperture. A
similar mounting technique can be used in
installing circular and rectangular waveguide
materials.

4.4 APERTURE WAVEGUIDE
ATTENUATORS

One method of minimizing the degradation of SE is
to design small aperture to act as effective
waveguide attenuators. Sub-Note 4.4(1) illustrates
how a necessary hole can be designed into a
circular waveguide with a nonmetallic control shaft
that passes through the panel. The cutoff frequency
for a waveguide is the lowest frequency at which
propagation occurs without attenuation. Below
cutoff, the attenuation is a function of guide length
and frequency. An aperture in a shielding
enclosure designed as a waveguide operating below
cutoff for the dominant mode or lowest propagating
frequency can achieve theoretical shielding effi-
ciencies in the range from 80 to 100 dB. The depth
of the aperture determines the amount of
attenuation realized and the diameter of individual
openings determines the cutoff frequency.

|31 JAN 91
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SUB-NOTE 4.2(1) Acceptable Methods
of Shielding Panel-Mounted Meters

DN SF7

SUB-NOTE 4.3(1) Method of Mounting
Wire Screen Over a Large Aperture

PANEL

SHIELD-CUP
\ M)

FEED-THRU METER

FILTERS | ﬂ
RF GASKET OR BOND —/
A CUP TO PANEL
MOLDED
PANEL RF GASKET
(WIRE MESH)
]
___ CONDUCTIVE
SCREEN
‘ METAL
" FRAME
)

4.4.1 WAVEGUIDE SE. A hole may take the
form of a rectangular or a circular waveguide. The
lowest cutoff frequency (fo) of the hole can be
determined by use of the following expressions:

For a rectangular waveguide:

150 m (or 5900 in.)
fo = W in MHz

(Eq 9)
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CLEAN PAINT, ETC.,
FROM EDGE OF HOLE

METALLIC PLATE
(FILMS REMOVED FROM
INSIDE SURFAGES

v
v NOLDED RF GASKET
B (WIRE MESH)
- NQ. 22 COPPER SCREEN {OUTSIDE
\ )
NOUNTING SCREW EDGES TIRNED. 0 EVENY

SUB-NOTE 4.4(1) Acceptable Use of
Circular Waveguide in a Permanent
Aperture for Control Shaft

3~ PANEL
WELD OR BRAZE
F(-——METM. TUBE

NUT
LOCK WASHER

MOUNTING BRACKET
Sl
NUT
LOCK WASHER
c__ﬁ__'*—‘—PANEL
RF GASKET B
AR

/ Panel

Maetal Tube Acting as
Circular Wave Guide

Bonded
Control or Switch

Non-Conductive Shoft
ond Knob

Enclosure
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For a circular waveguide:

176 m (or 6920 in.)
fo = in MHz
D

(Eq 10)

Assuming f, > 10f (when f is the frequency in
MHz), the attenuation (A) of circular and
rectangular waveguides of length (L), respectively,
may be approximated within a 2% error by the
following formulas:

For circular waveguides:

A =32 L/D in dB
(Eq 11)

For rectangular waveguides:

A =27.3 L/'W in dB
(Eq 12)

For 100-dB attenuation in a circular waveguide,
the length of the waveguide must be three times the
diameter of the waveguide.

5. TEMPORARY APERTURES

Temporary apertures include access panels or
removable metallic sections within aerospace
systems. These panels or sections cannot perform a
shielding function when opened or removed. If it is
necessary for apertures to be opened in RF fields,
design the interior circuits, components, and cables
to preclude interference.

5.1 FINGER STOCK

Design to maintain a continuous low RF impedance
electrical bond between the door or panel and the
equipment housing when the access doors and
panels are closed. Metallic mesh or fingers between
the mating surfaces achieve the best bond. When

16
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metallic fingers are used, 5 to 10 grams of pressure
per finger should be applied to the mating surfaces.

5.2 HINGES

If hinges are used on panels, a mesh such as
conductive weather stripping on the hinged side of
the panel is recommended. An alternative method
for shielding at the hinged side of a panel is to use
metal fingers. The shielding material must be
electrically and mechanically bonded to the frame
at close intervals to ensure proper shielding.

5.3 APPLICATION OF SHIELDING

Sub Note 5.3(1) illustrates acceptable methods of
applying shielding materials around the sides of
hinged access panels. The mesh used in these
applications should be a square cross section from
13 to 25 mm (0.5 to 1 in.) on a side. Also,
appropriate mechanical locking devices must be
used on access panels to maintain a minimum of
138-kPa (20-1bf/in.2) pressure between the edges
of the panel and the mesh or fingers.

5.4 ARRANGEMENT OF SPRING
CONTACT FINGERS

The best arrangement of spring contact fingers
around removable panels or doors is the
installation of two sets of fingers at right angles to
each other. One set is a wiping set. The other set is
in compression. The combination makes good
electrical contact when the door is closed. The
pressure exerted by these springs is highly
important and should be carefully maintained.
Cleanliness is also important. Keep finger stock
and mating surfaces clean and free of corrosion.
Ensure contact fingers and mating surfaces are not
painted or in any way reduce the bonding integrity.
A light film of noncorrosive conductive lubricant
can be used on fingers, but ensure bonding
integrity.

31 JAN 91
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SUB-NOTE 5.3(1)

Acceptable Close Contact Strips for Temporary Apertures

Washer

Weld
(If Possibie)

Rectangular Mesh

Weld
{1f Possible)

Washer Keyhole Mesh

Bulkhead

Recessed Frame

Access Panel

Hinge

Wedge Mesh

Panel
Contact Strip
Weld
Contact Strip (If Possible) Panel
Material
Bulkhead
Access Panel
Hinge Access Panel Hinge
Phosphor Bronze Access
Finger Stock Keyhole Panel
Mesh

Phosphor Bronze
Finger Stock

Phosphor Bronze
Finger Stock
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DESIGN NOTE 5F8

1. INTRODUCTION

Where possible, use internal walls and compartments to
limit propagation of interference within the case. Design
lead entry and exit as follows:

a. Isolate leads likely to be noisy (such as power leads)
from other leads, or if connectors are used employ
separate connectors.

b. Power input circuit configuration should comple-
ment the power and power grounding system into which
the equipment will be integrated. Do not ground a power
return lead internally if the total system follows the wired
power return concept. Do not use a sensing device or
transducer that uses the shield for signal return in a
system or subsystem having balanced symmetrical input
circuits.

2. SYSTEM ENCLOSURE

The fuselage or hull of an aircraft or missile affords an
efficient shield against outside interference fields and
greatly attenuates the radiation of internal fields.
Calculate the degree of shielding afforded by the fuselage
skin with the same equations used for compartment
calculations in DN 5F2 and 5 F3. Maintain strict control
of the bonding of doors and access cover plates to obtain
calculated attenuation. The preferred method of bonding
is a clean bare metal contact between mating surfaces.
The surfaces should be smooth and free of dents and
distortions. Where dimensional tolerances, sealing
requirements, or other mechanical requirements preclude
or unduly compromise the conditions necessary for a
good bond, the bond may be maintained by the use of
conductive gaskets or spring finger stock. Radio
frequency gaskets and spring finger stock which are
resilient and conductive can be obtained completely
fabricated, or they can be made from commercially
available materials., See SN 2(1) for shielding effec-
tiveness of typical aircraft.

2.} ANTENNA LOCATIONS

Antenna locations are generally controlled by the
required antenna pattern. The location 4nd orientation of
the antenna’s radiating elements to the conducting
fuselage influence the effective radiating pattern to such
an extent that functional considerations generally rule.

REO  ASD/ENACE
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ENCLOSURES
SUB-NOTE 2(1)  Shielding Effectiveness of
a Typical Aircraft
N v/ 7
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44 /I
x 4
10
0 “J
Ol 2 46810 2 4 6810 20 40 --100 200 400-
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However, from the interference aspect much can be done
to assure a compatible location. Due to the high shielding
effectiveness of an unbroken fuselage skin, fields inside
the vehicle will be low if there are no compromises of skin
conductivity in the area of the antenna. Ensure that
preventive design features include:

a. No doors or access holes in the antenna area

b. Skin and fairings made of highly conductive material
such as aluminum

¢. Skin and fairing joints, laps and seams of clean bare
metal to metal contact

d. Antenna leads of coaxial or waveguides

e. Coaxial shields at ground potential at point of exit.

3. ENCLOSURES FOR TESTING OF ELEC-
TRONIC EQUIPMENT

MIL-E-8881 covers shielded enclosures and screened
rooms which will provide specified degrees of attenuation
from external electromagnetic fields between the frequen-
cies of 100 kHz and 20 GHz. The enclosure is used for
testing and alignment of electronic equipment and other
such related purposes.
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DESIGN NOTE 5G1*

DN 5G1

1. GENERAL

Filters provide a very effective means for the reducing and
suppressing of EMI. They attenuate undesired elec-
tromagnetic signals while passing the desired ones. The
application of a filter in a subsystem requires careful
consideration of a variety of trade-off factors such as
insertion loss, impedance, power handling capability,
signal distortion, tunability, cost, weight, size, and
rejection of undesired signals. There are many textbooks
on filters and filtering. References 591 and 592 are typical
examples. Design filters to meet the requirements
specified in MIL-F-15733, MIL-F-18327, and
MIL-F-25880, or as specified by the procuring activity.
The method of insertion-loss measurement is given in
MIL-STD-220.

2. FILTER NETWORK

An electrical filter can be defined as a network of
resistors, inductors, and capacitors, or any combination
thereof. It offers comparatively little opposition to certain
frequencies or to direct current while blocking the passage
of other frequencies. The design of filters is an art as well
as a science since so much depends on the judgment and
techniques used by the filter design engineer. The purpose
of this Section is to assist the design engineer in the
solution of interference suppression problems on a
scientific basis and thus avoid the pitfalls which are
almost certain to be encountered in choosing values of
elements on a trial-and-error basis.

3. TYPES OF FILTERS

Filters are classified according to the band of frequencies
to be transmitted and attenuated suchas: low pass, high
pass, band pass, and band reject. Sub-Notes 3(1 )and 3(2)
show typical examples of the various types of filters and
their attenuation curves.

3.1 INSERTION LOSS (IL) EQUATIONS

In most instances, interference-suppression filters are
low-pass devices,

Let R, = RL = R (see SN 3(1))
Insertion loss (IL) in decibels (dB) is defined as:

IL = 20 log{ 2
E,
REQ: ASD/ENACE

*Extracted in part from Ref 620.

(Eq 1)
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or
- Ei\
IL = 10 log{ — (Eq 2)

E;
Where:
E: = load voltage without filter in the circuit
E; = load voltage with filter in the circuit

For the L-type low-pass filter of SN 3(1)

2
(2 - ’LC)* + (wCR + “’_L>
R

IL = 10 log (Eq 3)

4
For the m-type low-pass filter of SN 3(1)
3 2 2
IL = 10 log |:(1—w2LC)2 +<“’_L ~wICR, wCR>]

2R 2
(Eq 4)
For the T-type low-pass filter of SN 3(1)

3r 2 2
IL = 10 log I:(l—szC)z + <f’£ _eLC, ﬂ)]

R 2R 2
(Eq 5)

4. REDUNDANT FILTERING

Redundant filtering is a result of uncoordinated efforts by
two or more separate design groups. This usually occurs
when each black box of a subsystem is required to meet an
interference control specification irrespective of its cable
tie location or its final installation location. Economy
measures, the use of already designed equipment in a new
system, and schedule constraints can also result in
redundant filtering. Certainly, trade-offs must be made
between these factors. However, there is no substitute for
a well thought-out System EMC Control Plan, well ahead
of the design of the subsystem, which minimizes filtering
of interconnecting leads. For example, both a switch and
a motor would probably be filtered at their inputs when
shielded leads between the devices would possibly be a
more economical, reliable approach. When several
hundred leads are involved in a complex system,
redundant filtering must be guarded against carefully.
However, one precaution should be observed when
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SUB-NOTE 3(1)  Low- and High-Pass Filter Configuration
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considering the reduction of redundant filters; equipment
at both ends of the cable must be able to withstand
interference levels passed in both directions.
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SUB-NOTE 3(2)  Band-Pass and Band-Reject Filter Configuration

DN 5GlI
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- SUB-NOTE 5(1)  Guidance for Filtering

1

2.
- 3.

4

It is best to filter the interference sources.

Suppress all spurious signals.

Design nonsusceptible circuits.

Ensure that the filter elements interface with other EMC elements.
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DESIGN NOTE 5G2*

DN 5G2

INSERTION LOSS ELEMENT CALCULATIONS

1. INTRODUCTION

A method of calculating insertion loss is through the use
of Craig Charts. These Craig Charts are constructed in
accordance with MIL-STD-220 in which source and
load impedances are both 50 ohms (R; = R. = 50(}).

2. SINGLE-ELEMENT FILTERS

The equations for the insertion loss (IL) of a single series
inductor (SN 2(1))and a single shunt capacitor (SN 2(2))
are the same.
IL (dB)=101log (1 + F) (Eq 1)

Where:
F =1{/f, = w/w. = normalized frequency
f, cutoff frequency w, = 2nf,
For the inductor:

wo=2R/L or L = 2R/ w,
For the capacitor:

wo =2/RC or C =2/Rw,

Equation 1 has only one mode of response, which is
presented in SN 2(3).

2.1 CRAIG CHART FOR SINGLE-ELEMENT
FILTERS

Sub-Note 2.1(1) gives the relationship between element
value and insertion loss for a single-element filter.

STEP |

To find the insertion loss at any frequency for a given
shunt capacitance, do the following:

a. Place a straightedge so that it lies parallel to the
sloping guide lines and intersects the given value of
capacitance on the C scale. The straightedge now lies
along the insertion loss characteristic for that ideal
element.

b. At any frequency along the abscissa, read insertion
loss in dB along the ordinate.

STEP 2

To find insertion loss at any frequency for a given series
inductance, do the same as above, but use the L scale
instead of the C scale.

REO-  ASD/ENACE

" *Extracted in part from Ref 557©
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SUB-NOTE 2(1)  Single Series Inductor

R, L
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A\ A A4

SUB-NOTE 2(2)  Single Shunt Capacitor

b

SUB-NOTE 2(3)  Response Mode of
Single-Element Filter
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STEP 3

To find the amount of shunt capacitance required to
produce a desired amount of insertion loss at a given
frequency, do the following:

a. Placeastraightedge so that it lies parallel to the guide
lines and pass it through the desired amount of insertion
loss at the given frequency.
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SUB-NOTE 2.1(1)

Craig Chart I:  For Computing Single-Element Filters

120
oS g
110 Q@v /
N
S
100 €& §
\“@
90 o -
/ \QQ\}
80 N
m§" /
270 3
- N
60 & -
» ©
9 W
50 g ©
2 N
S / &
40 % S
o A\x &
Z3 > >
\“\g\ = <
20 N
N\
/ / x\&
10 T
0
0.01 0.1 1 10 100 1000
 FREQUENCY (MHz)
L9
b. Read the required capacitance on the C scale. d = L/CR’= damping ratio
STEP 4 L = 2/w/C (any value of d)
To find the amount of series inductance required to L = +2R/w {onlyifd =1)
produce a desired amount of insertion loss at a given — L2
frequency, proceed as above, but use the L scale instead of ¢ 2/w'L (any value of d)
the C scale. C = V2/Rws (only ifd =1)

3. TWO-ELEMENT (L) FILTERS

Equation 2 represents two modes of response, see SN 3(1)
of DN 5G1 for the L network filter.

IL dB)=101log (1 + F'D’/2+ F*) (Eq2)

Where:

wo = +/2/LC

D = l__g = constant function of d
d

2

When d = 1, the response is shown by curve A in SN 3(1).
This is referred to as the ideal (Butterworth) response
curve. When d # 1, the response is shown by curve B in
SN 3(1). This is the nonideal response. Values of d less
than one result in insertion loss curves identical to those
obtained when d is greater than one. That is, insertion loss
for d = n is equal to insertion loss for d = 1/n, for a two-
element filter. It can also be shown that the insertion loss
of a two-element filter 1s not changed when the L is
transposed so that the source and load terminals are
turned around as shown in SN 3(1)of DN 5G1 for L-type
filters.

2 MAR 84
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SUB-NOTE 3(1)  Response Modes of Two-Element Filters
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3.1 CRAIG CHART II-A STEP 2

Sub-Note 3.1(1) represents the relationship between
cutoff frequency (f,) and insertion loss for an ideally
damped two-clement filter. It is based on Eq 2 with d set
equal to one.

STEP 1

To find the insertion loss of an ideally damped L section
at any frequency when f, is known, do the following:

a. Placeastraightedge so that it lies parallel to the guide
lines and pass it through the known cutoff frequency. The
straightedge now lies along the insertion loss
characteristic for the ideally damped L section having
that cutoff frequency.

b. At any frequency along the abscissa, read the
insertion loss in dB along the ordinate.
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To find the cutoff frequency (f,) required to produce a
desired amount of insertion loss at a given frequency with
an ideally damped L section, do the following:

a. Placeastraightedge so thatit lies parallel to the guide
lines and passes through the desired insertion loss at the
given frequency.

b. Read the cutoff frequency on the f, scale.

3.2 CRAIG CHART I1I-B

Sub-Note 3.2(1) represents the insertion loss charac-
teristic for the nonideally damped two-element filters. It is
based on Eq 2with d variable. To find the insertion loss of
a nonideally damped L section at any frequency when the
cutoff frequency (f,) and the damping ratio (d) are known,
do the following:
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a. This chart is normalized for f, = 1; thus, divide the
frequency of insertion by the known f, to determine the
normalized frequency of interest.

b. Locate the characteristic for which d is equal to the
known damping ratio. Read the approximate value of d
which is not shown.

c. At the normalized frequency of interest, read the
insertion loss in dB.

33 CRAIG CHART II-C

Sub-Note 3.3(1) represents the relationship between the
inductance, capacitance, cutoff frequency, and the
damping ratio for the two-element filters. It is based on
the notation under Eg 2.

STEP 1

To find the cutoff frequency and the damping ratio fora
given inductance and capacitance, do the following:

a. Place a straightedge so that it passes through the
known L and C values.

b. Read the cutoff frequency (f,) on the center scale.

¢. Thedamping ratio slope line which lies parallel to the
straightedge indicates the damping ratio. Note that the
point at which the straightedge intersects the damping
ratio scale is irrelevant; the “d” slope lines parallel to the
straightedge determines the damping ratio. See example
in Para 4.8.

STEP 2

To find the circuit elements required to produce a desired
cutoff frequency at a given damping ratio, do the
following:

a. Place a straightedge so that it passes through the
desired cutoff frequency and lies parallel to the given
damping ratio line.

b. Read the inductance and capacitance on the Land C
scales.

2 MAR 84
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SUB-NOTE 3.2(1)

Craig Chart 11-B;  For Computing Two-Element Filters
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4. THREE-ELEMENT FILTERS

Equation 3 for insertion loss is the same for both the T
and 7 network (SN 4(1)).

IL(dB)=101log (1 + F'D*-2F'D+ F*)  (Eq3)
Equation 3 has three modes of response. Sub-Note 4(2)
curve A shows d = 1. This is the ideal (Butterworth)
response curve. Curve B shows when d is greater than one,
the overdamped response mode. Curve C shows whend is

less than one, the underdamped response mode. The
hump in curve C has a maximum value of:

IL (dB) = 10 log (1 + 4D%/27) (Eq 4)

At the frequency where:
F = /2
3

2 MAR 84

The minimum point falls at the frequency where:

F = D

‘The value of insertion loss at the minimum point is 0 dB

for ideal components. For real components the depth of
this d is determined by the quality factor (Q) of the circuit
at that frequency; the severity of the dip increases as Q
increases.

4.1 CRAIG CHART III-A

Sub-Note 4.1(1) represents the relationship between
insertion loss and cutoff frequency for ideally damped T
and 7 networks. It is based on Eg 3 with d = 1. This chart
isused in the same manner as Craig Chart 1I-A (Para 3.1).

42 EXAMPLES

The insertion loss at 150 kHz for an ideally damped three-
element filter which has a cutoff frequency of 45 kHz will
be 30 dB according to this chart. The cutoff frequency
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SUB-NOTE 4(1) T and 7 Filter Network Notations
FILTER NOTATIONS
T NETWORKS m NETWORKS REMARKS
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Jd Yd
SUB-NOTE 4(2) Response Modes of Three-Element Filters
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required to produce 42 dB at 150 kHz with an ideally
damped three-element filter will be 30 kHz.

43 CRAIG CHART III-B

Sub-Note 4.3(1) represents the insertion loss charac-
teristic of overdamped T and 7 networks. It is based on
Eq 3 with d limited to values greater than one. This chart
is used in the same manner as Craig Chart II-B ( Para 3.2).

44 EXAMPLES

The insertion loss at 40 kHz for a three-element filter hasa
cutoff frequency of 80 kHz and a damping ratio of 1 X 10°
will be 34 dB according to Craig Chart III-B. The
insertion loss at 200 kHz for a three-element filter which
has a cutoff frequency of 50 kHz and a damping ratio of
2 X 10° will be approximately 46 dB.

45 CRAIG CHART III-C

Sub-Note 4.5(1) represents the insertion loss charac-
teristic of underdamped T and 7 networks. It is based on
Eq 3 with d limited to values less than one. This chart is
used in the same manner as Craig Chart II-B.

4.6 EXAMPLES

The insertion loss at 10 kHz for a three-element filter
which has a cutoff frequency of 50 kHz and a damping
ratio of 1 X 107 will be 13 dB according to Craig Chart
I1I-C. The insertion loss at 230 kHz for the above filter is
right at the “dip” point, and the insertion loss is 0 d B for
ideal elements. For real elements the insertion loss
depends on the Q of the elements at 230 kHz, the better
the Q the deeper the dip.

4.7 CRAIG CHART III-D FOR T NETWORKS

Sub-Note 4.7(1) represents the relationship between
inductance, capacitance, cutoff frequency, and damping
ratio for T network filters. It is based on Eq 3 and the
notations for the T networks. This chart is used in the
same manner as Craig Chart II-C (Para 3.3). The value of
inductance read on the L scale is the value of each
inductor in the circuit; no doubling or halving is
necessary.

4.8 EXAMPLES

The value for L and C for a T section with a cutoff
frequency of 500 Hz and a damping ratio of 10 willbe L=
7.5 mH and C =60 uF according to SN 4.7(1). The value
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of C and d for a cutoff frequency of 10 kHz and an
inductance of 100 uH will be C = 45 uF and d =
approximately 8 X 10 as illustrated on SN 4.7(1).

49 CRAIG CHART II-E FOR @ NETWORKS

Sub-Note 4.9(1) represents the relationship between

2 MAR 84

inductance, capacitance, cutoff frequency, and damping
ratio for 7 network filters. It is based on Eq 3 and the
notations for the m network. This chartis used in the same
manner as Craig Chart II-C (Para 3.3). The value of
capacitance read on the C scale is the value for each
capacitor in the circuit; no doubling or halving is
required.
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DESIGN NOTE 5G3

DN 5G3

LOSSY TRANSMISSION LINE FILTERS

1. INTRODUCTION

The usual 7 or T filters, intended for broadband
interference filtering, are generally composed of lossless,
or very nearly lossless, inductive capacitive lumped
elements. Such filters cannot dissipate energy within their
rejection range; they merely reflect it, reroute it, or
transform it so that, under certain conditions, it may
reappear elsewhere as an undesirable signal or inter-
ference. For any configuration of lossless circuit elements
of a filter, there may be found, for any frequency, a load
impedance for which the filter will transmit to the load the
maximum energy available from the source. Given the
proper source and load impedances, insertion of a lossless
filter may actually increase the energy delivered to the
load; or the filter, in that circuit at that frequency, might
have negative insertion loss. Similarly, the application of
a filter composed of lossless lumped elements may also,
under proper circuit impedance conditions, increase the
voltage or current at the load. Unlike carefully designed
laboratory circuits used for insertion loss measurements,
where sources and load impedances are fixed at exactly
50 Q resistance, the impedances that a filter sees in most
practical power line applications are extremely variable
with frequency ranging from very high or very low
resistance to nearly minus or plus infinity reactance. Ina
practical application, it is not unlikely that at one or
several frequencies within the range over which the filter
is expected to be effective, the circuit impedances will
cause a critical lowering of the filter’s insertion loss. These
impedances may even render the insertion loss altogether
negative. Demonstrations of this effect have been
observed where the application of a reactive filter to a line
carrying interference has actually resulted in more, rather
than less, interference voltage appearing on the line
beyond the point of application. This deficiency, inherent
in all filters composed of lossless elements, has led to the
investigation of a dissipative type of filter that takes
advantage of the loss versus frequency characteristic of
dielectric materials such as ferrites.

REQ  ASD/ENACE

2 MAR 84

2. DISSIPATIVE FILTER

The dissipative filter is a short length of ferrite tube with
conducting silver coatings deposited in intimate contact
on the inner and outer surfaces to form the conductors of
a coaxial transmission line. The line becomes extremely
lossy: that is, it has high attenuation-per-unit-length in
the frequency range where either electric or magnetic
losses, or both, become large and increase rapidly with
frequency. Sub-Note 2(1) illustrates a typical insertion
loss versus frequency curve for a lossy ferrite tube
transmission line filter. Dissipative filters of this type are
necessarily low pass and the large field of application is
general purpose power line filtering.

SUB-NOTE 2(1)  Lossy Ferrite Tube

Filter Insertion Characteristics

70
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DESIGN NOTE 5G4*

DN 5G4

TRANSMITTER-RECEIVER FILTERS

1. INTRODUCTION

It is virtually impossible to collocate modern,
high power transmitters and sensitive receivers
in a communication, command, control, and
intelligence (C3I) environment without degrada-
tion to some required capability. A general
technique used to reduce transmitter broadband
noise and spurious outputs and improve receiver
adjacent channel performance is the addition of
some type of filter. The filter may be designed into
the radio or added externally between the radio
and its antenna. Receiver degradation caused by
collocated transmitters is a problem recognized
since the early days of radio. The use of solid-state
technology in modern military communications
equipment has, in many cases, made the problem
more severe. The low noise crystal oscillator has
been replaced by the relatively noisy digital
synthesizer. The narrow-band vacuum tube
amplifier has been replaced by solid state devices
that cover several octaves of bandwidth. Vacuum
tube receivers have given way to solid state
receivers with inferior interference handling
capability. High “Q” mechanically tuned receiver
preselectors are being replaced by varactor tuned
filters which not only have less selectivity, but
generate additional distortion due to their
nonlinearities. The use of existing fixed tuned
communications with advanced modulation tech-
niques such as pseudo-random code spread
spectrum, frequency hopping, or hybrid techniques
to enhance the anti-jam capability of essential
communications further complicates the colloca-
tion problem. The anti-jam communications
requirement dictates the need for high power
frequency hopping filter technology to supplement
the normal fixed tuned or electromechanically
tuned filters available off-the-shelf.

REO: RADC/RBCT
*This Design Note extensively revised 31 Jan 91.
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2, TRANSMITTER FILTERS

There are several design techniques that can be
used to reduce the broadband noise and spurious
outputs of modern solid-state transmitters. First,
a high-level, ultra-low noise synthesizer can
be used. Improvements of 15 to 30 dB in
transmitter noise floor and spurious output levels
have been demonstrated in the 225-400 MHz
band using this technique. Second, improved
grounding, bonding, and shielding techniques are
very important. It has been shown that proper
techniques can reduce spurious signals by 10 to 15
dB. Significant spurious signals have been traced to
power supply switching frequency harmonics in
solid-state transmitters. All power supply leads
should be heavily filtered, and the power supply
module should be physically located as far as
possible from the transmitter audio/modulation
stages. Also, conetic material should be used for
the power supply enclosure rather than steel.
Third, broadband noise and spurious outputs can
be significantly reduced by introducing electroni-
cally tuned tracking filters at low-level stages. A
similar technique using electromechanically tuned
filters was used in the previous generation of
vacuum tube radios. These filters usually employ
varactor diodes as the tuning element and care
must be taken to ensure they are not driven
nonlinear. Sub-Note 2(1) presents a summary of
fixed and electromechanically tuned filters and
current state-of-the-art in electronically tuned
filters which may be used between a radio set and
its antenna to reduce the magnitude of transmitter
broadband noise and spurious outputs, and
improve adjacent channel receiver performance.
Detailed information regarding these filters may be
obtained from RADC/RBCT, Griffiss AFB NY
13441-5700.
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SUB-NOTE 2(1) Summary of Transmitter Filter Characteristics (Sheet 1 of 2)
APPLICABLE ~ ~ STOP
FREQUENCY POWER PASSBAND BAND
CLASSI- RANGE CAPABILITIES LOSS ATTENUATION TUNING
TYPE FICATION (Hz) (W) (dB) (dB) H/S SPURIOUS
Electronically Band Pass 225-400 MHz 30, 100% AM 2-4 3 Pole 500 None
Tuned Filter 120 Peak
Electronically Band Pass 225-400 MHz 100 3-4 2 Pole 500 None
Tuned Filter
Electronically Band Pass 350-400 100/100 W* 2-3 2/1 Fole 500 None
Tuned Filter
Electronically Notch 240-252 1C00 80 (Notch) 3 500 None
Tuned Fiiter
Electronically Band Pass™~ 240-252 20 Mw i 3 Pole 500 Neone
Tuned Filter
* Filters are a frequency-tracked set for power amplifier input/output use.
** Recaiver preselector

3. RECEIVER FILTERS

Filters play a very important role in receiver desigr.
The designer should consider utilizing filters in the
RF and IF sections of a receiver to insure adequate
interference rejection.

4. PRESELECTOR FILTERS

Preselector filters are seldom included in either
communication or radar receivers in the design
stage but this does not preclude their use. More
liberal use of preselector filters would aid in the
rejection of much interference that is present
without them. Cavity resonators are sometimes
used in VHF and UHF communications, as well as
radar receivers. However, a major disadvantage of
cavity resonators is they cannot be made rapidly

tunable, so they cannot be used for systems that
must either change frequency rapidly or on a
pulse-to-pulse basis. Sub-Note 4(1) presents a
summary of preselector filters.

5. IF FILTERS

The IF amplifier in a receiver provides the dual
function of providing amplification and selectivity.
From an interference standpoint, it is necessary
that the IF amplifier be operated in a linear
manner and that high selectivity be provided.
Some of the means of achieving selectivity include
the use of mechanical filters, crystal (filters,
sideband selectors, Q-multipliers, delay line
controlled amplifiers, and automatic variable
selectivity. A summary of IF filter characteristics is
presented in SN 5(1).
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SUB-NOTE 2(1)

Summary of Transmitier Filter Characteristics (Sheet 2 of 2)

APPLICABLE SPECIFIC ~ ~ ~
FREQUENCY DESIGN POWER PASSBAND STOP BAND
RANGE FREQUENCY CAPABILITIES LOSS ATTENUATION
TYPE CLASSIFICATION (H2) (Hz) (W) (dB) (dB) TUNING SPURIOUS
NON-MICROWAVE
Resonant LC Circuits Either Band Up to ~100 MHz — 500 kW 1 30 Mech. Few
Pass or Reject
SRI HF Filter Band Pass Up to ~100 MHz 8-15 MHz 20 kW 0.3 60 Mech. Few
8-15 MHz
SR! VHF Fllter Band Pass Up to ~500 MHz 300 MHz 5-10 kW 0.3 80 Mech. Few
MICROWAVE-REFLECTIVE
Coupled Resonators Band Pass Above 1 GHz — 20% of waveguide 0.1 40 Mech Many
SRI Three Cavity Band Pass Above 1 GHz 1.25 to 1.35 GHz 1-9 MW 0.3 30-60 Mech. Many
Resonator
Serrated* Ride Band Pass Above 1 GHz — tess than waveguide c.1 40 Set Cew
Waveguide
Walffle Iron B8and Pass Above 1 GHz 1.25 to 1.35 GHz 1--4 MW 0.1 >40 Set Few
Strip* Line Band Reject 200 to 1000 MHz 250 MHz 50 MW 0.1 >50 Set Few
MICROWAVE-DISSIPATION
General Leaky Wall Band Pass Above 1 GHz — 80% of waveguide 0.25 40 Set Few
Straight* Wall Low Pass Above 1 GHz 3 GHz Cutoff 80% of waveguide 05 10-30 Set Few
Offset* Wall Low Pass Above 1 GHz 3 GHz Cutoff 80% of waveguide 0.5 20-40 Set Few
Serpentine Wall* Low Pass Above 1 GHz 3 GHz Cutoff 80% of waveguide 2 5-55 Set Many
Circular Leaky Wall Low Pass Above 1 GHz 4.68 MHz Cutoff 80% of waveguide 0.5 25-45 Set Few
Circular* Side Low Pass Above 1 GHz 3 GHz Cutoff 10-20 kw 0.5 >18 Set Few
Waveguide
Coaxial* Leaky Wave Low Pass 1-3 GHz 1 7 GHz Cutoff 140-280 kW 0.3 15-40 Set Few
General Directional Low Pass Above 1 GHz — 80% of waveguide 0.3 30 Set Few
Coupler
Transfer* Coupler lLow Pass Above 1 GHz 3 GHz Cutoff 80% of waveguide 0.2 6 Set Few
Ferrite Filters Band Reject Above 1 GHz — Low 0.1 >30 Set or Elect. Few
Leaky Wall Wiregrid* Mode Filter Above 1 GHz — 80% of waveguide TE 0 Mode TE2, TEsp Set —
0.1 30
Periodic Filter Band Pass Above 1 GHz 7 GHz 500 kW peak 1.4 >50 Set None

*Experimental models only—not commercially available.
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SUB-NOTE 4(1)

Receiver Preselector Filter Characteristics

PASSBAND
FREQUENCY FRACTIONAL INSERTION STOP BAND SPURIOUS
RANGE BANDWIDTH LOSS ATTENUATION TRANSMISSION
TECHNIQUES CLASSIFICATION (Hz) (%) (dB) (dB) TUNING CHARACTERISTICS
LC Resonant Circuits Band Pass or Reject Up to ~200 MHz 2 1to2 >30 Tunable over Medium
wide range
Spiral Inductance Tuner Band Pass 200 to 400 MHz 1to2 ~2 >30 Tunable over Medium
wide range
Helical Resonator Band Pass 200 to 400 MHz 0.4 1.5 >50 5 to 1t range Medium
Butterfly Resonator Band Pass 100 to 1000 MHz 0.5 ~2 >40 5 to 1 range Poor
Butterfly Resonator Band Reject 100 to 1000 MHz 0.2 1to2 26 to 44 2 to 1 range Poor
Bridged Tee Filter Band Reject Up to 1000 MHz 0.01 ~3 60 to 100 Difficult Good
and critical
Cavity Resonator Band Pass 200 to 3000 MHz 0.2 1to2 >50 — Medium
Coaxlal Cavity Resonator Band Pass 100 to 3000 MHz 0.2 ~1.5 ~60 — Good
Ferrite Resonator Band Pass 2to 7 GHz 0.2 ~2 ~40 Elec. Medium
Ferrite Resonator Band Reject 2to 7 GHz 0.5 ~05 10 to 15 Elec Medium
Backward Wave Amplifier Band Pass 2 to 4 GHz 0.5 -20 20 Elec Poor
Modified Hybrid Band Reject 500 to 4000 MHz —_ ~2 13 to 40 Less than Medium
an octave
Waveguide Cavity Resonator Band Pass 1 to 30 GHz 0.2 ~0.5 ~60 — Good
Waveguide Cavity Resonator Band Reject 1 to 30 GHz ~0.1 ~0.3 ~60 — Good
Diode Up Converter Band Pass Broad — -12 40 Elec. Excellent

rDS NAa
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SUB-NOTE 5(1) IF Amplifier Filter Characteristics
RANGE OF
AVAILABLE
FREQUENCIES SPURIOUS OUT OF BAND OTHER
TECHNIQUE (Hz) Q RESONANCES REJECTION COMMENTS
Mechanical 60 kHz to 104 to Few High No adjustment
Filters 500 kHz 106 other than
initial matching
Crystal 20 kHz to 104 to Many High None
Filters 150 MHz 107
(bridge type)
Q Multiplier Very wide 104 Few High May be
at least unstable if
80 kHz to large multi-
100 MHz plication is
required.
Delay Line Up to Variable Few Variable Provides gain
Controlled 300 MHz (up to in addition
Amplifier 104) to selectivity.
Negative Up to High Few High None
Feedback 300 MHz
Amplifier
Automatic Up to Variable Few Varies IF bandwidth
Variable 300 MHz can be varied
Selectivity for optimum.
Lumped Up to ~ Medium Few Varies None
Constant 200 MHz
6. ELECTRONICALLY TUNED FILTER maintaining compatibility with fast hopping
DESIGN requirements. A description of the basic

High levels of transmitted noise and spurious
signals from high power broadband solid-
state transmitters and power amplifiers in fre-
quency agile communications equipment severely
degrade the EMC performance of collated
equipment. Recent development efforts have
resulted in design methods applicable to UHF and
lower frequencies permitting filtering of the signal
source to reduce the interfering signals while

31 JAN 91

characteristics of these electronically tuned filters
is presented in this design note.

6.1 BASIS OF OPERATION

There are two basic types of electronically tuned
filters presently used. The first, varactor tuned
filters, is used primarily in RF receiver front—ends
and other locations where high power handling is
not required. The second filter type, PIN diode
switch tuned filters, has recently been developed
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for applications where RF power handling
capabilities of less than 1 W to 1000 W are required
with fast tuning speeds. Although various schemes
have been used, the switch tuned filters generally
use high power PIN diodes to switch reactive
elements (capacitors, inductive loops) into a
resonant RF cavity structure to vary the operating
center frequency. Because discrete values of
reactance are controlled by the PIN diodes, the
filter tunes in individual steps rather than
continuously over a frequency band. Control of
the filter center frequency is accomplished by
selecting a predetermined tuning reactance by
forward-and reverse-biasing the proper group of
PIN diodes. This tuning scheme permits non-
sequenced, direct tuning to any desired frequency
within the overall range of the filter. The PIN
diodes used to control the filter tuning network can
have very high RF power ratings, permitting high
power filter operation without operating
components in nonlinear regions.

6.2 CHARACTERISTICS AND
TRADE-OFFS

The basic performance characteristics and trade-
offs affecting the selection of performance
parameters for PIN diode switch tuned filters are
listed in this section.

6.2.1 TUNING SPEED. Tuning speed for the
PIN diode switch tuned filters is set by the switching
speed of the PIN diodes and their associated driver
circuits. The slow switching diodes typically used to
enhance the RF performance of the filter are the
primary hmiting factor in tuning speed. Center
frequency tuning time is independent of the
frequency span covered in a single tuning network.
Typical tuning speeds of less than 100 us have been
obtained, with 50 us achieved with more elaborate
tuning network drivers, and 20 ps achievable with a
substantial increase in driver circuit complexity.
These measurements reflect results obtained for
UHF filters using the slowest switching diodes
readily available.

6.2.2 HOPPING RATE. Selection of the filter
hopping rate is dependent primarily on the tuning
speed and desired dwell time at the tuned
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frequency. The selection of faster hopping rates
increases the primary power consumption of the
filter because of charging currents for the -RF
bypassing capacitors with the high voltages used in
the PIN diode circuits. Higher output rated reverse
bias supplies are required as the hopping rate
increases. During static or non-hopping use, the
reverse bias power required is very low (less than
0.5 W). Higher hopping rates also increase the
difficulty of internal EMI control required to
prevent the filter itself from becoming an
interference source.

6.2.3 TUNING RANGE. The center frequency
tuning range covered by an electronically tuned
filter is a function of the total reactance change
switched in the tuning network and the location
of the tuning network within the filter cavity. Each
most-significant tuning bit added to a filter (even
though it may consist of multiple tuning elements)
doubles the reactance change available for tuning.
Full octave tuning ranges have been achieved
in a single filter with a single tuning element array.
Wider ranges are possible but may require
elaborate internal cavity configuration switching.
In general, as the tuning range required increases,
complexity (and cost) of the filter increases,
insertion loss increases (for bandpass filters),
and it becomes more difficult to tune to higher
frequencies (because of increased stray react-
ance). For multiple-pole notch filters, structure
limitations require either limited tuning ranges or a
scheme to vary the resonator-to-resonator
coupling.

6.2.4 TUNING RESOLUTION. The tuning
resolution required in a switch tuned filter is closely
related to the operating bandwidth and the tuning
range selected. Since the filter tunes in discrete
steps across the selected tuning range, sufficient
resolution must be provided to avoid gaps in the
band coverage. While tuning range is increased by
adding more-significant tuning bits, resolution is
improved by adding less—significant bits. Specifica-
tion of excessive resolution increases cost because
of added driver circuits required and increases the
stray reactance of the tuning network. Usually,
added less—significant tuning bits are included in a
tuning network to permit tracking between
resonators in a filter to be performed
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electronically. These bits also help improve
resolution and tuning accuracy. When specified,
resolution should be stated as a minimum
frequency step size rather than as a number of bits
desired because resolution available varies across a
tuning range and can be modified through design to
match variations in filter bandwidth.

6.2.5 BANDPASS SHAPE. In general,
electronically tuned cavity filters have similar
response passbands to mechanically tuned or fixed
frequency cavity filters. Filters with bandpass
or band-reject shapes based on Butterworth,
Chebychev, etc., low-pass prototype filters are
possible. Butterworth response filters are generally
used as a starting point for most designs because of
advantages in loss versus bandwidth trade-offs.
Further, the high inherent accuracy of fixed
reactance switching present in switch tuned filters
permits multiple~pole filters to be easily tracked.
This charactenstic allows filters with greater
selectivity to be practically implemented and tuned
over wide ranges. As with other transmission-line
filter implementations of lumped element filters,
switch tuned filters have secondary responses
located above the primary passband. In additionto
responses related to the cavity resonator structure,
circuit resonances within the tuning networks at
high frequencies cause multiple secondary
responses. In filters built to date, all secondary
responses have been above the tuning range of
the filter and have not been harmonically related to
the tuned frequency. For applications where
secondary above-band responses may cause
interference, a low-pass filter may be required at
the switch tuned filter output. Such a filter can be
incorporated into the filter cavity structure to form
a single, integrated unit.

6.2.6 BANDWIDTH. Of the performance
parameters describing an electronically tuned
filter, operating bandwidth and selectivity band-
widths have major impacts on the design and
operation of the filter. In addition to the frequency
rejection required to resolve the EMC problem
under consideration, selection of the (filter
bandwidth must also take into account the resulting
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insertion loss obtained, tuning resolution required,
RF power handling requirements, and complexity
(and cost) of the resulting assembly. For
Butterworth shape factor bandpass filters, the
rejection-bandwidth characteristic is expressed as

2n
BW, dB
X (dB) = 10 log[l +(———" ) :| (Eq 1)
BW3 dB

Where:

X = filter rejection in dB

n = number of filter poles

BW = bandwidth at specified rejection

Sub-Note 6.2.6(1) contains a list of bandwidth
ratios for Butterworth 2 to 6 pole filters. Because
of loss limitations in the electronic tuning networks,
the filter 3 dB bandwidth should be maximized to
minimize insertion loss and permit high power
handling. To achieve sufficient rejection for EMC
control, the number of poles can be increased to
maximize the switch tuned filter skirt selectivity
without encountering the tracking problems of
mechanically tuned or varactor tuned filters.
However, as the number of poles increases, the
filter becomes larger, more complex, and requires
tight controls of inter-resonator coupling to
achieve a smooth passband response across a wide
tuning range. A parameter describing the
bandwidth of a filter is the loaded Q, defined as

fo Center Frequency
QL=——_ = : (Eq 2)
BW 3 dB Bandwidth

when the filter is driven from a matched generator
into a load (500 in most systems). The
electronically tuned filters built to date have a
relatively constant loaded Q versus frequency
rather than constant bandwidth. Therefore, the
3 dB bandwidth is much narrower at the low end of
a wide tuning range than the high end. This
characteristic should also be considered when
determining filter requirements.
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SUB-NOTE 6.2.6(1) Filter Selectivity Ratios
Bandwidth

Ratio 2 Pole 3 Pole 4 Pole 5 Pole 6 Pole
(dB) Filter Filter Filter Filter Filter
3/.05 1.69 1.42 1.30 1.23 1.19
40/3 10.00 4,64 3.16 2.51 2.15
50/3 17.78 6.81 4,22 3.16 2.61
60/3 31.62 10.00 5.82 3.98 3.16

6.2.7 INSERTION LOSS. As previously de- Where:

scribed, many potential factors impact the insertion .

loss of a switch tuned filter. Since the electronically (O = ajap = first term Qf the transfer

tuned filter replaces a mechanically tuned cavity function polynomial

filter in many applications, direct comparisons are dx = QL TOT/' (Quni/pole)

made between desired performance levels and QLTor = overall filter loaded Q

present capability. However, in all cases, the Quni/pole = unloaded resonator Q per

electronically tuned filter will have higher insertion
loss than a fixed tuned or mechanically tuned
cavity filter, all other performance parameters
being equal. This is obvious from the fact that
losses are present just from introducing the tuning
components into the cavity structure. Therefore,
some performance trade-off (usually either
bandwidth or insertion loss) must be made. The
prediction of final insertion loss in an electronically
tuned filter is very difficult and depends on many
factors. These include bandwidth, number of
poles, power handling requirements, tuning range,
tuning resolution, filter cavity size, accuracy of
filter coupling, tuning element losses, and primary
power limitations. Ultimately, these loss factors
impact the unloaded Q of the filter resonators.
Unloaded Q (the ratio between energy stored and
energy dissipated with no external loads, or the
resonator bandwidth with the source and load
resistance removed) can be used to predict
insertion loss of bandpass filters using the
expression:

insertion loss = 20 log (Cpdg+1) dB  (Eq 3)

resonator.

Sub-Note 6.2.7(1) contains Cp, factors for
Butterworth filters of 2 to 6 poles (or resonators).
An expression for the ultimate depth of a notch
filter, taking into account limited resonator
unloaded Q, is:

N

(La), = 202 log (gnDn) + 1010g (gogn+1/4) dB
n=1

(Eq 4)

Where:

(La) 0y = notch depth at the tuned center
frequency

N = number of poles

gn = nth element value of low-pass
prototype

Dy = 1w Quni

' = low-pass prototype cutoff
frequency = 1

w = fractional bandwidth = 1/Q,

Quni = unloaded Q of the nth resonator
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As a guide in determining approximate loss
achievable, SN 6.2.7(2) contains typical unloaded
Q factors achieved for UHF band filters for various
total tuning ranges. However, as mentioned earlier,
each particular filter requirement should be
analyzed in detail to determine appropriate
trade~offs to optimize insertion loss performance.

6.2.8 RF POWER HANDLING. The switch
tuning concept of electronically tuning a filter has
inherent high power handling capability. Filters
handling 1000 W at UHF frequencies have been
successfully built and tested. Power handling limits
are set by the normal factors of cavity size, tuning
element voltage and current ratings, and
implementation of the tuning scheme within the
cavity. Because of the close relationship between
insertion loss and dissipation rating of the tuning
elements, filters expected to handle very high
power levels may require bandwidth trade-offs to
permit component ratings to be met. Intermodula-
tion distortion performance of the filter also
influences design decisions on the placement and
operating levels of the filter tuning network. Filters
with third-order intercept point performance of
+80 dBm to over +100 dBm have been tested.
This level of performance can be particularly useful
in collocation or multicoupler applications.

6.2.9 POWER SUPPLY REQUIREMENTS.
Electronically tuned filters require internal power
supplies to bias the switching PIN diodes and drive
control and monitoring circuits. Power require-
ments are directly proportional to the number of
filter poles, number of tuning elements, and
hopping rate of the filter. The filter also tends to
require greater primary power as more tuning
elements are turned on (at lower frequencies in the
tuning band) and with filters that are designed for
absolute minimum insertion loss. Internal supplies
require careful filtering to avoid coupling signals
into the RF handling circuits of the filter.
Regulation of absolute voltage levels is not
particularly critical since the major power users are
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the switching PIN diodes, which are only forward-
or reverse-biased. High voltages (over 500 V) and
high current levels (several amps) are used to bias
each diode in high power filters. Total dissipation
is low, however, since power requirements for
diode bias are low.

6.2.10 FILTER SIZE AND WEIGHT.
Electronically tuned filters have size and weight
characteristics similar to mechanically tuned or
fixed tuned cavity filters using a similar cavity
implementation. Although some additional space
is required for the electronic PIN diode driver
circuits, RF decoupling circuits, and internal power
supplies, certain implementation techniques also
reduce the cavity size required (as compensation
for the stray reactance introduced into the filter
cavity by the electronic tuning network). Asin any
cavity filter, an increase in cavity volume yields a
higher unloaded Q for the cavity.

6.3 EXAMPLE FILTERS

Several examples of built and tested filters and
parameters described in this design note are listed
in SN 6.3(1). Note the filters listed are
experimental models intended to show certain
characteristics for different applications and do not
generally represent optimum trade-offs for all uses.
However, this data does provide an indication of
the range of filters and performance parameters
achievable.

SUB-NOTE 6.2.7(1) Butterworth
Filter Coefficients (Cp)
n Ch
2 1.41
3 2.00
4 2.61
5 3.24
6 3.86
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SUB-NOTE 6.2.7(2) Typical Resonator Unloaded Q-UHF Filters
Tuning
Range Unloaded Nominal
(MHz) Q Range Loaded Q Comments
225-400 350-375 100 2 pole 100 W filter
350-400 450-500 100 2 pole 100 W filter
350-400 200-500 40 1 pole 1000 W filter
240-252 600-750 80 S pole notch filter — small cavity
240-252 800-950 80 5 pole notch filter ~ large cavity

SUB-NOTE 6.3(1)

Typical Experimental Model Filter Performance

Filter Performance Parameter A B(1) C D E
Tuning Speed (uS) 60 60 70 50 100
Hopping Rate (per sec) 200 200 300 2000 200
Tuning Range (MHz) 350-400 350-400 240-252 225-400 225-400
Tuning Resolution {Max-MHz} 2 0.20 0.20 2 4
Bandpass Shape 1 pole 2 pole 5 pole 2 pole 2 pole
Classification Bandpass Bandpass Notch Bandpass | Bandpass
Bandwidth {MHz) 7-9 2.8-4.0 3.0 2.2-4.0 16-25
Insertion Loss (dB) 0.9-1.5 2.5-3.0 80 typ 2.5-3.0 2.5-3.8
RF Power Handling (W) 1000 100 30 WCW at fy 100 20
Power Supply (W-max) 175 175 115 V, 400 Hz-178 200 20

(V) (2) (2) 28 V DC-154 {2)
Size (3) (3) 11/, ATR 19’ Rack 40 cu In.
315" Tall

Weight (Ib) N/A N/A 75 N/A N/A
Notes- (1} Filters A and B are a frequency-tracked set.

(2} Lab supplies used.

{3) Unit not packaged.
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DESIGN NOTE 5G5S

DN 5GS$

TRADE-OFF FACTORS

1. INTRODUCTION

When designing or selecting a filter, a number of
parameters must be considered. This design note
will give these parameters.

2. IMPEDANCE MATCHING

The elements of the filter must be chosen so the
impedance network matches the line into which it
is inserted. This is especially true of transmission
lines so the filter does not impair the normal
function of the equipment at both ends of this line.

3. VOLTAGE RATING

Consider the voltage rating on the filter used on
power lines. MIL-STD-704 specifies the limits
within which electrical power subsystems operate.
Under some conditions the voltage may deviate by
a large amount from the normal line voltage. In
addition, short duration (10 us) pulse up to 600 V
may be on the power circuits, both ac and dc. The
filter voltage ratings must be sufficient to provide
reliable operation under the extreme conditions
shown in MIL-STD-704.

4. VOLTAGE DROP

Determine the maximum allowable voltage drop
through the filter and design accordingly. Ensure
the voltage drop caused by a filter does not exceed
the total drop permitted by MIL-STD-5088.

5. CURRENT RATING

Current rating should be for the maximum
allowable continuous operation of the filter.
Calculate the current rating for filter elements,
such as capacitors, inductors, and resistors.
Whenever possible, the current rating of filters
should be consistent with the current rating of the
wire, circuit breakers, or fuse with which the filter
will be used. A filter with a higher current rating
than the circuit in which i is installed will often add
to the weight and space penalty. A filter with a

REO: ASD/ENACE
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lower rating is a safety hazard. The safety factor
used in rating filters should also be consistent with
those used for other circuit components.

6. FREQUENCY

Consider both the operating frequency of the
circuit and the frequency to be filtered
(attenuated). In general, do not use sharp filters
to reject the power frequencies. If such a filter
is required, its rejection characteristic must be
wide enough to provide adequate attenuation over
the power frequency deviation specified in
MIL-STD-704.

7. INSULATION RESISTANCE

The insulation resistance of the filter may vary
during the life of the filter. Determine the
maximum allowable variation of this resistance for
proper filter operation.

8. ELECTROLYTIC CAPACITORS

Electrolytic capacitors are sometimes used in
low-pass filters. The dissipation factor increases,
and the capacitance decreases with age on the
wet-type electrolytic capacitor. An RF bypass
capacitor should be placed across the output of dc
supplies to filter out any high-frequency interfer-
ence which may be present. The high dissipation
factor or series resistance within the wet electrolytic
|capacitor makes it a poor filter for RF. Do not use
wet electrolyte in airborne applications. If space is
at a premium and the working voltage of the circuit
is low, a solid type tantalum capacitor with a
low-dissipation factor subject to testing may be
used.

9. GROUND LEADS

Ground leads on capacitors and filter enclosures
should be as short as possible for RF interference
filtering. Capacitors having metal cases with
grounding studs or mounting clamps provide
leadless grounds. Feed-through capacitors and
filters are grounded through the metal case and
mounting flange.
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10. SIZE AND WEIGHT

Size and weight can be the deciding factor in some
filter applications. When space is at a premium,
adding or subtracting various filter elements may
reduce the size and weight of the filter.

11. ISOLATING AND SHIELDING

Isolating and shielding is the key to good filtering.
A filter network may be placed in a shielded
enclosure or metal case and grounded by the
methods explained in Para 9. See SN 1(1) in
| o~ 5D4 and SN 2.1(3) in DN 5F1 for methods of
mounting and installing filter networks.

AFSC DH 1-4

12. TRANSMISSION-LINE FILTERS

Transmission-line filters can be the lossy type or
one of the four types of filters explained in
DN 5G1. These filters are completely shielded in a
case and are usually terminated with an input and
output coaxial connector.

13. FILTERS IN CONNECTOR CONTACTS

Miniature filters can be constructed into a
single-pin contact and placed in a multipin
connector receptacle. This connector consists of a
group of low-pass filters for the isolation and
suppression of RF.
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SECTION 5H

SECT 5H

SUMMARY OF BASIC EMC DESIGN

DN 5H1 - EMI SUMMARY LIST

1. INTRODUCTION
1(1) EMI Summary List

2 MAR 84




AFSC DH 14

DESIGN NOTE 5H1

DN 5H1

EMI SUMMARY LIST

1. INTRODUCTION

The material presented in SN I(1) is provided as a
convenient reference for reviewing the electromagnetic
interference (EMI) aspects of equipment design or
installation. It was prepared by the Lockheed Missile and
Space Company for the Agena system. It is divided into
seven subject areas. This guide can be used by designers
and engineers when designing or installing equipment.

REO: ASD/ENACE
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SUB-NOTE 1(1}  EMI Summary List

AFSC DH 1-4

CIRCUITS TO BE SHIELDED AND FILTERED

Have any of the following EMI producing
circuits been filtered?

a, Chopper

b. Converters

c¢. Inverters

d. Relays

e. DC motors

f. Switches

g. Clock or timing circuits with fast rise

time or high repetition circuits
h. Other circuits

Have transformer-rectifier (TR) outputs been
filtered? Was the transformer electrostat-
ically shielded?

Have any components with inherent shielding
been used, such as cupreous tuning inductors?

Has bandpass filtering been used on trans-
mitter outputs or receiver inputs?

What type of electromagnetic ficld is being
shielded against, E field or H field? Is the
shielding material suitable for this type of
field for the frequency range of interest?

Have decoupling capacitors been used on
internal power connections?

Have any fecd-through capacitors been used
for internal connection of circuits? Or, as
bulkhead-mounted headers?

Have shielded subassemblies been used in
the equipment?

Have RF chokes and inductors been used
to confine the RF energy to the desired
circuits?

Were parts of internal chassis used to
obtain shielding?

Have waveguide-below=-cutoff techniques been
used for chassis openings, such as tuning
adjustments or air cooling?

Have low-level or susceptible circuits been
physically separated from EMI producing
circuits within an enclosure?

Have toroids been used to minimize the
leakage field of inductors? Have inductors
been cross-oriented to minimize coupling?

METHODS OF ELIMINATING SPURIOUS
EMANATIONS AND RESPONSES

Are components being operated in linear
rather than nonlinear regions, if possible?

Are crystal-controlled circuits being used?
Has the best choice of multiplier stages
been made?

Have crystal filters, bandpass filters, tank
circuits, tuned stages, and other narrow-
band devices been used?

Have RF trap circuits been used for known
or expected spurious outputs or responses?

Have circuits been used which inherently
discriminate against creation or passage of
certain harmonics, such as push-pull outputs
of amplifiers, balanced mixer-ring coupler
combinations, or other hybrid circuits of a
similar nature?

Have circuits of balanced or symmetrical
design been used?

Have diodes or other biasing devices been
used to establish definite minimum or maxi-
mum actuation levels for circuits?

Have coincidence circuits, time-delay cir-
cuits, or similar logic circuits been used?

Have circuits utilizing coded inputs or out-
puts been used?

Has filtering been done at subsystem levels,
especially multiplier stages?

Have RT circuits been decoupled from power
supplies?

Have short-lead lengths been used in RF
circuits? Has internal wire routing been
controlled?”?

Has physical and electrical isolation of cir-
cuits potentially capable of producing or of
being susceptible to spurious energy been
achieved?

Are internal subassemblies shielded and
filtered to prevent undesired modulation?

Have components and devices been chosen
to minimize frequency drift or random
modulation due to temperature, aging, vibra-
tion, etec.?

Are potentially susceptible circuits suffi-
ciently shielded against external RF fields,
including low-frequency magnetic fields?

Have special precautions been taken to

prevent responses at receiver image fre-
quencies?

Have shielded antenna inputs been used?

Have operating frequencies becn chosen to
avoid conflicts with known existing fre-
quencies or their harmonics?

Have the proper or excessive power levels
of generated frequencies been used, such
as the local oscillator stages or receivers
or multiplier and output stages of trans-
mitters?

Has circuitry (other than RF) of receivers
and transmitters, such as power connections,
telemetry connections, and monitoring points,
been controlled to prevent RE coupling to
other circuits?

Have any special methods been used to avoid
spurious modes of operations of circuit ele~
ments, such as klystrons and oscillators?

METHODS OF ELIMINATING SPURIOUS
RESONANCES

Have short-lead lengths been used for all
components, especially capacitors in RF
circuits?

Has damping been used in circuits capable
of oscillation?

Have feed~through capacitors been used for
interstage coupling and isolation, and for
power input conncctions to RF circuitry?

Have waveguide-below~cutoff techniques been
used for all required openings in enclosures?

Has the number of enclosures, openings been
minimized?

Have critical dimensions been avoided, con-
sidering the cnclosure or subenclosure as
an RF cavity?

Have tuning methods which minimize nodes
or harmonic generation been used?

Have all feedback loops been designed to
prevent oscillation under worst-case con-
ditions?

Has high-power and low-power stage of
units been isolated?

Is the proposed enclosurc bonding adequate
at the known critical radio frequencies?

Have component tolerances been controlled
to prevent frequency drift, mode switching,

cte., due to temperature, aging, etc,?

Ilave RF components been used throughout
RI stages, (i.e., have components been
used that are not self-resonant in the intended
frequency range (unless desired))?

Have special circuits which discriminate
against spurious resonance been used?
METHODS OF OBTAINING CONTINUOUS

SHIELDING ON EQUIPMENT USING
PRESSURE OR HERMETIC SEALS

Has the enclosure been mechanically designed
to assure sufficient pressure between mating
parts?

Has chassis been mechanically designed to
minimize the number of openings and open
leakage?

Has each opening in enclosure been analyzed
to determine the need for gaskets, waveguide-
below-cutoff techniques, screening, etc,?

Has the minimum attenuation needed by the
enclosure becn evaluated?

Are openings and attenuation consistent ?
(Item 3 above applies to radiation through
the opening in the enclosure and Item 4
above refers to radiation through the metal-
lic portion of the enclosure.) leakage will
normally determine minimum overall enclo-
sure leakage, except at low frequencies.

Do the mating surface pressure, area, finish,
or tolerances degrade the expected atten-
uation of the enclosure seams?

Have dissimilar metals been used in the
enclosure? Is this compatible with the ex-
pected environment?

If RF gaskets have been uscd, is the design
adequate to optimum pressure, class of
joint or seam, choice of gasket mounting,
size of gasket, attenuation of gasket, etc,?

Are subenclosures properly attached to main
enclosure?

What are the expected internal and external
fields and expected frequencies?

THICKNESS OF CASE MATERIAL REQUIRED
TO PROVIDE ADEQUATE SHIELDING
IN HIGH POWER RF EQUIPMENT

Are there expected internal and external
RF fields and f[requencies? What is the

physical location of the cquipment to other
equipments?

Is the enclosure thickness adequate to atten-
uate the expected fields to a tolerable level?
Is the thickness and weight excessive?

Is the estimated added attenuation provided
by shielded subenclosure?

Is composite shielding provided by enclosure,
subenclosure, waveguide-below-cutoff open-
ings, gasket seams, screened openings or
normal mating surfaces?

Docs associated external cabling degrade the
required attenuation levels?

SELECTION OF INTERFERENCE-FREE
COMPONENTS TO BE USED WITH
OTHER COMPONENTS

Are diodes or other suppression components
being used across relay coils?

Are RC circuits being used across switch
or relay contacts?

Are solid-state switches being used instead
of mechanical switches?

Are capacitors being used directly across
dc motor brushes ?

Are electrostatically shielded transformers
being used?

Are matched diodes being used in balanced
mixers?

Are toroids or other low leakage field
inductors being used?

Are nonself-resonant components, such as
feed~-through capacitors, being used?

Are bulkhead-mounted components being
used?

Are crystal filters being used?

Are twisted pair, twisted triad, or shielded
wire being used?

Is balanced~circuit design being used?

Are diodes or other bias devices being used
to establish definite maximum or minimum
actuation levels?

Are connectors being used as inherent parts
of filters?

Are separate connectors being used for
sensitive and EMI producing circuits?

Are crystals being used as frequency sources?

Are selective waveguide or coaxial com-
ponents, such as diplexers, being used?

Are lossy line techniques being used to
attenuate harmonics?

Are temperature-compensated components
being used to minimize drift, etc.?

Are components being operated in lincar
regions?

Are limiting devices, such as diodes, being
used?

Are dc blocks being used ?

OTHER PERTINENT INFORMATION

Are there any spccial type circuits which
intentionally or unintentionally eliminate or
minimize EMI? Examples might be blanking
circuits, time-sequencing circuits, disabling
circuits, bridge or differential type of cir-
cuits, balanced input circuits, possibly AGC,
AFC, and AVC circuits.

Is there any bonding information that has
not been previously covered?

Is there any circuit uniqueness due to special
signal or modulation characteristics?

Is there any antenna data that could be
included which could influence the EMIchar-
acteristics of transmitters or receivers?

Is therc any sharing of antennas? or time
sharing? or switching of antennas? If so,
has it been proved feasible?

Are there any transmission line or antenna
devices present, such as RI isolation, whose
losses or bandwidth would be pertinent?

Have sources of primary power been fully
covered? Arc there anyusual characteristics
of primary or secondary power sources?

Is there any circuit redundancy which might
affect EMI control?

Have the most susceptible circuits been
identified? Have the greatest EMI producing
circuits been identified?
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CHAPTER 6

CHAP 6

TEST PROCEDURES AND EQUIPMENT

SECT 6A - TEST METHODS AND TESTING

DN 6A1 - Statistical Tests for Electroexplosive
Initiators

SECT 6B - TEST EQUIPMENT
DN 6B1 - Generation of High-Level Radiated

Susceptibility Field«
6B2 - EMI Instrumentatio. racteristics
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DESIGN NOTE 6A1*

DN 6Al

STATISTICAL TESTS FOR
ELECTROEXPLOSIVE INITIATORS

1. INTRODUCTION

The statistical test methods commonly applied to
electroexplosive initiators (EEI) in determining direct
current (dc) sensitivities are evaluated for the following
objectives:

a. Can dc no-fire, mean-fire, and all-fire levels be used
to estimate radio frequency (RF) sensitivities?

b. Is the statistical method utilized in.determining dc
sensitivities usable in RF sensitivity measurements?

c. Is the statistical test method used to establish dc
sensitivities consistent?

d. Can the statistical test methods be improved,
particularly with regard to obtaining the desired result
with fewer number of samples (hence, lower cost)?

Design Note 3D6 contains additional EEI information.

1.1 SAMPLE SIZE, RELIABILITY REQUIRE-
MENTS, AND COST CONSIDERATIONS

Sample size and reliability requirements are closely
connected with the problem of EEI reliability estimation.
As reliability requirements get higher, the number of
parts allocated to prove the reliability should increase
proportionately. However, experience has proved that
this is not always the case. Where the individual unit cost
is high, there have been cases where the sample size for
reliability testing has actually been decreased at the higher
reliability levels. It is understandable that the budget
conscious engineer resists allocating large numbers of
expensive parts to be destructively tested in sensitivity
testing. However, if the mission of the EEI is sufficiently
important to warrant a high reliability and confidence
level, an expenditure of the necessary number of parts to
demonstrate the reliability is justified. The direct dem-
onstration of a 99.5% or better response at 95%
confidence of an EEI to a given stimulus 1s often too
costly in material, time, and manpower to be seriously
considered. It would require the firing of nearly 600 items
without a failure. Similarly, it requires the successful
functioning of over 2300 EEI to establish a simple
functional reliability of 99.9% at a confidence level of
90%.

2. EVALUATION OF TEST METHODS

The various methods for testing EEI are briefly
summarized here.

REQ  ASD/ENACE
*Extracted 1n part from Ref 661.
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2.1 BRUCETON METHOD

The most frequently used method for determining the dc
sensitivity of electric initiators is the Bruceton (or up and
down) test. The Bruceton test is carried out using test
levels which are computed from an estimated standard
deviation of stimulus levels. A methodology is followed
advancing to the next lower stimulus level if a firing
occurs, or to the next higher level for a no-fire. For
making studies around the 50% response level, the test is
most often highly acceptable and advantageous. When
estimates beyond the 75% response level are made by the
Bruceton method, difficulties can be anticipated. For
example:

a. The Bruceton method gives a poor estimate of the
standard deviation. Even Bruceton tests of 100 samples
will often underestimate the true standard deviation by
50% or more.

b. Since most all data are collected between the 25-75%
response levels, long extrapolations must be made to the
no-fire or all-fire points along a curve which is usually
unknown. Though the test is widely used and its theory
well established, the theory is based upon a large number
of samples; a minimum of 200 is recommended. The test is
widely used in the United States on much smaller
samples, often as low as 25 and seldom over 50. The
Bruceton test, therefore, accurately determines median
firing level. However, extrapolation to the no-fire and all-
fire points is not reliable, primarily because it does not
give a good estimate of the standard deviation, evenifthe
distribution is assumed to be normal. The standard
deviation is usually underestimated, thus rating EEI as
safer than they really are at the rated firing current.

2.2 THE PROBIT METHOD

The Probit method is particularly well suited to the
situation in which it is difficult to change the stimulus
level by predetermined amounts. The Probit method
generally requires more parts to produce the same results
than other more efficient methods of sensitivity testing. A
basic assumption is that the method is based upon
normalcy of the variate being tested.

23 THE RUN DOWN METHOD

This method was developed at the Naval Ordnance
Laboratory, White Oak, MD. The method assumesa very
conservative EEI probability distribution (log logistic)
and generates test data further out on the distribution
curve than does the Bruceton test. The Run Down
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method requires 200 parts to establish fire or no-fire (380
parts for both) to a reliability of 99.0%. See Ref 1435 for
more information on this subject.

24 THE NONPARAMETRIC
TESTING METHOD

All sensitivity testing methods previously discussed are
parametric methods. They depend critically upon the
assumption of various parameters. The outcome of the
test is directly related to the degree of accuracy with which
the original assumptions are verified. Thus, there is a
built-in restriction on the tests which can cause serious
errors if ignored. The nonparametric tests are completely
different. They do not depend upon the assumption of
any particular distribution or parameter of a distribution.
There are some requirements which must be met but these
are very easy to satisfy. Most existing nonparametric
testing methods suitable for sensitivity testing are
variations of the Robbins-Monro method.

2.4.1 ROBBINS-MONRO METHODOLOGY. The
actual estimate of the no-fire level by the Robbins-Monro
method is nearly independent of the actual firing
probability distribution of the population. No assump-
tion is made about distribution curves, although very
highly skewed distributions give rather odd results for
finite numbers of samples. The starting points and initial
step sizes are more important than distribution. It is
assumed that the no-fire level desired is the stimulus that
will fire not more than 0.5% with a 95% confidence level.
Other levels may be found by substituting the desired level
for a (@ must be expressed as a decimal fraction).

242 ROBBINS-MONRO EQUATION. The basic
equation for the Robbins-Monro method is

Xov1 = Xo + An(a + Yy) (Eq D)
Where:
Xn+ 1 = the value of the independent stimulus variable
(current, etc.) to be used in the next trial.
X, = the variable value used in the last trial.
« = the proportion of successes desired, 0 < o < 1.
Y. =1 if the last trial resulted in a success.
Y. = 0 if the last trial resulted in a failure. A success
has occurred if the EEI fired.
A, =g/2" (@ function selected for desired con-
vergence properties).
2
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o = the approximate standard deviation of the
sample. It need not be known accurately.
Bruceton data, even for a few tries, are quite

good.
n’ = starts at 0 and increases by 1 for every success.
X, = the initial stimulus level and should be set to

the average value plus 20 if Bruceton data are
available. (This is for a fire test.)

X = approaches the level that has the fractional
response « if Y. is 1 for a positive response
and A, is a series such that

M T A=«

n=1

(2) ¥ (An)’ = some finite number
n=1

3) A>0

The condition in (1) above ensures that there is enough
mobility in the series to get to the proper region. The
condition in (2) above, a finite number, ensures
convergence. This result is independent of the actual
frequency distribution in the sample. Simulation tests
using random numbers with the series X, = C/n
indicated that the convergence to the proper region is
quite slow. Continued research led to the series
X» = C/2" where n’ was only changed when a squib
fired. This series showed excellent results if C is
approximately equal to o. In fact, if 100 samples were
tested, the formula X01 — o failed to be less than the true
value of 0.5%, firing only once in 2000 times. If only 50
samples are used, the results are not quite as good as for
100, but the number of instances of Xso — o exceeding
the true value was less than 5%. The essence of the scheme
is that one is led by the series to a region in which, for
every one that fires, 1/ ¢ (200 for 0.5% firing level) do not
fire. This is because the step size foreach fireis(1 — o)/«
times as great as for the no-fire steps. Thus, for an
o —0.005, the step downward following a fire is almost
200 times as great as the step upward after a no-fire. The
steps decrease by a factor of two for each fire so that a
good estimate may be reached fairly rapidly.

243 PROCEDURE. For a fire test, the initial
increment is 0.0050 following a no-fire (W = 0) and
—0.9950/2 following a fire (n’ = 1). The basic increment
is halved each time there is a success. Since 0.0050/2" can

2 MAR 84
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become quite small, the following plan can be used. As the
accuracy limit (6) of the equipment to set stimulus
increments is reached, the increment can be held constant
at §, but the number of tries at each level must be doubled
following each fire. Sub-Note 2.4.3(1) is an example. If
the original guess is quite high, fires will occur rather
frequently at first. If the original guess is quite low,
possibly none will fire.

SUB-NOTE 2.4.3(1) Typical Test Level
Sequence for Fire Test

n=1

7

0.0005¢
2

6 = all upward steps =

3. -DIVISION OF SAMPLES

Because of the desirability of starting with reasonable
values of x, and o, some information about them is
necessary. If no previous information is available, the
samples should be divided approximately asshown in SN
3(1) (if the objective is a no-fire level). Sample sizes of less
than 60 are not recommended. The last stimulus level
(current) used in the run is the best estimate of the level
that will cause the fractional response o. No practical
formula for an estimate of the reliability has been
achieved. In an experimental approach, however, it has
been found that at the 0.005 level, the estimate obtained

SUB-NOTE 3(1)  Dwvision of Samples

Total
Specimen Bruceton Robbins-Monro
150 30 Remainder
100 24 76
60 16 44
2 MAR 84
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minus one standard deviation is as great as, or greater
than, the true value of the 0.005 level in about 999 out of
1000 series with 100 samples even though the distribution
in many cases was quite skewed. The figure to quote as the
no-fire level is the last current tried minus the standard
deviation found in the Bruceton test.

4. CONCLUSIONS

The f ollowing conclusions regarding sensitivity testing of
EEI were reached:

a. Direct current no-fire, mean-fire, and all-fire levels
can be used qualitatively as estimates for RF sensitivities.
In general, RF powers required for firing (at the most
susceptible frequencies) exceed those of corresponding dc
levels.

b. The statistical method used in dc sensitivity testing
could be used in RF sensitivity testing, but it results in an
expensive test program if a number of devices are fired (in
a Bruceton manner, for example) at each desired
frequency and in each desired firing mode. Such statistics,
if gathered, also are hardly worth the effort and cost
involved, when trying to determine general RF
characteristics.

c. The statistical method used to establish dc sen-
sitivities is not consistent. Bruceton data is extrapolated
into reliability and confidence regimes where it is totally
inapplicable. This occurs because the cost of direct
demonstration of statistical reliabilities specified is
prohibitive. It seems that reasonable firing probabilities
and confidence limits should be established; i.¢., the f iring
statistics for an EEI used to release stores from a manned
aircraft need not be tested and qualified as stringently as
those used in an intercontinental ballistic missile (ICBM).

d. Statistical methods can be improved. The Robbins-
Monro method for accurately determining no-fire levels
was developed to where this level can be accurately
determined at a much lower sample size than previously
expected.

5. SENSITIVITY TESTING

The Jet Propulsion Laboratory has had considerable
success in requiring nondestructive testing of EEI (prior
to any sensitivity firings) using the thermal time constant
bridge circuit. This technique allows abnormalities in
thermal capacity, thermal resistance, and thermal time
constants to be recognized. This test identifies bridgewire
weld conditions, intimacy of contact between bridgewire
and pyrotechnic material, etc., and thereby covers the
primary constituents contributing to no-fires or duds. It
appears plausible that such testing combined with
carefully controlled limited firing tests would be far more
constructive than gross firing tests alone.
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DESIGN NOTE 6B1*

DN 6Bl

GENERATION OF HIGH-LEVEL
RADIATED SUSCEPTIBILITY FIELDS

1. INTRODUCTION

This Design Note presents methods of fabricating devices
for generating high-level RF fields for susceptibility
testing.

2. PARALLEL PLATE LINES

Sub-Notes 2(1) thru (3) show construction of a state-of-
the-art paralle] plate line. This design incorporates the
following features and improvements:

SUB-NOTE 2(1)  Parallel Plate Line

} TERMINATION, COMPRISED OF THREE SEPARATED LAYERS OF 377Q/0
CONDUCTIVE PLASTIC FILM, JOINED AT ENDS AND CONNECTED TO
CONDUCTIVE PLANES, ITEM 2( 535 125 Q)

2 CONDUCTIVE PLANES,ALUMINUM, SLOTTED LONGITUDINALLY 12 7 mm (1/2in) OC
3 INPUT CONNMECTOR

4  WAVE LAUNCHMER, 2 mm (L/I6 i) COPPER ON 12 Tmm (1/2 m)
PLEXIGLASS
{3~L08 CURVE}

NOTE ITERATIVE IMPEDAMCE OF LINE, 243 1208

a. The longitudinal slots in the parallel plates prevent
transverse current and help to maintain the transverse
electromagnetic wave (TEM) mode of propagation.

b. The termination reduces coupling between the end of
the line and the shielded room wall. Each layer of con-
ductive plastic (377 1/0)) reduces the energy passing
through by 6 dB/layer so that coupling is reduced by
36 dB for the 3 layers.

c. Theinputis designed as a wave launcher rather than
a matching section. The shape of the launcher has been
determined empirically to minimize variations of wave

SUB-NOTE 2(2)  Wave Launcher Detail

COPPER

900 mm

PLEXIGLASS

SUB-NOTE 2(3)  Termination Detail

PLEXIGLASS,CP,MYLAR,CP,MYLAR,CP
THERMALLY BONDED TOGETHER AND
TO PLEXIGLASS.

CPIS LAID BACK OVER TOP OF PLEXIGLASS
TO CONTACT EACH OTHER AND PLANAR
CONDUCTORS OF LINE. (CONTACT AREAS
SILVER COATED)

NOTE:
CONDUCTIVE PLASTIC
(ce)FiLm,377 Q/0.
ENDS SILVERED FOR
GOOD CONTACT.

REQ  ASD/ENACE

*Paragraphs 1, 2. and 3 contributed by EMI Consultants Incorporated.

2 MAR 84
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front homogeneity at the sending end. The input is
suitable for low-impedance (4 () spike generators or con-
ventional 50— signal sources.

2.1  GROUNDING

Investigations have indicated that grounding the bottom
plate to the ground plane along its entire length creates a
nonuniform field, concentrated along the grounded side.
It is recommended that the bottom plate be grounded
only at the termination. over the entire width of the
bottom plate.

2.2  RF POWER

The parallel plate line will accept 250 W continuously.
Sub- Note 2.2(1) indicates the typical RF power required
to generate a 10 V/m field. Each line should be calibrated
individually.

3. TRANSMISSION LINE

Sub-Note 3(1)illustrates the “electrical” construction of a
transmission line antenna. Framing, bracing and sup-
ports are not shown. This antenna will accept 250 W
continuously.

4. METHOD FOR LONG-WIRE ANTENNA

This method is applicable for establishing high values of
field intensity in the 0.014 to 30 MHz range. Test
apparatus consists of the following:

a. Two vacuum tube voltmeters (VITVM).

AFSC DH 14
SUB-NOTE 3(1)  Transmission Line Antenna
102 mm
W g

<

t 102mm (4:n) x 0028 mm (O 001 in.)
! NICHROME (30 Q)
137m

54 m) MAX INPUT 250 W FOR 40°C
TEMPERATURE RISE
"(.oﬁ 2 102mm @in) x 08 mm (0032 In)
ar® COPPER
“’f REQUIRES
N8W FOR 10 V/m FIELD AT

/L ONE METRE SEPARATION

b. RF signal generator capable of 1V output into a
100-Q) load.

c. A dc resistance bridge.

d. Assortment of resistors from 100 to 1000 Q} (“non-
inductive”) of adequate power dissipating capability.

e. Wire—#12 copper.

4.1 TEST SETUP

The test setup isasindicated in SN 4.1(1). The horizontal
line is located at the longitudinal center of the shielded
enclosure at a distance from the ceiling equal to between
1/4 to 1/3 the height of the room. The line is drawn taut
on insulators. A “noninductive” resistance equal to the
characteristic impedance of the line is located at the far
end from the signal generator. A concentric feeder line

SUB-NOTE 2.2(1)  RF Power Required to Generate a 10 V/m Field n Parallel Plate Line Model
1000
]
100
/
@ 10 A
c /
; | / \l
T0dc
0.
2
w= 52 199, 5e33w= 4 20dBmW
0.0l Z, 2
0.001 |
10 100 Ik 0K 100K n 0N oo N
FREQUENCY IN Hz
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SUB-NOTE 4.1(1)  Typical Screen Room Setup
for Long-Wire Antenna

¢ OF TEST
SAMPLE

¢ OF ROOM
—

& OF ROOM

(copper tubing with #16 wire supported in center) extends
from the input end of the line down to the terminals of a
signal generator. The signal generator output is con-
nected to the concentric line input; the signal generator
ground and the concentric line tubing (lower end) is con-
nected to the shield.

4.2 LINE TERMINATIONS

Line terminations consist of the following.

42.1 CONCENTRIC LINE. Disconnect long line
from top of concentric feeder line. Connect the vacuum
tube voltmeters as shown in SN 4.2.1(1) but omit the
temporary termination R; until a desirable test fre-

SUB-NOTE 4.2 1(1)  Test Setup to Measure
Concentric Line Termination (R))

47///////{
S

Ui

I?x}—i——____
5%,

O

O

S1G  GEN
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quency has been found. Adjust the generator frequency so
that it resonates line as at 1/4 wave system. This point will
be indicated by a dip in the output calibrating meter on
the signal generator or by maximum voltage at top of
tubing for constant input. This voltage may be read with
the VTVM connected as shown in SN 4.2.1¢1). This fre-
quency at which the concentric tube is electrically 1/4
wave length long is the one at which the greatest stepup at
the end of the line will occur and, therefore, will give the
most sensitive indication of correct termination. A fre-
quency near this resonant frequency may be used if the
line absorbs too much energy from the generator. Con-
nect R, temporarily at top end of concentric line between
center wire and pipe. The final value of this resistor is to
be determined by “cut and try” methods; its approximate
value may be obtained from the formula for finding char-
acteristic impedance of a concentric line:

Zo=R, =138 log % in ohms
di
Where:
d; = inside diameter of pipe

d

outside diameter of central conductor

For a specific case of 25mm (I in.) tube and #14 wire the
value is approximately 150 . Across this
resistor—R;—connect a VTVM. At the input end of the
tubing near the generator connect the other VIVM (see
SN 4.2.1(1)); with the generator set at zero output, adjust
the voltmeters for zero reading. With input to concentric
tubing raised to 1 or 2 V, the meters will read the same if
the selected R, is correct termination for the system. If the
voltage at the top end of tubing is higher than the voltage -
at the lower end, the termination is too high a value (and
conversely). By successive trials, a value of resistance can
be found which will terminate the line properly. Several
resistors in parallel or series combinations may be used to
get the required value if a single resistor of correct value
cannot be found. Successive lower frequencies should
then be tried and should result in identical readings on the
two meters if everything is in order. This termination can
now be disconnected and measured on a dc resistance
bridge, the value being recorded as R,

422 TERMINATION OF HORIZONTAL LINE.
With the termination of the concentric line removed,
connect the end of the horizontal line to the center wire of
the tubing (see SN 4.2.2(1)). With the voltmeters in
positions A and C and temporary termination R,
(approximated with following equations) removed, the
frequency at which the system is 1/4 wave longis found as
in Para4.2.1. This frequency is to be used in the following
accurate determination of R,. The following equations
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SUB-NOTE 4.2.2(1)  Test Setup for Finding
the Exact Value of R,

SIG GEN

can be employed to determine an approximate value for
Ra

Case 1 Wire is much closer to ceiling than to floor:

Zo=138log 9 in ohms

d
Where:
D =  distance from wire to ceiling, mm (in.)
d = diameter of wire 2.05 mm (80.81 X 107 in.)

for #12 wire

Case 2 Distance of wire to ceiling is greater than
1/3 room height:

Zy= [138 log E]+5
d

Where:
h = height of screen room, mm (in.)
d = diameter of wire, mm (in.)

For finding the exact value of R;, the voltmeters are con-
nected in positions Band C (see SN 4.2.2(1)); proceed as
in Para4.2.1 to find the correct termination. Once the
voltmeters read the same or within 0.1 volt of one another
for several frequencies, the termination may be removed,
measured on a bridge and replaced permanently as part of
the system. Record termination value as R; = Z;, the
characteristic impedance of the line, to be used later in
calculation of final concentric line feeder termination and
attenuation constant.

4.2.3 MATCHING HORIZONTAL LINE TO THE
CONCENTRIC TUBE FEEDER. The termination
found in Para4.2.2 is the correct value for the single wire
horizontal line alone and will be the impedance one would

AFSC DH 1-4

“see” looking in the end opposite to that termination.,
However, this resistance is not the correct value for
proper termination of the top of the concentric line. Since
the termination of the concentric line at this point is of
congern, a resister may be put in as a termination, which,
in parallel with the impedance presented by the horizontal
line, will give the value of resistance determined in
Para4.2.1 as the correct termination of the concentric
line. The formula for finding this resistance is the usual
one for finding values of parallel resistance combinations.

Ry= Ry X R;
R; — R,
Where:
R, = Termination for concentric line from
SN 4.2.1(1)
R, = Termination for horizontal line from
SN 4.2.2(1)
R; = Termination which must be put across

the top end of concentric line as indicated
in SN 4.2.3(1).

After both terminations have been placed in system (see
SN 4.2.3(1)), a final check should be made to see if the
voltages at the bottom end of concentric line and far end
of horizontal line remain substantially the same over a
frequency range from 14 kHz to 15 MHz.

SUB-NOTE 4.2.3(1)  Test Setup for Matching
Horizontal Line to Concentric Tube Feeder

YeX
-0

RF SIG GEN

4.3 DETERMINING FIELD STRENGTH

The attenuation constant (K) relates voltage at point A of
SN 4.3(1) to the field strength at a known distance from
the transmission line. Since:

E=236%10 Bt x (l y_ 1 )
ZL d 2d1 - d 2d2 +' d
(CONTINUED)
2 MAR 84
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and | = 236X 10 (1 + o _

K4 Z d 2di—-d 2+ d
Therefore:

LI

| @
Where
E =  Field strength at known distance (uV/m)

Z, =

d, d], d; =

#V into line at point A (SN 4.3(1))
from a signal generator

Characteristic impedance of line
(ohms)

Distances (in.) as indicated in SN 4.3(1)

K. is a constant and, for a standard test distance d, in a
given room can always be used to determine field strength

2 MAR 84
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in microvolts per metre in terms of the generator input in
microvolts.

For example: If this constant ratio is found to be 5, then to
obtain a field strength at the test sample of 1 V/m the
signal generator input will be set at 5V. Calculations
should be checked by actual measurement of the field.

SUB-NOTE 4.3(1)  Test Setup for
Determining Field Strength

¥
d2
=t
1
2 d "s .
¢ - . _LT_" —_———— .
7
‘l TEST
SAMPLE i
A
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DESIGN NOTE 6B2

DN 6B2

EMI INSTRUMENTATION CHARACTERISTICS

1. INTRODUCTION

This Design Note gives the recommended EMI instru-
mentation characteristics. All EMI instrumentation
panel markings will conform to the International System
of Units (SI). Avoid using dBm as it is not an authorized
SI unit.

2. EMI! INSTRUMENTATION
MANUAL

INSTRUCTION

The EMI Instrumentation Instruction Manual should
contain detailed instructions for each test method and the
criteria found in SN 2¢1).

3. INSTRUMENTS POWERED BY BATTERIES

Comply with the following for all instruments containing
batteries:

a. If batteries must be replaced, serviced or recharged
periodically, the front panel will have a place to record the
next servicing date and action. The surface provided for
marking the date and action shall have a long life.

b. If rechargeable batteries are used, provide an
indicator to show the operating time available for use
until recharging is required. In addition, make provisions
to either quickly change the internal batteries or operate
from an external battery pack. Design the equipment so
that batteries can be changed in 60 seconds or less.

4. SEMIAUTOMATIC CHARACTERISTICS

All instruments intended for laboratory use should have
provisions for semiautomatic operation with the follow-
ing minimum requirements,

4.1 IF OUTPUT

Make the IF signal available for external use. The pick-
off point may be “pre or post IF” or both. A signal output
of at least 0.1 V is recommended.

4.2 DETECTOR CHARACTERISTICS

A detector is required that provides signal processing for
interface with X-Y recorders. This will usually require a
detector that samples the signal, retains the sample in a
memory until the recorder records the peak, and then
dumps the memory. Nominal characteristics recom-
mended are:

SUB-NOTE 2(1)  EMI Instruction Manual Information

Characteristics of required accessories

Checkout information (verification of acceptability of data)
Control settings

Helpful hints

Identification of narrow and broadband interference
Identification of spurious responses

Interpretation of results

Measurements of transients

Preparation of graph paper

Reproduction of calibrated paper

Safety precautions

Test setups

Use of IF monitors

Application of correction factors and specification limits to the graph paper

REO  ASD/ENACE
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a. Detector charge time:
1
2 (Impulse Bandwidth)

Charge Time <

or 0.3 us, whichever is less.

b. Detectordischargetime: such that the stored signal
in the memory is not less than 0.25 dB below true peak
value, when signal is dumped. (Typical discharge times
are 50 to 100 seconds).

c. Initiate a new “hold” interval if asignal is detected
within the sample time greater than the signal in the
memory.

d. The hold time should be adequate to permit the X-Y
recorder to reach full signal response.

e. The detector circuits should limit the number of
signals to be recorded to about 394/m (10/in.). (Thisis a
resolution of about 1% as measured on the graph paper.)
If the instrument has a greater resolution, record the
maximum signal in each 19 interval.

f.  Ascantime not greater than 60 seconds per octave is
recommended. (This is based on a recorder writing speed
of 0.38 m/s (15 in./s), the above resolution requirement,
and a 127 x 229 mm (5 * 9 in.) space for recording
data.) Sometimes adjustments are necessary if a faster
X-Y recorder is used, if a greater resolution is feasible, or
if the data space is different.

g. If additional scan times are provided for other uses,
provide hold and dump times for each speed. It is pre-
ferred that the same control switch both scan times and
detector constant.

AFSC DH 1-4

h. It is preferred that no provisions be included for
quasipeak.

1. If more than one detector function is provided,
clearly mark the function to be used for X-Y recording.

J.  Include provisions in the detector for measurement
of spikes, and other short duration interference. Design
the memory circuit to store the signal so that the recorder
can reach maximum signal level. Design for measure-
ment of spikes in a nonscanning mode.

§. INSTRUMENT BANDWIDTHS

A minimum of three different bandwidths is recom-
mended, selectable from the instrument panel—one to be
at least twice the size of the other. It is preferred that five
bandwidths be available, with a logarithmic relationship.

6. OTHER INSTRUMENTATION
CHARACTERISTICS

Recommended minimum and desired values of instru-
mentation characteristics are shown in SN 6(1).

7. MODIFICATION OF OLDER EMI
EQUIPMENT

Some older EMI equipment do not have the minimum
capabilities required. The procuring activity may approve
the use of such equipment provided that modifications for
its output monitoring. X-Y recording, scan detectors,
and adequate sensitivity are accomplished.
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SUB-NOTE 6(1) Instrumentation Characteristics
MINIMUM B
CHARACTERISTICS ACCEPTABLE DESIRED REMARKS
VALUE VALUE
Attenuator Accuracy +]1 dB $0.1 dB
Impulse Bandwidth Accuracy *15% +5%
Meter Tracking +2 dB +0.5 dB
Reserve Gain 10 dB 30 dB
X-Y Output Linearity 5% 1%
Audio Response +6 dB t] dB 50 Hz to 15 kHz
Lineanty of meter 32 dB 30.5 d8 Variation from straight line
Measurement Accuracy, NB *2 dB +0.5 dB } Measured on X-Y recorder
Measurement Accuracy, BB +2 dB 0.5 dB w/calibrated graph paper
Antenna Termina! Conducted +10 dB -10 dB 3
Conducted Interference +10 dB -10 dB
Conducted Susceptibility -10 dB +10 dB
Cross Modulation +10 dB -10 dB
Intermodulation +10 dB -10 dB PMIL-STD—(#GI limet is the
Radiated Interference +10 dB -10 dB reference
Radiated Susceptibility -10 d8 +10 dB
Spurious Response +10 dB -10 dB
Spike Susceptibility -6 dB +20 dB 7
Dynamic Range 40 dB 100 dB v
VSWR 20 11 Y
Frequency Accuracy 2% 0.5% kY
Power Line Regulation t]1 dB 0 dB 4/
Variation of Impulse BW 20% 1.0% 5
Pulse Response *3 dB 0.5 dB 74
Impulse Generator Accuracy +] dB 10.25 dB y 74
Sensitivity, Broadband -6 db -40 dB } 8/
Sensitivity, Narrowband -6 dB -40 dB
Measurement Accuracy, Spikes +5 dB +05 dB 9/
1/ Without changing attenuators and coupling with spurious response requirement
2/ Measure on minimum attenuator setting (Ref to 50 ohms )
3/ Measure on mnstrument dial and X-Y recorder with calibrated graph paper
4/ Measure change in mstrument response when changing from minimum to maximum rated fine voltages, and from maximum to
minimum
5/ QOver each frequency band at different levels
& Response to  Pulse width [0 1 to 50 ws) PRF 5 to 10 000 pps
1/ Must be referenced to rms of equivalent sine wave Calibration referenced to peak value will be grounds for rejection of Instrument
8/ Ref 1s to most strngent limit in MIL-STD—461 and MIL-STD—462 for all tests for which the mstrument can be used
9/ Measured on X-Y recorder n scanning mode
2 MAR 84 3
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DESIGN NOTE 7A1

DN 7A1

__LIGHTNING STRIKE PHENOMENA

1. LIGHTNING ENVIRONMENT

The exact mechanism of generating natural
lightning has been the subject of many theories.
However controversial the theories may be, there is
little or no disagreement that lightning is hazardous
for aerospace systems and that most systems must
include lightning provisions. There is no known
technology to prevent lightning strikes to aircraft.
Aircraft will encounter cloud-to-ground, inter-
cloud, and intracloud lightning strikes. The nature
of the strike and the physical configuration of the
aircraft will determine the point of strike and
damage incurred. Quantitative information on the
electrical characteristics of the different types of
strikes is basic to lightning protection design.

2. LIGHTNING STRIKE CHARACTERISTICS

Sub-Note 2(1) is a review of cloud-to-ground
lightning strokes. The review shows that for 95%
of lightning strikes the peak lightning current
exceeded 14 Kkiloamperes (kA), 50% exceeded
30kA, and 5% of the strokes were in excess of
80 kA.

2.1 PRESTRIKE PHASE

Lightning is typically originated by a stepped leader
which develops from the cloud toward the ground
or toward another charge center. As a lightning
stepped leader approaches an extremity of the
vehicle, high electrical fields are produced at the
surface of the vehicle. These electric fields give
rise to other electrical streamers which propagate
away from the vehicle until one of them contacts
the approaching lightning stepped leader as shown
in SN 2.1(1). Propagation of the stepped leader
will continue from other vehicle extremities until
one of the branches of the stepped leader reaches
the ground or another charge center. The average
velocity of propagation of the stepped leader is
about 1 m/ps and the average charge in the whole
stepped leader channel is about S coulombs (C).

REO: ASD/ENACE
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2.2 HIGH PEAK CURRENT PHASE

The high peak current associated with lightning
occurs after the stepped leader reaches the ground
and forms the return stroke of the lightning flash.
This return stroke occurs when the charge in the
leader channel is suddenly able to flow into the low
impedance ground and neutralize the charge
attracted into the region prior to the stepped
leader’s contact with the ground. The return
stroke is in the range 10-30 kA. Higher currents
are very common with a peak current of 200 kA
representing a severe stroke. Reliable measure-
ments are few but there is evidence peak currents
can exceed 500 kA. The current in the return
stroke has a fast rate of change, typically about
10-20 kA/ps and rarely exceeding 100 kA/us.
Typically the current decays to half its peak
amplitude in 20-40 us.

2.2.1 INTERMEDIATE AND CONTINUING
CURRENT PHASES. The total charge transported
by the lightning return stroke is relatively small—a
few coulombs. Most of the charge is transported in
two phases of the lightning flash following the first
return stroke. The first is an intermediate phase in
which currents of a few thousand amperes flow for
a few milliseconds. The second is a continuing
current phase in which currents of the order of
200-400 A flow for times varying from about 0.1 to
1 second. The maximum charge transferred in the
intermediate phase is about 20 C and the maximum
charge transported during the total continuing
current phase is about 200 C.

2.3 RESTRIKE PHASE

In a typical lightning event there will be several high
current strokes following the first return stroke.
These occur at intervals of several milliseconds as
different charge pockets in the cloud are tapped
and their charge fed into the lightning channel.
The peak amplitude of the restrikes is typically
about one half that of the initial high current peak.
The continuing current in which the major portion
of the lightning charge is transported links these
various successive return strokes or restrikes.
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SUB-NOTE 2(1)

Data from Review of Cloud-to-Ground Strokes

Percent of lightning strikes exceeding listed value

PARAMETER 95% 50% 5%
Peak Lightning Current (kA) (minimum 2 kA)
Negative first strokes and flashes 14 30 150
Negative following strokes 4.6 12 30
Positive flashes (no following strokes) 4.6 35 250
Charge - Coulombs (C)
Negative first strokes 1.1 5.2 24
Negative following strokes 0.2 1.4 11
Negative flashes 1.3 7.5 40
Positive flashes 20 80 350
Impulse charge (C)
Negative first strokes 1.1 4.5 20
Negative following strokes 0.22 0.95 4.0
Positive flashes (only one stroke) 2.0 16 150
Time to Peak Current (1S)
Negative first strokes 1.8 5.5 18
Negative following strokes 0.22 1.1 4.5
Positive flashes 3.5 22 200
Maximum di/dt{kA/us)
Negative first strokes 5.5 12 32
Negative following strokes and flashes 12 40 120
Positive flashes 0.20 2.4 32
Time to Half-value on Wavetail (us)
Negative first strokes 30 75 200
Negative following strokes 6.5 32 140
Positive flashes 25 230 2000
Integral (12dt) (A2s)
Negative first strokes and flashes 6.0 x 103 5.5 x 104 5.5 x 108
Negatlve following strokes 5.5 x 102 6.0 x 10° 5.2 x 104
Positive flashes 2.5 x 104 6.5 x 105 1.5 x 107
Time intervals between negative strokes (ms) 7 33 150
Duration of flashes (ms)
Negative (including single stroke flashes) 0.15 13 1100
Negative (excluding single stroke flashes) 31 180 900
Positive flashes 14 85 500

2.4 TYPICAL SEVERE WAVEFORMS

Sub-Note 2.4(1) shows a typical representative
lightning current waveform model. Determination
of the effects produced by such a lightning model in
the laboratory is difficult due to inherent facility

limitations. Accordingly, for simulation of the
effects of lightning and for laboratory qualification
testing vehicle hardware, simplified models of
lightning have been defined and are described in
DN 7C2.
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SUB-NOTE 2.1(1) Lightning Striking an Aircraft

STEPPED LEADER CHANNEL
APPROACHING VEHICLE

LEADER CHANNEL
PASSING THROUGH VEHICLE

RETURN STROKE PASSING
BACK TOWARD CLOUD
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SUB-NOTE 2.4(1) Typical Lightning Current Waveforms

A) Lightning Model as might be produced in nature

CONTINUING
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3. STRIKE PHENOMENA

3.1 INITIAL ATTACHMENT

The lightning will enter the aircraft at one or more
attachment points and leave at exit points. There
will always be at least one entrance point and one
exit point. It is not possible for the vehicle to store
the electrical energy of the lightning in the
capacitive field of the vehicle and so avoid an exit
point. These initial attachment and exit points are
at the extremities of the vehicle and include the
nose, wing tips, elevator and stabilizer tips,
protruding antennas, and engine pods or propeller
blades. Lightning can also attach to the leading
edge of swept wings and some control surfaces.

3.2 SWEPT STROKXE PHENOMENA

The lightning channel is somewhat stationary in
space while it is transferring electrical charge.
When a vehicle is involved it becomes part of the

DN 7A1

channel. Due to the speed of the vehicle and the
length of time that the lightning channel exists, the
vehicle moves through the lightning channel. Thus,
the lightning channel appears to sweep back over
the surface as illustrated in SN 3.2(1). As the
sweeping occurs, the lightning channel will dwell at
various surface locations for different periods of
time. Since surface heating at a point depends on
the arc dwell time at that point, the amount of
damage depends upon the type of material and the
surface finish. When the lightning arc has been
swept back to one of the trailing edges it may
remain attached at that point for the remaining
duration of the arc. An initial exit point occurring
at a trailing edge would not be subjected to any
swept-stroke action. The significance of the
swept-stroke phenomenon is that portions of the
vehicle that would not be targets for the initial entry
and exit point of a lightning arc may be involved in
the lightning process as the arc is swept backward
across the vehicle.

SUB-NOTE 3.2(1) Swept Stroke Phenomena
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4, EFFECTS ON AEROSPACE VEHICLES

The threats to which lightning exposes aerospace
vehicles and the effects which should be
reproduced through laboratory testing with simu-
lated lightning waveforms can be divided into
physical effects and electromagnetic effects. The
physical effects of lightning are the burning and
eroding, blasting and structural deformation
caused by lightning, as well as the high pressure
shock waves and magnetic forces produced by the
associated high currents. The electromagnetic
effects are those resulting from the electromagnetic
fields associated with lightning and the interaction
of these electromagnetic fields with equipment in
the aircraft. Hazardous effects can be produced by
lightning that does not directly contact the aircraft.
In some cases, both physical and electromagnetic
effects may occur to the same component. An
example would be a lightning strike to an antenna
which physically damages the antenna and also
sends damaging voltages into the transmitter or
receiver connected to that antenna.

4.1 PHYSICAL EFFECTS

The nature of the particular physical effects
associated with lightning depends upon the
structural component involved and the particular
lightning current transfer phase.

4.1.1 BURNING AND ERODING. The continu-
ing current phase of a lightning stroke can cause
severe burning and eroding damage to vehicle
structures. The most severe damage occurs when
the lightning channel dwells or hangs on at one
point of the vehicle for the entire period of the
lightning arc. This can result in holes of up to a few
centimeters in diameter on the aircraft skin.

4.1.2 VAPORIZATION PRESSURE. The high
peak current phase of the lightning transfers a large
amount of energy in a short period of time (several
microseconds). This energy transfer can result in
vaporization of material. In a confined area the
high pressure created may be of sufficient
magnitude to cause structural damage.

AFSC DH 1-4

4.1.3 MAGNETIC FORCE. During the high
peak current phase of the lightning, the flow of
current through sharp bends or corners of the
aircraft structure causes extensive magnetic flux
interaction. In certain cases, the resultant magnetic
forces can twist, rip, distort, and tear structures
away from rivets, screws, and other fasteners.
These magnetic forces are proportional to the
square of the lightning current.

4.1.4 FIRE AND EXPLOSION. Fuel vapors and
other combustibles may be ignited in several ways
by lightning. During the prestrike phase high
electrical stresses around the vehicle produce
streamers from the aircraft extremities. The design
and location of fuel vents determines their
susceptibility to streamer conditions. If streamers
occur from a fuel vent in which flammable fuel air
mixtures are present, ignition may occur. If this
ignition is not arrested, flames will propagate into
the fuel tank area and cause a major fuel
explosion. The flow of lightning current through
vehicle structures during the high peak current
phase can cause sparking at poorly bonded
structure interfaces or joints. If such sparking
occurs where combustibles such as fuel vapors are
located, ignition may occur. Lightning attaching to
an integral tank skin may also burn holes in the
tank or heat the inside surface sufficiently to ignite
any flammable vapors present. Other combus-
tibles, such as hydraulic fluid or ethelyne glycol,
may be released and ignited.

4.1.5 MECHANICAL SHOCK. The air channel
through which the lightning propagates is nearly
instantaneously heated to a very high temperature.
When the resulting shock wave impinges upon a
surface it may produce a destructive overpressure
and cause mechanical damage.

4.2 ELECTROMAGNETIC EFFECTS

Damage or upset of equipment by currents or
voltages is defined as electromagnetic effects, even
though the currents or voltages may arise as a result
of a direct lightning arc attachment to a piece of
external electrical hardware. An example would be
a wing tip navigation light. If lightning shatters the
protective glass covering or burns through the
metallic housing and contacts the filament of the
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bulb, current will be injected into the electrical
wires running from the bulb to the power supply
bus. This transient may burn or vaporize the wires
or cause breakdown of insulation and damage to
other electrical equipment.

4.2.1 EFFECTS ON VEHICLE. Even if the
lightning does not contact wiring directly, it will set
up changing electromagnetic fields around the
vehicle. The metallic structure of the vehicle does
not provide a perfect Faraday cage electromagnetic
shield and therefore some electromagnetic fields
can enter the vehicle, either by diffusion through
metallic skins or direct penetration through
apertures such as seams and windows or other
nonmetallic sections. If the fields are changing with
respect to time and link electrical circuits inside the
vehicle, they will induce transient voltages and
currents into these circuits. These voltages are
hazardous to avionic and electrical equipment.
Voltages and currents may also be produced by the
flow of lightning current through the resistance of
the aircraft structure.

|31 JAN 91
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4.2.2 EFFECTS ON PERSONNEL. One of the
most troublesome effects on personnel is flash-
blindness. This invariably occurs to a flight crew
member looking out of the vehicle in the direction
of the lightning. The resulting flashblindness may
persist for 30 seconds or more, rendering the
crewmember temporarily unable to use his eyes for
flight or instrument reading. Serious electrical
shock may be caused by currents and voltages
conducted via control cables or wiring leading to
the cockpit from control surfaces or other
hardware struck by lightning. The shock varies
from mild to serious and may be sufficient to cause
numbness of hands or feet, disorientation,
confusion, or unconsciousness. This can be quite
hazardous in high performance aircraft, particu-
larly under the thunderstorm conditions during
which lightning strikes generally occur. Shock can
also be induced on flight crews under dielectric
covers such as canopies by the intense thunder-
storm electric fields. This generally occurs without
puncture of the dielectric covering.
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DESIGN NOTE 7A2

DN 7A2

PREVENTIVE DESIGN

1. INTRODUCTION

Protection from lightning hazards is often over-
looked in designing aerospace systems. Systems
have been lost or severely damaged because of a
lack of lightning protection. Design the system and
subsystem to prevent lightning currents from
entering the vehicle.

2. RADOMES AND CANOPIES

Design radomes and canopies to have a dielectric
strength of at least 300 kV/m (100 kV/ft) of flash
over path, and equip them with diverter strips.
Improperly protected radomes and canopies will
often be shattered by a lightning strike.
Thoroughly evaluate and test radomes that are
important to flight safety. See DN 7A6 for
information on radome lightning protection.

3. LIGHTNING ARRESTERS

Install lightning arresters (MIL-A-9094) on
antenna terminals with considerable care as they
do not provide complete protection. Sub-Note
3(1) is a typical circuit of an arrester. A high
voltage transient appears at the equipment terminal
which is equal to the spark gap setting. Since gaps
are often set at 10 to 30 kV, this transient is
intolerable for equipment wusing field-effect
transistors  (FET), integrated circuits, etc.
Secondary protection must be provided to
adequately protect equipment. Insulate exposed
terminals on lightning arresters to avoid possible
shock hazards.

SUB-NOTE 3(1) Arrestor Circuits

R

]
EQUIPMENT

TERMINAL

I ®

SPARK ANTENNA
T GAP TERMINALS
.

| 2 .

R IS BLEEDER RESISTANCE.
CIS TYPICALLY 10 TIMES THE
ANTENNA CAPACITANCE.
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4. INSULATED SECTIONS

Insulated sections, such as fiberglass, require
lightning protection. Such sections are especially
vulnerable to lightning damage when used at wing
tips or other extremities of the aircraft. Diverter
strips or ribs often provide adequate protection.

5. EXTERNAL STORES AND PODS

External stores mounted under the wing are in a
relatively safe position but additional protection
may be required if a high degree of safety is
necessary. Stores or pods mounted on or near the
wing tips are very vulnerable, and protective
devices are always necessary.

6. PROBLEM OF FUEL IGNITION

One of the following conditions must exist to cause
ignition of fuel:

a.  Explosive mixture
b.  Ignition source to start explosion.

As for an explosive mixture, this can form over
JP-4 fuel at temperatures of -37 to 10°C (=35 to
50°F) and at altitudes of 0 to 6.1 km (0 to
20 000 ft.). The high energy source can be either
an electric spark or a compression wave, caused by
nearby lightning. See DN 3B5 for additional
information on electrical ignition.

6.1 ENERGY LEVEL

To ignite an explosive mixture, 0.2 mJ is sufficient.
A person walking on a rug can cause a spark of
15 mJ energy. (The energy level available in a
lightning strike transfers hundreds of million joules
in one strike.) Energy levels of pressure waves
created by lightning need further investigation. As
a yardstick, the following practical experience of
the Lightning and Research Institute is quoted: “A
pressure wave caused by a 100 000 A lightning
stroke is insufficient to produce ignition of an
explosive mixture at a distance of 0.3 m (1 ft) or
more from the lightning.” (This is not to imply the
ionization associated with the strike would not
produce ignition.)  Superficial comparison of
energy levels will show the electric spark is by far
the greatest problem. Pressure waves are of
concern only in direct strikes to fuel vents or other
open spaces with explosive mixtures.
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6.2 FUEL VAPORS

The need for ventilation of spaces where fuel vapor
may form due to leaks (space around fuel tanks)
has been proved. Skin discontinuities can provide
sufficient sparking for ignition, if in the immediate
vicinity of the lightning strike. Where ventilating is
impractical, it is very important to provide
electrically sound skin seams.

6.3 FILLER CAPS

